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Attacker Address

|Attacker Country

Target Address
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Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3184
89.248.174. 4 Net her | ands 147.237.76. 30 hi nush. i df . il B ock Np All _Net dr op 1
141.212.122.199 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il |Bock Wdp All Nets drop 1
71. 6. 165. 200 Lhited Sates 147. 237. 76. 30 hi nush. i df.il Bock Np All Net drop 1
208. 67. 1. 60 Lhited Sates 147.237.76. 30 hi mush. i df i | Block Np All Nt drop 1
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| Target Address
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195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 73. 214 147.237.77.170  [thited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 2
173. 199. 74. 136 147.237.77. 227 Uni ted Ki ngdom e. hamaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 147.237.77.74 Uni ted Ki ngdom lawidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
173.199. 74. 136 147.237.76. 38 Uni ted Ki ngdom e.e.nmeitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173. 199. 74. 136 147.237. 8. 46 Uni ted Ki ngdom e. chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 147. 237. 0. 200 Uni ted Ki ngdom mdu. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
168. 62. 238. 153 147.237.76. 31 Lhited Sates nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 147. 237.76. 34 Lhited Sates yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
31.184.195. 114 147. 237. 77. 205 Russi an Federation prishaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
31.184.195. 114 147.237.0.17 Russi an Feder ati on mny- kosher -kravi .i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
173. 199. 74. 136 147.237.77. 212 Uni ted Ki ngdom e. dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 147. 237. 76. 197 Lhi ted Ki ngdom e. himush. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
173.199. 74. 136 147. 237. 8. 50 Uni ted Ki ngdom e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173. 199. 74. 136 147.237.8. 27 Uni ted Ki ngdom e.nadimatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 147.237.0. 35 Uni ted Ki ngdom akavs. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
168. 62. 238. 153 147.237. 8. 46 Lhited Sates e.chinuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
58. 101. 85. 198 147. 237.76. 38 Chi na e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147 147. 237. 76. 30 Lhited Sates hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
31.184.195. 114 147.237.76.202  |Russian Federation ehaagidf.il ET SCAN Potential VNC Scan 5900- 5920 1
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Attacker Address |Attacker Qountry [Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 27
107.167.117.52 |lLnited Sates 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
2.52.183. 247 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
195. 60. 232. 57  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
175. 111. 102. 135|New Zeal and 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid sequence nunber nonitor  [6
46.19. 85. 83 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 83 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber nonitor |6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [monitor |4
Sreanming Engine: TCP Invalid i i SSi
199.30.24.99  |Wited Sates  |147.237. 76. 200 [ei tan aka i df i 9 =g Inval i d segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
94.230.86.242 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreanming Engine: TCP Invalid i i SSi
109. 65. 163. 130 |I srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
207.46.13.152 |wnited Sates 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 3
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
2.52.183.247 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d sequence nunber nonitor |2
Sreanming Engine: TCP Invalid i i ssi
204.79.180.27 |wnited Sates 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
2.52.183. 247 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert
182.69.49.192 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.52.183. 247 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
207.46.13.152 |Wited Sates 147.237.77. 226 ‘A:"IW chanatz. aka. 1df |y At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
65.181.118.10 |Lhited Sates 147.237.77. 216 |dover.idf. il Drectory Traversal directory traversal overflow nonitor |1
5.213.33.31 ::ara;z'u :zlz"'c 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence Inval i d ACK nunber monitor |1
185. 130. 5. 231 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
84.110.84.61  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SYNACK retransmt with monitor |1
different wndow scal e
195. 60. 232. 57  |Israel 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
193. 105. 134. 220|Sneden 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184. 105. 139. 112|wnited Sates 147.237.8.50 |e.tikshuv.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
108.61.123.66 |Uhited Sates 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow nmoni t or 1
208.115.111. 68 |[Lnited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 1
71.62.91. 187 Wited Sates 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
195. 60. 232. 57  |Israel 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.26.146.172 |[Israel 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.76. 196 |e.sviva.idf.il drop SAMrul e drop 1
178.17. 174. 99 :L:g‘?i' o 147. 237.77. 216 |dover. i df . Drectory Traversal directory traversal overflow  |monitor |1
193. 105. 134. 220|Sweden 147.237.0.33  |idf.il drop drop
184. 105. 247. 215|Uhited Sates 147. 237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
216.218. 206. 88 |lnited Sates 147.237.8.28 |e.mobile-ks.idf.il  |Geo-l ocation enforcenent ilf’o'rgg‘:;'nf” I nbound drop 1
79.177.161.89 |[Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 1
37.26.149.234 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 1
185. 130. 5. 231 147.237.77.74 |lawidf.il drop SAMrul e drop 1
178. 62. 2. 87 Wited Sates 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Feiled to handl e connection data [monitor |1
104.33.214.83 |Lnited Sates 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber alert 1
193. 105. 134. 220|Sweden 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 102. 253. 45 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber mnitor |1
184. 105. 247. 239|Uhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 90 |Lnited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
84.110. 84. 61 I 'srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [alert 1
37.26.149.234 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
188, 143. 232, 16 |SSIaN 147.237.77.74 |lawidf.il drop SMrule drop 1

Federati on




01-07-2016-03:04:07 to 01-07-2016-04:04:07

|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Acti on ‘Count
74.208.16.87 |Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 74.208. 16. 87 B ock 5
77.125.122. 176 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
80. 246. 136. 223 |I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
174.17.188.89 |Whited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/english/main. asp B ock 2
84.111.187.38 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
. . - D stributed Lhaut hori zed URL Access on
107.178.194. 83 [Wited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
74.208.16.87 |lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
66.249. 64. 191 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | awidf.il/sip storage/files/1/ 1381 pdf |B ock 1
185. 25. 151. 159 [Pol and 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to test p3. pospr. waw pl / t est pr oxy. php B ock 1
91. 228. 196. 139 |Pol and 147.237.77. 176 [mat pash. i df .i|  [PHP Attenpt B ock 1
. . - Unaut hori zed URL Access to
66.249.69. 38 | srael 147.237.77. 243 |nobi | e. i df . i ] nobi | e.idf.il/categorytenpl ates/|istchilddocunent s/ 1770 Bl ock !
207.46.13.123 |[Whited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df .il/123rf - phone-aj ax. php Bl ock 1
. - - D stributed Lhaut horized URL Access on
107.178. 194. 87 |Lhited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249. 66.26 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx B ock 1
) . . D stributed Lhaut horized URL Access on
204. 13.200. 200 |Wited States |147.237.77. 216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
91. 228. 196. 139 |Fol and 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to www cogat.idf.i|/wp-signup. php B ock 1
68.180.230.29 |tnited Sates |147.237.77.176|matpash.idf.il |"2ameter Type Volation PageNlimin Bl ock 1
waw cogat . i df . i |/ 1927- he/ cogat . aspx
. . - D stributed Lhaut hori zed URL Access on
208.184.112. 74 Wnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
157.55.39. 107 |lhited Sates [147.237.77.74 |lawidf.il wan | aw i df . il /tenpl ates/tenpl atecontrol s/ news/ si p_storage/ fil es/ 6/ 1446. |B ock 1
pdf /
. . D stributed Lhaut horized URL Access on
77.247.181.162 |Netherlands  |147.237.77.216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.66.29 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |Wited States |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |Lhited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68. 180. 230. 240 |Lhited Sates |147.237. 77. 170 [maar achot . i df . i | xmilf,txhﬂlﬁiam Access to naarachot. idr.il/pdf/files/2/112922. pdf =z gy oy 1
50.200.126.10 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.i|/894-en/i df gdover. aspx B ock 1
. . . O stributed Unaut hori zed URL Access on
208.184.112.74 |Lhited States |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. - . Unaut hori zed Met hod GPTI ONS for
162.203.2.233 |Uhited Sates |147.237.72.166 aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/aut henti cati onservi ce. asnx/ get aut huser Bl ock !
66. 249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 4/ 2934. pdf |B ock 1
207.46.13. 85 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . - D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Lhited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . UL is Above Root DOrectory
65.181.118.10 |Wnited States |147.237.77.216|dover.idf.il wwei o i1/ ./ shared/cli entscri pts/j query/j query-1 4.2, min. | s B ock 1
66. 249. 66. 191 |l srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
207.46.13.123 [lnited Sates [147.237.77.216|dover.idf.il D stributed PHP A tenpt B ock
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