01-07-2016-02:04:04 to 01-07-2016-03:04:04

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M nadi matal .idf.i

W aka.idf.il

M naar achot . i df . i |

M tikshuv.idf.il

Meitan aka.idf.il

I hinush.idf.il

MW anan.idf.il
atal .idf.il

M e hinush.idf.il

Nunber

At acks

Top Tar get

M 167. 114. 156. 16
89. 139. 188. 235

I 41.33.231.90
185. 130. 5. 231

Nuré,ber M 173.199. 74. 136
At tacks I 193. 105. 134. 220

[0 176. 13.22.192
W 91. 200. 12. 106
195. 34. 150. 18
N © Q 9, © > © 212.143. 142. 56
S S S S .

: \ o 9
A \,/,y o N <5 >
» O N 2
o Ao ) a
A 0, N % A
N

Top Attackers



01-07-2016-02:04:04 to 01-07-2016-03:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3047

195. 158. 100. 38 Ml ta 147.237.76. 197 e hinush.idf.il |JLM Under_Attack Con_Tcp dr op 2

66. 102. 9. 21 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
89.248.174. 4 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1

208. 67. 1. 60 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1

110. 182. 154. 88 Chi na 147.237.76. 44 erefuah.idf.il |Bock Ulp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

184. 173. 50. 36 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80.248.146.42  |147.237. 72. 156 | XSS aman. i df . ET SCAN NVAP -sS wi ndow 1024 1
Feder at i on
173.199. 74. 136 |147.237.77. 170 |Uni ted Ki ngdom |nmarachot . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
58.101.85.198 [147.237.76.30 [China hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
173.199. 74. 136 |147. 237. 76. 200 [Uni t ed Ki ngdom |ei tan. aka.idf.i| ET SCAN Potential VNC Scan 5900- 5920 1
31.184. 195, 114 |147.237.77.121 gjjst”im e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237. 76. 196 |Uni ted Ki ngdom|e. sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
27.40. 159. 54 147.237.0.17 |China mny-kosher-kravi .idf.il BT K}AN Behavi oral .Lhusual ! y Fast inbound Tel net 1
onnections, Potential Scan or Brute Force
173.199. 74. 136 |147.237.76.39 [United Ki ngdom|nobile. neitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.76.30 |United Ki ngdom|hi mush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147|147. 237. 76. 200 [Lhited Sates |eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173.199. 74. 136 |147.237.8.45 [United Kingdom|e.eitan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
114.26.24.225 [147.237.0.17 [Tai wan mny-kosher-kravi .idf.il ET SDAN Behavi oral _Lhusuaj y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
173.199. 74. 136 |147.237.77.233|Uni ted Ki ngdom|atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80.248.146. 42 |147.237.72.217 ?ég:;;”im eid.il ET SCAN NVAP -sS wi ndow 1024 1
173.199. 74. 136 |147.237.77. 176 |Uni ted Ki ngdom |nat pash. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
58.101.85.198 [147.237.76.31 [China nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
173.199. 74. 136 |147. 237. 76. 202 [Uni ted Ki ngdom |e. hal ag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46.165. 222. 227 |147.237.0.19 |Ger many nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
173.199. 74. 136 |147.237. 76. 197 |Uni ted Ki ngdom|e. hi nush. i df.i| ET SCAN Potential VWNC Scan 5900- 5920 1
31.184. 195, 114 |147.237.8.28 ?éj:i;’}m e.nobi | e-ks. i df.i ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.76.42 |United Ki ngdom|refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.76.34 |United Ki ngdom|yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.72. 156 |Uni ted Ki ngdom |anan.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
204.151.12.240 |147.237.77.243|Wited Sates  |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.242.83.93 |147.237.8.28 |China e.nobi | e-ks.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
193. 105. 134. 220|147. 237. 77. 233 |Sweden atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.8.45 |[Netherlands eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
173.199. 74. 136 |147.237. 77. 205 |Uni ted Ki ngdom|prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
176.13.22.192 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
176.13.22.192 |israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber alert 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
91.200.12. 106 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
91.200.12.106  |Wkrai ne 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 4
46. 19. 86. 117 I srael 147.237.77. 170 |naarachot.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 4
65.95.65.219  |canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
66.249.78.160 |lhited Sates |147.237.72.166 |aka idf. il Streaning Engine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansmi ssi on Packet dr opped.
199.30.25.121 |uited Sates  |147.237. 76,200 |eitan aka icr i1 | Camng Engine: TP Invalid invalid segnent retransssion drop 2
Ret r ansmi ssi on Packet dr opped.
66.249.78.146 |Wnited Sates |147.237. 72. 166 |aka i df .| Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dr opped.
106. 185. 22. 218 |[Japan 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 130. 5. 231 147. 237. 76. 202 |e. hal ag. i df . i | drop SAMrul e drop 1
185. 130. 5. 231 147. 237. 76. 148 |gocent er. aka. i df . i ||dr op SAMrul e drop 1
45,35, 71. 181 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
185. 130. 5. 231 147. 237. 72. 156 [anan. i df . i | drop SAMrul e drop 1
146. 185. 239. 102 :Z::I”i on 147.237.0.35  |akaws.idf.il drop drop 1
193. 105. 134. 220|Sweden 147.237.72. 217 |e i cf . i Geo- | ocati on enf or cenent ?{f\fo'rggi'nf” I nbound drop 1
185. 130. 5. 231 147.237.76.198 |e.yohal an.idf.il |dr op SAMrul e drop 1
47.16. 80. 195 Uited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185.130. 5. 231 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
2.54.190. 202 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
193. 105. 134. 220|Sweden 147. 237. 77. 205 |prisha.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 169|thited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 1
77.237.138.202 |Czech Republic |147.237.77.19 |lawforumidf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
185.130. 5. 231 147.237.76. 176 |test. ncore.idf.il |drop SAMrul e drop 1
45.35.71.181 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
185. 130. 5. 231 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop 1
167.160.116.50 |lhited States  |147. 237.72. 166 |aka i df i Bad TCP sequence mﬁsﬁl rea”S”“ wthdifferent | onitor |1
193. 105. 134. 220|Sweden 147. 237. 76. 147 [chinuch. aka. i df .i| [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147. 237.76. 199 [e. nakchal .idf.il |drop SAMrul e drop 1
52. 53. 251. 67 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
185. 130. 5. 231 147.237.76. 44 |e.refuah.idf.il drop SAMrule drop 1
2. 54.190. 202 I 'srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 106. 92. 33 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
193. 105. 134. 220|Sneden 147.237.77. 212 |e.dover.idf.il  |[Geo-1ocation enf or cement gﬁ?;)'rggiin?n I nbound drop 1
141.212.122. 170|thited Sates  |147.237.0.15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 143. 232. 16 :Z::I”i on 147. 237. 77. 216 |dover.idf .i | drop SAMrul e drop 1
81.44.224.176 |Spain 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
185. 130. 5. 231 147.237.76. 177 |ncore.idf . il drop SAMrul e drop 1
185. 130. 5. 231 147.237.76.34 |yohalan.idf.il drop SAMrul e drop 1
209.190.20.61 |Lhited Sates |147.237.72.166 |aka.idf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 1
172. 89. 80. 253 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
193. 105. 134. 220|Sneden 147.237.76.198 |e.yohal an.idf.il  [Geo-1 ocati on enf or cement gﬁ?olrggi'nf n i nbound drop 1
106. 75.199. 201 |oni na 147.237.8.24 |e.lifestyleidf.il [Geo-1 ocation enf or cement Si?o'r 22?;'”?” I nbound drop 1
185. 130. 5. 231 147.237.76. 200 |eitan. aka. idf.il |drop SAMrul e drop 1
185. 130. 5. 231 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
5.22.131. 79 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
89. 139. 188. 235 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
89. 139. 188. 235 |l srael 147.237.0.19 |madi matal .idf. |10 V& of the Sane Response Gode (404) in Session from Bl ock 61
89. 139. 188. 235
89.139. 188. 235 |[Israel 147.237.0.19  [nadimatal .idf .i||7c° MY O the Same Response Code (403) Tn Session from Bl ock 34
89. 139. 188. 235
37.26.146.194 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.18. 68 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
213.57.134. 251 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66.220.159. 115 |[lhited Sates [147.237.72.166|aka.idf.i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
66.220.159.119 [lnited Sates [147.237.72.166|aka.idf .il Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
] . . D stributed Unhauthorized URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216|dover.idf. il v i df i | / 1133 22638- hel dover . aspx. B ock 1
66.249.79.9 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
183.79.223.13 |Japan 147.237.77.216|dover. i df .l Uhaut hori zed URL Access to ww i df.il/anan/ B ock
195. 154. 227. 118|France 147.237.77.216|dover.idf .l Illegal HITP \ersion HITH Bl ock
. - D stributed Lhaut hori zed URL Access on
150.70.97.86  |Japan 147.237.77.216|dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
68. 64. 194. 86 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
40.77.167. 17 Lhited Sates [147.237.72.166|aka.idf.i | Uhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
217. 132. 105. 216|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
185. 25. 151. 159 |Pol and 147. 237. 76. 147 |chi nuch. aka. i df . i|taut hori zed URL Access to testp2. czar. bi el ana. pl / t est proxy. php Bl ock 1
2.54.50. 14 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwe aka. i df il /main/ B ock 1
] . . DO stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
; . D stributed Lhaut hori zed URL Access on
150.70.97.86  |Japan 147.237.77.216|dover . i df . i | v i df i | / 1133 22638- hel dover . aspx. B ock 1
77.237.138.202 |Czech Republic [147.237.77.19 |lawforumidf.il [Uhauthorized URL Access to / Bl ock 1
45.35.71. 181 147. 237.77. 216 |dover . i df . i | thauit horj zed LRL Access to Bl ock 1
vy i df . i |/ shar ed/ user cont r ol s/ header upper /
185. 25. 151. 159 |Pol and 147.237.77. 170 |maarachot . i df . i | |Unaut hori zed URL Access to test p4. pospr. waw pl / t est pr oxy. php Bl ock 1
91. 196. 50. 33 Pol and 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed LRL Access to testp2. czar. bi el awa. pl / t est proxy. php Bl ock 1
66.249.78.153 |[lsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter KEY in ww aka. i df.il/valtaniasp/ default.asp None 1
2.54.50. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
] . . D stributed Unhauthori zed URL Access on
204.13.200.200 [Wwited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
157.55.39.191 |lhited Sates [|147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/site/links. aspx B ock
46.19. 85. 240 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
185. 25. 151. 159 |Pol and 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to testp4. pospr.waw pl /t est proxy. php B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.79. 6 I sr ael 147.237.76.31 |nakchal .idf.il 147. 237, 76. 31/ si p. st or age/ fi | es/ 2/ 1642. pdf B ock 1
2.54.163. 61 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
209.190.20.61 [lnited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut horized Method for Known URL from 209. 190. 20. 61 Bl ock 1
176.13.21.220 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89. 139. 188. 235 |l srael 147.237.0.19 |nadimatal .idf.il[Too Many 404: Response Code per Session B ock 1
] . . DO stributed Lhaut hori zed URL Access on
54.166.109. 137 [Wited Sates |147.237.77.216|dover.idf.il v i i 1/ 894- en/ i dff gdover . asp Bl ock 1
185. 106. 92. 33 147.237.76.30 |hi nush.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 30/ B ock 1
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