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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3487
115. 239. 228. 10 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |JLM Under Attack _Con Htp dr op 2
207. 46. 13. 75 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

62.210. 97. 48 France 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61.240.144. 65 [147.237.77. 235|Chi na sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 65.201. 196 [147.237.8.27 |SSIn e.madimatal .idf.il  [ET SCAN NVAP -f -sS 1
Feder at i on
58.101.85.198 [147.237.76.30 |thina hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
173.199. 74. 136 |147.237. 77. 216 |Uni ted Ki ngdom |dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
31.184. 195, 114 |147.237.77.234 gjjst”im hal ag.i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237. 76. 176 |Uni ted Ki ngdom |test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.184. 195, 114 |147.237.77.176 gjzg'im nat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.72. 166 |Uni ted Ki ngdom |aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.8.27 |United Ki ngdom |e. nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
168. 62.238. 153 [147.237.8.46 |lhited Sates e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237.76. 30 |Lhited Sates hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
. ) o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
106. 75. 199. 201 |147.237.76.30 |Chi na hi nush. i df i | ) . 1
deni al of service attenpt
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 112. 118. 65 |147.237.0.35 |Col onbi a akaws. i df il ) 1
Potential Scan or Brute Force
65. 60. 36. 203 147.237.76.38 |lLnited Sates e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 65. 201. 196 |147.237.8. 27 gjj:tnim e.madimatal.idf.il  [ET SCAN NMAP -sS wi ndow 1024 1
61.240.144.65 |[147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
173.199. 74. 136 |147.237. 77. 233 |Uni ted Ki ngdom |atal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46. 165. 222. 227 [147.237.77.61 [Ger nany e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.199. 74. 136 |147.237.77.74 |United Ki ngdom|lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.184.195. 114 |147.237.77. 233 23::;'}0'1 atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.76.34 |United Ki ngdom |ychal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147. 237. 72. 156 [Uni ted Ki ngdom |anan. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.0.35 [United Ki ngdom |akaws.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151. 80. 121. 200 |147.237.8.28 [italy e nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 114 |147.237.77. 176 |krai ne nat pash. i df il ET SCAN NVAP -sS wi ndow 1024 1
185. 65. 201. 196 |147.237.8.27 |RSSian e.madimatal .idf.il  [ET SCAN NMVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
209.190.20.61 |Uhited Sates |147. 237. 72. 166 [aka. i df.il B ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor |17
46. 19. 85. 243 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 11
46. 19. 85. 243 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |11
185. 120. 126. 73 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |9
37.26.149.129 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 233 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
46. 19. 85. 130 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |6
46. 19. 85. 167 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 145 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6
80.178.28.162 |l srael 147.237.77. 216 |dover. i of .i Bad TCP sequence mdg?vrsir;”;t Wth different alert 6
46. 19. 85. 167 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
186. 118. 22. 187 |Col onbi a 147. 237. 77. 216 |dover. i df .i | dr op First packet isn't SWN drop
46. 19. 85. 145 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
80.178.28.162 | srael 147. 237. 77. 216 |dover i df .| Bad TCP sequence Vﬂdﬁr:éz"y with different monitor |6
213. 8. 204. 50 I srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert
74.134.17.20  |Wited Sates |147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TGP Invalid |invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 130 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
2.54. 140. 187 | sr ael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |6
185. 120. 126. 73 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nenitor |4
46. 19. 86. 136 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
213. 8. 204. 50 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
5.102.254.169 |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 86. 136 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |4
37.26.146.194 |Israel 147. 237. 77. 243 |robi | e. i of . | Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
85.250. 119. 90  |Israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
46.19.86.152  |Israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval i d finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
65. 55. 210. 2 Wi ted Sates [147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
79.181. 109. 190 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
66.249. 78.254 |Uhited Sates |147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 88 I'srael 147.237.77. 226 "} chanatz. aka. 1df 1pad TOP sequence Inval i d ACK nurber monitor (3
46.19. 85. 88 I srael 147.237.77. 226 "‘:‘"IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 2
199.30.25.99  |nited Sates |147. 237. 76. 200 |ei tan aka i df il Streamng Engi ne: TCP Inval id |invalid segnent retramsnission. | 2
Ret r ansni ssi on Packet dr opped.
176.13.1.7 I'srael 147. 237. 77. 243 |nobi l e. i df . i1 Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
109. 65. 158. 224 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
65.55.210.2  |United Sates |147. 237. 72. 166 |aka i df .i Bad TCP sequence SINACK retransmt Wth diTferent fonitor |2
149. 78. 96. 30 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |2
54.186.248.49 |lWited Sates [147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
149. 88. 76. 75 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
109. 253. 213. 199|I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
80. 82.215.199 |Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
40.78.146.128 |wited Sates [147.237.0.34 |tikshuv.idf.il Instant Messengers g;tf:;tin:risggyze pattern found, | onitor |1
69.113.239.60 |Lhited States [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber aert 1
185. 120. 126. 73 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1
2.54.145. 141 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122. 171 |thited Sates |147. 237. 76. 177 |ncore. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
213. 8.204.54 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 24
209.190.20.61 |[Lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed Method for Known URL from 209. 190. 20. 61 |B ock 22
213.8.204.54  |Israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 13
213.8.204.54
37.26.146.194 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
188. 143. 232. 16 RJSf;:I”i on 147.237.77. 216 |dover. i df . i | Ml tiple Unauthorized URL Access from 188. 143. 232. 16 B ock 3
209.190.20.61 |Liited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 78. 159 B ock
] . . D stributed Uhauthori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 2
186. 118. 22. 187 |col onbi a 147.237.77. 216 |dover. i df . i | Parafret er Type M ol ation ctl 00$CGont ent Pl acetbl der 1$t xt Last Nang i n B ock 2
wa i df . i | /1038- en/ dover . aspx
] . . D stributed Uhauthori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 2
" ; ; Unaut hori zed URL Access to
77.127.226.218 |Israel 147.237.0.19 |[madi matal .idf.il neci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 2
79.177.32. 47 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
185. 32.179. 252 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock
115. 230. 126. 48 |Chi na 147.237.77.233|atal .idf .il Lhaut hori zed URL Access to wawn atal .idf.il/ckfinder Bl ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
79.182.70.173 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
217. 132 107. 1761 srael 147.237. 72. 166 |aka. i df . i | Unknown 'Para.met er ctIOO$ctIOO$9phh/a| n$cphSachar $ct 109 in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
54.186.248.49 |[Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ v i df . il B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216 [dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1
213. 8. 204. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock
195. 154. 226. 90 |France 147.237.77.216|dover. i df . i | I11egal HITP \ersion HITH B ock 1
159. 203. 67. 223 |Uited Sates |147.237.77. 216 |dover . i df .i | Whauthori zed LRL Access to B B ock 1
waw i df . i |/ consol e/ core/ doc_ngr/ nte_src=
. . Mil tiple Fullw dth/Hal fw dth Uhi code Encodi ng on
80.178.28.162 |Israel 147.237.77. 216 |dover . i df . i | URL/ Par amet er (+)  from 80. 178. 28. 162 B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
188. 120. 148. 150|I srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
] . . D stributed Uhauthori zed URL Access on
107.178.194. 87 |Uited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
40.77.167. 17 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
195. 154. 226. 90 |France 147.237.77.216|dover. i df .i | Mitiple Illegal HITP Version from 195. 154. 226. 90 B ock 1
] . . Unaut hori zed Met hod CPTIONS for
162.203.2.233  |United Sates 147.237.72.166 [aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
87.69.105. 237 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.78.104 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on 147. 237. 72. 166/ Bl ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216 [dover. i df.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
213. 8. 204. 54 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
46.19. 86. 129 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Wnited Sates [147.237.77.216|dover.idf .i | Wi df i1/ p storagel i1 es/ 2/ si ze220x0/ 14532 | pg B ock 1
183.79.223.33 |Japan 147.237.72. 166 |aka. i df . i | Unknown Paraneter bc in www aka.idf.il/main/giyus/captcha. ashx |None 1
. . . . Untraceabl e S3. Sessions: Protocol violation
106. 75. 199. 201 [Chi na 147.237.76.30 |hinush.idf.il (SSL_OONN CLI ENT HELLO) None 1
209. 190. 20. 61 Lhited Sates 147.237.72.166 |aka. i df . i | Unaut hori zed Method HEAD for wwu aka. i df.il/sachar B ock 1
. . Unaut hori zed URL Access to
66.249.78.111 [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai i gi yus/ gi yus/ gener al . aspx Bl ock 1
Russi an Uhaut hori zed URL Access to
188. 143. 232. 16 eration 147.237.77. 216 |dover . i df . i | wwv i df il /tenpl ates/ article/article.in. aspx/ tenpl at es/ sendt of ri end/ §Bl ock 1
endt of ri end. aspx
109. 253. 130. 177|I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
79.179.109. 222 [Israel 147.237.72. 166 |aka. i df . i | v aka, i of i 1/ i 1V gi yus/ cont rol s/ at udal A Bl ock 1
46.117.120.36 |[lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
i www. chanat z. aka. i d
203.133.171. 7 OK?rea, Republ i c 147.237.77. 226 il Uhaut hori zed URL Access to waw chamat z. aka. i df . i | /404. aspx B ock 1
’ . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216 dover. i df.il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
194. 72.238. 241 z‘;;gom 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 194. 72, 238. 241 B ock 1
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