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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3294
66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 1546
159. 203. 67. 223 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
37.26.148. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
89.248.174. 4 Net her | ands 147. 237. 76. 197 e. hinush.idf.il B ock Np Al Net drop 1

45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

66. 249. 93. 182 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

46. 166. 188. 68 Net her | ands 147.237.76. 39 nobi l e.neitav.idf.il|Bock Np Al Net drop 1
89.248.174. 4 Net her | ands 147.237.76. 34 yohal an. i df .| Block Np All Net dr op 1
207. 46. 13. 157 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
66.102. 9. 21 Lhited Sates 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

83.149. 126. 98 Net her | ands 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 254 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
151. 80. 121. 200 147. 237.77. 233 Italy atal.idf.il ET SCAN Potential SSH Scan 1
151. 80. 121. 200 147.237.77. 179 Italy e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151. 80. 121. 200 147. 237. 76. 201 Italy eatal.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 31 Chi na nakchal . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
151. 80. 121. 200 147.237.0.35 Italy akavs. i df il ET SCAN Potential SSH Scan 1
173.199. 74. 136 147. 237.77. 205 Lnited Ki ngdom prishaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
131. 109. 15. 15 147. 237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
173. 199. 74. 136 147. 237.76. 176 Uhi ted Ki ngdom test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
173.199. 74. 136 147.237.76. 34 Lnited Ki ngdom yohal an. i df .| ET SCAN Potential VNC Scan 5900- 5920 1
65. 60. 36. 203 147. 237.76. 30 Lhited Sates hi nush. i df . i | ET SCAN NMVAP -sS wi ndow 1024 1
173.199. 74. 136 147.237.8.50 Uhi ted Ki ngdom e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58. 101. 85. 198 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151. 80. 121. 200 147. 237.77. 234 Italy hal ag.idf.il ET SCAN Potential SSH Scan 1
50. 23. 96. 210 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
151. 80. 121. 200 147.237.77. 216 Italy dover.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.0.16 Lhited Sates ny-kosher-kravi .idf . il ET SCAN NVAP -sS wi ndow 1024 1
151. 80. 121. 200 147.237.77. 74 Italy lawidf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 201 Chi na eatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151. 80. 121. 200 147.237.8. 27 Italy e madimatal .idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 147. 237. 77. 226 Uni ted Ki ngdom ww chamat z. aka. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
151. 80. 121. 200 147.237.0.15 Italy kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 147. 237.77. 179 Uhi ted Ki ngdom e.mazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
131. 109. 15. 15 147. 237.77. 176 Lhited Sates nmat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
173.199. 74. 136 147.237.76. 44 United Ki ngdom e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
65. 60. 36. 203 147.237.76. 34 Lhited Sates yohal an. i df . il ET SCAN NVAP -sS wi ndow 1024 1
173.199. 74. 136 147.237.72. 14 Uhi ted Ki ngdom dover.idf.il(old) ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 66 147.237.77. 176 Chi na nat pash. i df i | ET SCAN NVAP -sS wi ndow 1024 1
173. 199. 74. 136 147.237.0.34 Uhi ted Ki ngdom tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
50. 23. 96. 210 147.237.0. 17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
185. 120. 126. 73 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 58
o SN retransnmit wth different .
23.248.4.124 Canada 147.237.77. 234 |hal ag.i df il Bad TCP sequence i ndow scal e noni t or 37
reamng BEngi ne: TCP Invali i i ssi
85.130. 248.28  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransnission drop 36
Ret ransmi ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 120. 126. 73 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber alert 28
reamn ine: TCP Invali i i ssi
79.183.99. 169 |Israel 147.237.0.34 |tikshwv.ior. i1 | €AMNg Engine: TQP Invalid invalid segnent retransnission drop 24
Ret r ansm ssi on Packet dropped.
87.178.22.101 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
79.183.99.169 | srael 147.237.77. 233 |atal i cf i Bad TCP sequence StNretransmt wth different monitor |17
w ndow scal e
81. 109. 59. 88 z‘;;gom 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
185.3.147.112 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaning Engine: TGP Invalid i i ssi
2.52.33. 249 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 9
Ret ransmi ssi on Packet dropped.
37.26.148.238 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
2.54.10.55 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 66 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
70.122.148.135 |lLhited Sates |[147.237.72.166 |aka idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 111 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 241 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 66 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
2.52.61. 80 I srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 100 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
46.210. 193. 159 i srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
194. 90. 89. 5 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.118.58 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 100 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
70.122.148.135 |Lhited Sates |[147.237.72.166 |aka idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 111 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi
212.199. 57. 204 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
46.19. 85. 241 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
65.55.210. 155 |Lhited Sates [147.237.72. 156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
65.55.210. 155 [Lhited Sates [147.237.72. 156 |anan.idf. il Bad TCP sequence SINAK retransmt with different Jopniior s
w ndow scal e
37.26.148.238 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
37.26.148.238 | srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SIHAK retransmt with different | oo g
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.215.192. 130 |Lhited Sates |147.237.77. 216 |dover i df il 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.
37.26.148.238 |[lIsrael 147. 237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 180 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi
79.179. 197. 126 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
149.78. 242,138 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.179.207.11 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.171  |israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.180. 116. 198 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
87.69.234.243 |Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.176.1.123  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
79.177.114. 109 i srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
37.142.64.109 |[lIsrael 147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
109. 253. 137. 120! srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber aert 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
37.26.148.201 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.151. 75 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 197
2.54.151. 75 I srael 147.237.0.19 |madimatal .idf . [/°0 MY of the Sane Response Code (404) in Session from Bl ock 60
2.54.151. 75
2.54.151.75 I srael 147.237.0.19 |madimatal .idf . [°0 MY of the Sane Response Cbde (403) in Session from B ock 42
2.54.151. 75
85. 64. 33. 194 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 12
109. 253. 197. 164]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 253. 210. 58 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock
109. 253. 219. 153|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
79. 180. 1. 166 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SIS Sessi ons: Unknown SSL Sessi on None 2
148. 251. 21. 227 |Ger nany 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 148. 251. 21. 227 B ock 2
176.13.0. 61 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
109. 253. 146. 124|I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
176.13.19. 94 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 2
212.150.214.90 |[Israel 147.237.72. 156 [aman. i df . i | Untraceabl e S Sessi ons: Protocol violation (SSL_GONN QLIENT_HALLQ  |None 2
; . . Unhaut hori zed URL Access to
157.85.39. 11 United Sates 147.237.76.86 [navy.idf.il v navy. i df . i |/ shared/ user cont r ol s/ header upper/ B ock !
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.i|/navy/htm/profs. asp B ock
109. 253. 131. 90 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock
NULL Character in URL _hAvag?xAvs
5.28. 168. 188 I srael 147.237.77.216|dover.idf . il +AZS A >A3. x x?x3A-[ [ #4] ] nwe[ [ #16] ] A-~mxfsx“i qoa€ce Bl ock 1
[[#2A] ] [[#3 ] [[#3]1[[#O]] [[#26]] o[ [#26]] C e
2.54.151. 75 I srael 147.237.0.19 |[madimatal .idf.i|Too Many 404: Response Code per Session B ock 1
’ . . Unaut hori zed URL Access to
207.46.13.133 |lhited Sates |147.237.77.216|dover.idf.il v i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
87. 69. 190. 81 I srael 147. 237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to waw anan.idf.il/https:/ww anan.idf.il/  |B ock 1
180. 76. 15. 19 Chi na 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw i df.il/newsitel english/ nain. asp B ock
70.122.148.135 |Wited Sates |[147.237.72.166|aka. i df.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
. . DO stributed Whaut horized URL Access on
46.166. 137. 214 [Netherl ands 147.237.77.216|dover . i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216|dover. i df.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
5. 28. 168. 188 I srael 147.237.77. 216 |dover.idf . il Dstributed |l1egal Byte Gode Character in URL B ock 1
212.199.57.207 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
83.130. 101. 230 |[Israel 147.237.77.216|dover. i df . il Dstributed Uhauthorized URL Access on ww idf.il/https:/wwidf.il/ Bl ock 1
175. 44.8.123 Chi na 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df . il/1497-en/ dover B ock 1
66.249.78.173 [Israel 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock 1
109. 253. 141. 207l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
23.248. 4. 124 Canada 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
] . . O stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
Anonynous . . O stributed Whaut horized URL Access on
93.115.95.204 |5 o 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
185. 106. 92. 36 147.237.77. 216 |dover.idf .l Admin Bl ocki ng B ock 1
. . . Unaut hori zed URL Access to
66. 249. 69. 38 I srael 147.237.77. 243 |nobi l e.i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1748 Bl ock 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
5. 28. 168. 188 | srael 147.237.77.216|dover. i df . il Dstributed Mal formed URL Bl ock 1
] . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249. 79. 6 I srael 147.287.76.31 |nakchal .idf.il |/ o0 oo 111 7791- he/ nakhal aspx Bl ock 1
37.142.64.109 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
. . O stributed Whaut hori zed URL Access on
212.47.227.72  |France 147.237.77. 216 [dover. i df .i| v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
95. 86. 68. 86 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
79.183.99.169 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
185. 106. 92. 36 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to waw idf.il/adnmin B ock 1
. . Unaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 20140- he/ i df gdover . aspx Bl ock 1
. - . Unaut hori zed URL Access to
148.251. 21. 227 |Ger many 147.237.76.30 fhi nush. i df . i wan chi nush. atal .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper/ Bt ock !
109. 66. 27. 163 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
5. 28. 168. 188 I srael 147.237.77.216|dover.idf .l Dstributed NALL Character in Mt hod B ock
2.52.61.80 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Gode B ock
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