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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3245
79.179. 100. 30 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 6

115. 239. 228. 10 Chi na 147.237.76. 39 nobile.neitav.idf.il |JLM Under Attack Con Htp drop 2

80. 82. 64. 177 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ock Udp Al Nets drop 1

46. 166. 188. 68 Net her | ands 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1

46. 166. 188. 68 Net her | ands 147.237. 76. 148 gocenter. aka.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

91.121.221.15 France 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 93. 99 147.237.77.216|Wited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 56
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64,181 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
168. 62. 238. 153 |147.237.0.15 [lhited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 2
66.249.73.206 [147.237.77.170|Wited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
61.216.2.13 147. 237. 77. 234 |Tai wan hal ag.i df il SE:NER‘APAO_E Apac.he mod_ssl non- S8 connection to SS. 1
port denial of service attenpt
167. 88. 9. 227 147.237.8.14 |United Sates |e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.216.2.13 147. 237. 76. 200 |Tai wan eitan. aka.idf.il SERVER APAO_E Apac.he mod_ssl - non- S connection to SS. 1
port denial of service attenpt
104. 128. 144. 131|147.237.0. 15 [Canada kosher -kravi .idf.il ET SCAN NMAP -sS w ndow 4096 1
61.216. 2. 13 147.237.76.38 |Tai ven e.e.meitav.idf.il SERVER APACHE Apache nod_ssl non-SSL connection to SS. 1
port denial of service attenpt
219.138. 49. 165 |[147.237.0.35 [China akaws. i df .i | ET SCAN Potential SSH Scan 1
91.201. 236. 114 |[147.237.72.14 |kraine dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
40.115.58.160 |147.237.8.27 |Wited Sates |e nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
219.138. 49. 165 |[147.237.0.19 |[China nadi matal .idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 |147.237.77.179 e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219.138.49.165 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76.31 |Lhited Sates |nakchal .idf.il ET DROP DBshield B ock Listed Source 1
193. 105. 134. 220|147. 237. 77. 170 |Sweden naar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
65. 60. 36. 203 147.237.77.233|Wited Sates |atal.idf.il ET SCAN NMAP -sS w ndow 1024 1
173.199. 74. 136 |147.237.76. 86 E?ir:;gom navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
65. 60. 36. 203 147.237.77.179|lhited Sates |e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.216.2.13 147. 237. 77. 233 |Tai wan atal.idf.il SE:NER‘APAO_E Apac.he mod_sslnon- S8 connection to SS. 1
port denial of service attenpt
114102 38,177 |147. 237 8. 28 |chi na o robi | e ke.i df | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.216. 2. 13 147.237. 76. 176 |Tai wan test.ncore.idf.il SE:NER-APAO_E Apac.he mod_ss| non-SSL connection to SSL 1
port denial of service attenpt
219.138. 49. 165 |[147.237.0.200 [China . i df il ET SCAN Potential SSH Scan 1
94.231.38.145 [147.237.8.24 |Wraine elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 165. 222. 227 |147.237. 77. 235 |Ger many sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219.138.49. 165 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 |147.237.72.14 |kraine dover.idf.il (ol d) ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
219.138.49.165 [147.237.0.17 |thina mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
28,83, 25. 0 147.237.8.28 |migaria o robi | e ke.i df | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
219.138. 49. 165 |[147.237.0.15 |[China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
65. 60. 36. 203 147.237.77. 243 |Whited Sates |[nobile.idf.il ET SCAN NVAP -sS wi ndow 1024 1
182. 254. 149. 138(147. 237. 77. 227 |Chi na e. hanaz.idf .il ET SCAN NVAP -sS wi ndow 1024 1
65. 60. 36. 203 147.237.77.226 |Whited Sates |wwuchamatz.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 [147.237.0.33 [Wnited Sates |idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry ‘Target Address [Ste Signature Acti on ‘Count
46.19. 86.227 |l srael 147.237.72.167 |ishurimaka.idf .il|Bad TCP sequence Invalid ACK nunber noni tor  |113
Pal esti ni an s -

46.18.21.99 | %o " o ed |47 237 77 176 |t pash. i of i drop First packet isn't SN drop 60

185. 120. 126. 73 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |56
Streaming Engi ne: TCP i iissi

80. 246. 133. 203 |I srael 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine: ! Invalid segnent retransmssion. dr op 36
Invalid Retransnission Packet dropped.

85.250. 90. 113 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence i;;e”ansmt with different wndow) v |32

41.33.231.90  |Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 30

185. 120. 126. 73 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 28

195. 239. 16. 53 [Russian Federation |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |26

195. 239. 16. 40 |Russian Federation [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data nonitor |26

85. 65. 205. 228 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence fzg;e”ansm with different wndow) oivor |20

37.46.39.198 |l srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber nonitor |19

46. 19. 85. 88 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence I'nval i d ACK nunber monitor |15

37.46.39.198 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 13

80. 246. 130. 246 | srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence ig;e”ansm't with different wndow) privor |12

46.19.85.138 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |12
S reaning Engi ne: TCP i i Ssi

109. 253. 193. 44 || srael 147.237.77. 243 |robi | e. i of .| mng Engine. nvalid segnent retransmssion. drop 12
Inval i d Retransnission Packet dropped.

80. 246. 130. 246 || srael 147.237.77. 233 |atal i of .i Bad TCP sequence S retransmt with different wndow) ooivor |12

46. 19. 85. 10 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber aert 11

46.19. 85. 10 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
Streamng Engi ne: TCP i i ssi

79.180.184.91 |Israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion drop 9
Invalid Retransnission Packet dropped.

109. 64. 171. 229 i srael 147.237.72. 166 |aka. i df .| Bad TCP sequence ig;e”ansm't with different wndow), privor o

46.19.85.138 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9

94. 230. 86. 239 |Israel 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |8

66.249.81.206 |lhited Sates 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8

46.19.85.138 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 7

46.19.85.254  |lsrael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber aert 7

46.19.85.254 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |7

87.69.231.28 |Israel 147.237. 72. 166 |aka. i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

94. 139. 130. 121 O'\':" dova, Republic 11,7 537 77216 |dover. i of .i | drop First packet isn't SWN drop 6

46. 19. 85. 45 I 'srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert

46.19.85.125 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert
Streamng Engi ne: TCP [

61.216.2.13  |Taiwan 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =9 TCP segment out of maxi muim dr op 6
Segnent Lint Enforcenent al | oned sequence. Packet dropped.

46. 19. 85. 45 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6

46.19.85.160 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 6

46.19.85.125 |[lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber nonitor |6

46.19.85.203 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6

46. 19. 85. 60 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 6

46.19.85.231 |[lsrael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber alert 6

46.19.85.160 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6

46.19.85.126 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
Streaming Engi ne: TCP i iissi

77.125.146.55 |Israel 147. 237.77. 243 |nubi l e.i df .i mng gl e Invalid segnent retransmssion drop 6
Invalid Retransnission Packet dropped.
Sreaming Engi ne: TCP i i ssi

31.210. 187. 199 | sr ael 147. 237.72. 167 |i shuri maka. i f . i mng tngine. Invalid segnent retransmssion. dr op 6
Invalid Retransnission Packet dropped.

46. 19. 85. 60 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvali d ACK nunber noni t or

46.19.85.231  |[Israel 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or

46.19.85.126  |[Israel 147.237.77. 216 |dover.idf . i Bad TCP sequence Invalid ACK nunber noni t or
Streaming Engi ne: TCP i iissi

194.90.89.5  |israel 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. dr op 6
Invalid Retransnission Packet dropped.
Sreaming Engi ne: TCP i i ssi

37.26.148.166 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. drop 6
Invalid Retransnission Packet dropped.

46.19.86.122 |l srael 147.237.72.167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or

46.19. 85. 78 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or

31.168.14.74 |Israel 147.237.77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
213.8.222.7 | srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL Bl ock 18
37.26.147.192 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
109. 253. 193. 44 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 4
159. 203. 67. 223 |Uited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df .il/894-ar Bl ock 4
46.121.211. 203 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54.151.75 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
195. 154. 146. 225|France 147.237.77.216|dover. i df .i | DOstributed I11egal HITP \ersion Bl ock 2
185.32.179.41 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
148. 251. 21. 227 |Ger many 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
79.177.222.75 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
207.46.13.157 |lLnited Sates [147.237.77.216|dover.idf.i | Lhaut hori zed URL Access to wanidf.il/error.htm Bl ock 2
61.216.2.13 Tai wan 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 8.8.8.8/404 B ock 1
85. 64. 14. 177 | srael 147.237.77.216|dover. i df .i | Illegal Byte Gode Character in LRL Bl ock 1
46.19. 85. 172 I srael 147.237.77. 216 |dover.i df . i | Mal formed URL B ock 1
157. 55. 39. 2 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
79.181.18.165 |lsrael 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed UR. Access on v idf.il/https: /v idf.il/ Bl ock 1
77.125.129. 184 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
109. 253. 129. 229]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
61.216. 2. 13 Tai van 147.237.77.234|hal ag. i df .i | %ﬁﬁﬂfﬁfﬁ:f& Protocol violation None 1
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df . i D stri buted ff;;_t;gzgfﬂe%f;c_ispﬁ” Bock |1
87. 68. 153. 42 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Unknown Par anet er
84.111.39.239 [Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
40.77.167. 16 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka.idf.il/tenpl ates/inner.asp Bl ock 1
148. 251. 21. 227 |Ger many 147.237.72. 166 |aka. i df . i | VEB M SC Uhaut hori zed Fil e Access None 1
79.178. 143. 107 |l srael 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed UR. Access on v idf.il/https: /v idf.il/ Bl ock 1
5. 29. 35. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
109. 64. 171. 229 |Israel 147.237.72. 166 |aka. i df . i | i‘c‘)';.igl.elsul'. '2";;" el fwidth Lhi code Encoding on LR Paraneter (+) from)g 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ general . aspx  |Bl ock
61.216.2.13 Tai wan 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 8.8. 8. 8/404 B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover. i df . il Dstributed PHP At tenpt Bl ock
85.64.14.177  |Israel 147.237.77. 216 |dover . i df . i | LN#[ #?;gr]a}CtTeAr Ai/{'i A'\'gtggg: E&[;szﬂ %}gﬂ}gﬁgm} 1 (Aecl ABAS Bl ock 1
46.19. 85. 172 I srael 147.237.77.216|dover.idf .i | Unknown HTTP Request Met hod HE/ Dover. aspx in URL B ock 1
157.55. 39. 75 Lhited Sates |147.237.72.166[aka.idf .il Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
80. 246. 130. 246 [lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
77.125.146.55 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 1
37.26.149.234 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
109. 253. 192. 155|I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
2.52.22.229 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
87.69.217.121 [Israel 147.237.77.233[atal i of .il e et hor zed W .Aacg:is on Bock |1
66.249.64. 177 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 1
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df . i | D stri bt oc 1?;;}:%;;?&%&?22;” Hock |1
85. 64. 14. 177 I srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request net hod Bl ock 1
46.121. 211. 203 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
185. 35. 62. 11 Sntzerland [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ Bl ock 1
40.77.167. 42 Uhited Sates [147.237.77.216|dover.idf.il Distributed PHP Attenpt Bl ock 1
149. 78.20. 153 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
79.179.49.229 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/main/snal i Bl ock 1
5.20.179.106  |Israel 147.237.77. 216 |dover . i df . i | ggfﬂ%ﬁpﬁyﬁ@i &fﬂ_&gﬁﬂ) None 1
Unknown Par anet er
109. 66. 10. 6 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249.93.184 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qude Character in LR Bl ock 1
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