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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3204

41. 67.119. 233 Egypt 147.237.77. 170 naar achot . i df . i | Frk_Under At tack_Con_Tcp drop 2

85. 64. 69. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
37.187.97. 137 France 147.237.76. 176 test.ncore.idf.il |Bock Wp All Nets drop 1

95. 86. 124. 108 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

141. 212. 122. 205 Lhited Sates 147. 237. 76. 201 e atal.idf.il ock_Wp Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 176 test.ncore.idf.il |B ock Np Al_Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

66.249.81.175 |147.237.77.233|Wiited Sates  |atal.idf.il ET SCAN NVAP -sA (2) 1529
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
79.182.70.173 |147.237.72. 166 || srael aka.idf.il SER\/ER APAO—E.Apache mod_ssl non-SSL. connection to S8 port 3

deni al of service attenpt

66.249.73.198 |147.237.77.170|lhited Sates naarachot.idf.il [ET SCAN NVAP -sA (2) 2
88.204.187.90 [147.237.77.19 [Kazakstan lawforumidf.il |ET SCAN NVAP -sS w ndow 3072 1
88.204.187.90 |147.237.77.19 |Kazakstan lavforumidf.il [ET SCAN NVAP -f -sS 1
85. 64.200. 146  [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
66. 249. 93. 32 147.237.72. 166 |Wnited Sates aka.idf.il portscan: TCP D stributed Portscan 1
167. 88. 9. 227 147.237.76.42 |wnited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 76. 199 [Tur key e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 4096 1
46.117.130. 44  (147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 229. 229. 112|147. 237. 77. 61 gjj:tnim ecogat.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
5.230.134.108 |147.237. 77. 205 |Ger many prisha.idf.il ET SCAN NVAP -sS wi ndow 4096 1
107. 178. 122. 225|147. 237. 8. 27 |lhited Sates e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.203 [147.237.77.19 [Netherlands lavforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
88.204.187.90 |147.237.77.19 |Kazakstan lawforumidf.il [ET SCAN NVAP -sS w ndow 2048 1
87. 69. 37. 254 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220|147. 237. 76. 201 |Sweden e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
167. 88. 9. 227 147.237.76.31 |Lhited Sates nakchal . i df. il ET SCAN NVAP -sS wi ndow 1024 1
62.90.122. 228  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
109. 229. 229. 112|147. 237. 77. 74 gj::;”ion lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184. 195, 114 |147. 237. 76. 201 ?éj:i;’}m eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
107. 178. 122. 225|147. 237.8.45 |Lhited Sates eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
5.230.134.108 |147.237. 77. 205 |Ger many prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.76.38 |[Netherlands eenitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Count ry Target Address |Ste Signature

46. 19. 85. 57 I srael 147.237.72. 166 |aka. i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 65

185. 120. 126. 73 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id AGK nunber noni t or 56
Sreamng Engine: TGP Invalid i i Ssi

62. 219. 110. 135 [ srael 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segent retransmssion. drop 54
Ret r ansni ssi on Packet dropped.

195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 38

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32

66.249.81.175 |Wnited Sates [147.237.77.233|atal .idf.il drop First packet isn't SWN drop 32

185. 120. 126. 73 147.237.77. 216 |dover.idi.il  |Bad TCP sequence I'nval i d ACK nunber alert 28

79. 180. 183. 189 |l sr ael 147.237.76.42 |refuah.idf.il [Bad TCP sequence ig;e“ansm't wth different wndowl ooivor |20

109. 67. 141. 216 |Israel 147.237.72.166 |aka. i df . Bad TCP sequence ?Z;;e“ansm't with different wndowl oivor |14

85. 64. 207. 163 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 12

reamng Engi ne: TCP Invali i i Ssi

194.90.89.5  |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet  dropped.

109. 64. 218. 231 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval id AGK nunber noni t or 10

37.46. 39. 47 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8

109. 64. 218. 231 || srael 147.237.72. 166 |aka. i df .i 1 SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8

195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8

66.249.81.179 |Wited Sates |147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 7

84.108.8.184 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 7

192.115.83.5 |[lIsrael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber noni t or 7
Sreamng Engine: TGP Invalid i i Ssi

109. 65. 108. 207 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Streaming Engine: TCP Invalid i i ssi

79.178.36. 221 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

46.19.85.135 [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 6

70.39.186. 114 |llite 147. 237.77. 216 |dover. i df il [drop First packet isn't SN drop 6

Pr ovi der

46. 19. 85. 33 I srael 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i Ssi

46.19.85.14  [Israel 147.237.77. 243 |nobi l e i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

62. 219. 110. 135 || srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

62.0.104.114 |[Israel 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6

5.29.113. 93 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvalid ACK nunber aert 6

109. 64. 218. 231 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 6

192.115.83.5 |[Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6

109. 64. 218. 231 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINHAK retransmt with different  \oonicor |6

w ndow scal e

5.29.113.93 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i Ssi

37.26.146.158 |l srael 147. 237.77. 243 |nobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

46.19.85.135 |Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber aert

2.52.0. 169 | srael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect

213.8.204.77 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINHAK retransmt with different  \ooniior s

w ndow scal e

37.162. 139. 196 |France 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 5

64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

46.19. 85. 33 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber aert 5

213.8.204.77 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5

46. 19. 85. 33 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

109. 64. 218. 231 || srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nvalid ACK nunber aert 5

46. 19. 85. 33 I srael 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 4

81.218.190. 37 |Israel 147. 237.77. 170 |mmarachot . i f .11|Bad TCP sequence ?:Z;e”ansn“ with different wndowl oivor |4

132.76.36. 154 |Israel 147.237.72. 156 [anan.if il  [Bad TCP sequence S retransmt wth different wndowl oivor s

5.102.254.45 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Feil ed to handl e connection data moni t or 4

46.19.85.103  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4

94.230. 86.198 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Streaming Engine: TCP Invalid i i ssi

157.55.39. 106 |Wited Sates |147.237.72.166 |aka idf.il 9 =g Inval i d segnent retransmssi on. dr op 4
Ret r ansm ssi on Packet dropped.

94. 230. 86. 235 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.17.216 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 42
192.114.5. 10 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 41
176.13.23.73 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 8
2.54.5.66 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
37.26.148.164 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
148. 251. 21. 227 |Ger many 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on v i df .il/894-he B ock 5
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 5
212.179.21.194 [Israel 147. 237.77. 216 |dover . i df . i | Ferane ef Eyggﬁ\;_?:gégce%aarsge"t n Bock |4
213. 8. 204. 54 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
66.249.78.254 |lIsrael 147.237.72.166|aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 66.249. 78. 254 B ock 3
176. 13. 3. 170 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 193 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.26.33 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.117. 154. 2421 srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df . il/main/ B ock 3
80.246.136.11 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 66. 214.95  |Israel 147.237.72.166|aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 109. 66. 214. 95 B ock 2
72.9.148.10  [United Sates|147.237.76.86 |navy.idf.il m“tnzs;' izz?. e 10 navy. aspx. asp Bock |2
149.88.77.234 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 65. 71. 145 |l srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to vww i df . il/894-en/ i df gdover. aspx B ock
217.132.3.13 | srael 147.237.0. 17 (Tf niyl- kosher - kravi . i Mitiple |Illegal Parameter Encoding from217.132.3.13 None 2
46.19. 85. 119 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.182.70.173 [israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
148. 251. 21. 227 |Ger many 147.237.77. 216 |dover.i df.il Mil ti pl e Unaut hori zed LRL Access from 148. 251. 21. 227 B ock 2
2.54.34.142 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 193. 203]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
Unknown Par anet er
79.176.20.171 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMii n$TochenPl acetbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
157.55.39. 106 |Uhited Sates|147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to wwy aka.idf.il/enpty. aspx B ock 1
40.77.167. 16 Lhited States [147. 237. 72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/main/haredi nigeneral . aspx None
85.25.103.119 |[Germany  |147.237.77.216|dover. i df .i | D stri buted 1?:;};;25?&%&?212” Bock |1
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/atal 1/i zkor/ mai n. asp B ock 1
2.54.39. 80 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
80.246.136.18 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
79.182.70.173 |Israel 147.237.72.166|aka. i df . i | Mil tiple Ml formed HTTP Header Line from 79.182. 70. 173 B ock 1
198. 20. 69. 74 Uhited Sates|147.237. 72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ nodi i n/ defaul t.aspx  |B ock 1
66.249. 66,131 I srael 147.237.76.42 |refuah.idf.il ;2;"”;3“7026222/;1‘[ eﬁi‘ffzmt;’cri s/ i ot epi cker. | S Bl ock 1
46.19. 86. 114 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
87.69. 215. 29 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
79.180. 183. 189 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
176.13.22.19 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
24.87.153.204 [Canada 147.237.72. 166 [aka. i df . i | Unknown Paraneter catld in ww aka.idf.il/nain/giyus/general.aspx |None 1
84.108. 86. 67 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.95  [Israel 147. 237.77. 216 |dover . i df . i | D e e el i odover . aspx Bock |1
109. 253. 215. 228! srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
79.182.217.75 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
212.76.104.104 |israel 147.237.72. 166 |aka. i df . i | i;?%f"‘“l Isa;a?”r:;;h aﬁ&ﬁiﬁfwm in None 1
62.219.110. 135 I srael 147.237.77.233|at al . i df . | el Tt o zed W Agscs)s(s on HBock |1
107.178.194. 83 |Wiited Sates [147. 237. 7. 216 |dover . i df . i | m:idkf"_’tﬁ‘j 1?;;};%;;?&%&?‘21;” Bock |1
79.182.70.173  |israel 147.237.72. 166 |aka. i df . i | %.tl'glzigllf?? Byte (de Character in teader Nane from B ock 1
185.32.179. 213 [Israel 147.237.72. 166 |aka. i df . i | ?‘r"otr:]pl':;;'z' "f;g_hzlg fw dth thi code Encoding on LR Paraneter(+) g oo 1
79.176.125.37 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il./nain/sachar B ock 1
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