01-06-2016-20:04:00 to 01-06-2016-21:04:00

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

2, 000"

M dover.idf.il

M aka.idf.il

M nadi matal .idf.i

B obile.idf.il

W atal .idf.il

M refuah.idf.il

I tikshuv.idf.il

M navy.idf.il
eitan.aka.idf.il

M natpash. i df i |

Nunber
(6]
At acks

Top Tar get

M 167. 114. 156. 16
80. 246. 136. 160

M 192.114.5.10
185. 120. 126. 73

Nuré,ber Il 109. 160. 146. 25
Attacks M 77.127.212. 168

[ 213.184. 119. 142

M 217.132.52. 168
41. 33. 231. 90

M 109. 67. 191. 239

Top Attackers



01-06-2016-20:04:00 to 01-06-2016-21:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3199

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 82

84. 108. 148. 96 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
84.110. 144. 5 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
89.248.174. 4 Net her | ands 147.237.76. 199 e.nakchal .idf.il |[B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
80.246. 136. 160 |147.237.0.19 |[Israel nadi matal .idf.i|ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
46. 19. 86. 95 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
176. 13. 1. 160 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
141. 135, 125. 156|147. 237. 76. 34 |Bel gi um yobal an i o i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
106. 75. 199. 201 |147.237.76.42 |China refuah.idf.il SER\/ER APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
89.248.162. 131 |[147.237.0.34 |Netherlands  |tikshuv.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
79.176.9. 129 147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
46. 19. 85. 100 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
209. 126. 116. 147|147. 237. 76. 198 |Lited Sates |e.yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
186. 112, 188. 79 |147. 237, 0.33 | ol orbi a il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
109. 67. 188. 128 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89.248. 162. 131 |147.237.8.50 |Nether|ands e.tikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |[Ste Signature
185. 120. 126. 73 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 54
Sreanming Engine: TCP Invalid i i ssi
109. 160. 146. 25 |Israel 147. 237. 77. 243 |nubi l e.i df . i 9 =g Invalid segnent retransmssion. 54
Ret ransni ssi on Packet dropped.
77.127.212.168 | srael 147.237.77. 233 |atal i df i Bad TCP sequence S retransmt wth i fferent moni tor (42
w ndow scal e
213.184. 119. 142|l srael 147.237.72. 166 |aka. i df .i drop SAMrul e drop 39
Sreaming Engine: TGP Invalid i i ssi
217.132.52.168 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 38
Ret ransmi ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.i | drop SAMrule drop 32
82.166. 148. 146 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 31
79.177.203.190 [lIsrael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 28
. . SYNretransmt wth different .
213. 8. 204. 68 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 27
185. 120. 126. 73 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 27
Sreamng Engine: TCP Invalid i i SSi
79.179.48.82  |Israel 147.237.72. 166 |aka. i f . 9 =g nval i d segnent retransmssi on. drop 24
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.172  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dropped.
66. 102. 9. 81 Lhited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SN drop 18
o SN retransmit wth different .
84.228. 94. 64 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 16
41.218. 250. 155 |Ghana 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 12
46.19. 85. 11 I srael 147.237.77. 176 |matpash.icf .il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
5.102. 254. 45 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 11
185. 120. 126. 42 147.237.76.42 |refuah.idf.il  |Bad TCP sequence Sretransmt wth i fferent moni tor |11
w ndow scal e
212.116. 169. 152|I srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 10
109. 160. 130. 181 I srael 147.237. 72. 166 |aka.i df .| Bad TCP sequence SINCACK retransmt with different |onior |10
w ndow scal e
46.19. 85. 11 I srael 147.237.77. 176 |matpash.idf .il  |Bad TCP sequence Invalid AGK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
109. 64. 203. 202 | srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
89. 138. 194. 197 |Israel 147.237.77. 243 |moti 1 e i 11 | €M NG Engi ne: TCP alid invalid segnent retransnission, drop 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.2.102  |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
37.26.147.216 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
37.46.39. 222 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46.19. 85. 17 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
79.178.144.54  |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
77.125.112.11 |lIsrael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid ' i ssi
46.116.112. 238 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
77.125.112.11 |Israel 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
188. 120. 148. 140|I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
79.180. 111. 181 |Israel 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreanming Engine: TGP Invalid i i ssi
79.176.1.103  |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
80.230.69.113 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
84.228.202.67 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
79.178.144.54 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber aert 6
Russi an s Sreamng Engine: TGP Invalid Invalid segnent retransmssion.
141.8.132. 112 e ot on 147.237. 72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 6
Sreamng Engine: TCP Invalid i i SSi
79.176. 186. 240 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
41.218. 250. 155 [Ghana 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
109. 160. 130. 181 ]I srael 147.237. 72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
. . . . SYNPAXK retransmit with different .
37.26.147.221 |lsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence wi ndow scal e noni t or 5
213.8.204.85 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert
213. 8. 204. 85 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreanming Engine: TGP Invalid i i ssi
109. 253. 141. 233|l srael 147.237.77. 243 |nobile.i df . 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
79.176.218. 222 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber aert
109. 65. 26. 153 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect
31.210.187. 247 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
80. 246. 136. 160 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 107
192.114.5. 10 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 98
80. 246. 136. 160 |[lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 85
109. 67. 191. 239 |l srael 147.237.0.34 |tikshuv.idf.il I(c))g.'\gylgi. tzgg Sane Response Code (404) in Session from Bock  [33
176.13.8.77 I srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code B ock 23
89. 138. 54. 64 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 12
80. 246. 136. 160 |1 srael 147.237.0.19 |madimatal .idf.il ;'(())c.)zl\‘gr-\yl;; tlgg Sane Response Code (403) in Session from 8 ock 11
77.125.81.139 [Israel 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code B ock 9
109. 160. 146. 25 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 9
176.13.17.54 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 4
212.76.103. 183 |Israel 147.237.77. 216 |dover.i df . i| Dstributed Waut hori zed URL Access on waw i df .il/894- he B ock 4
159. 203. 67. 223 |Uited Sates |147.237.77.216|dover.idf.il Mil tipl e Wnaut hori zed URL Access from 159. 203. 67. 223 B ock 4
46. 19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 3
2.54.128. 87 I srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code B ock 3
77.127.89.185 | srael 147. 237.77. 243 |nobi | e. i df . i | m;ult :?ro'nzf(lj ; it‘eggrcyisemgtes“ <t ohi | ddocunent </ 1152 Bock |3
46.19. 86. 38 I srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code B ock 3
79.176.20.171 [Israel 147. 237.72. 166 |aka. i df . i | mu;::.riidzfe.?lﬁmﬁlcgf;js/tsomrd o at uel A Bock |2
46.120.233.81 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
109. 64. 201. 141 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
204.13.200. 200 [Uhited Sates |147.237.77. 216 |dover. i df .i | D stri bt ec 1T§;f;§£;i?ﬁeﬁvﬁc.?sspzn Bock |2
213.57.171.84 |lIsrael 147.237.76. 147|chi nuch. aka. i df . i | |Wauthorized UR. Access to waw chi nuch. aka. i df.il/404. htm B ock 2
212.179.21.194 [israel 147.237.77. 216 |dover . i df .i | Paraneter Type Mol ation SearchText in wwidf.il/1065-he/dover.aspx |B ock 2
37.26.149.187 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qde Character in URL Bl ock 2
109. 67.127. 74 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wa aka.idf.il/sip storage/files/2/ B ock 2
85. 65. 246. 240  [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
5.102. 253. 40 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
109. 64. 186. 241 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
198. 20. 69. 74 Lhited Sates [147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin v i df.il/1153- he/ dover.aspx  |B ock 1
Unaut hori zed URL Access to
95. 86. 92. 145 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ &a=u&ved=0ahukewj 0z9j t 7j xkahwgxhgkhc |Bl ock 1
knc6gqf ggumae&usg=af qj cnhcvyyg7wlcqg- yhd5_ ammzoyodt wa
109. 253. 197. 1371 srael 147.237.77.233|atal .i df .i e Shaut horized (R peesnie Bock |1
84.111.165.15 |[lIsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/nain/gyius Bl ock 1
Unaut hori zed URL Access to
213.151.39.32 |Israel 147.237.77.216|dover. i df .i | W i df . i 1/1133-20978- he/ dover . aspx&a=u&ved=0ahukewi t wt ys6px |B ock 1
kahuf f a8khbl 3aueqf ggynac&usg=af gj cnf pecc5t shxnzef nkaohgj ychchi gq
79.180. 203. 218 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
41. 218. 250. 155 |CGhana 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
107.178.194.79 |Uited Sates |147.237.77.216|dover. i df .|| D stri utec ngggggg?ﬂeﬁﬁff:pﬁn Bock |1
77.127.57.212  |israel 147. 237. 76. 39 ImeI le.mei tav.idf.i ﬁgﬁ":trf; tszd\fﬁl ?'I ‘/"‘: ch:pr)‘l ;:;%ﬁig; acetbl der1StxtPassvord in g oy |1
2.54. 14. 236 I srael 147.237.77.243|nobi | e.i df . i | O stributed Whauthorized URL Access on nobil e.idf.il/sachar/index B ock 1
66.249.78.97  [Israel 147. 237.72. 166 |aka. i df . i | ﬂ";f‘tzg‘;r_ifze_dlggxﬁ:ffotri i asp shouf or um asp Bock |1
46. 19. 86. 93 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
109. 186.52. 23 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
213.8.204. 85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
5.149.104.121 |iraq 147.237.77.216|dover. i df . i | D stributed Whaut hori zed UR. Access on v idf.il/arr/ B ock 1
79.176.108.12 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
68.180.228.112 |nited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin vww i df . il/1381-he/ dover.aspx  |B ock 1
176.13. 19. 27 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
95.86.112.186 |[Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 95. 86. 112. 186 B ock 1
Unaut hori zed URL Access to
213.151.39.169 |[Israel 147.237.77. 216 |dover.i df .i | v, i df . i | /1787- hel dover . aspx&a=u&ed=0ahukewj - gf - r 7j xkahukvh [B ock 1
okhsbeaf eqf ggi naa&usg=af gj cnhnol b7hxnsi f zaz_gv3pr ewsrf ga
46.121.209.88 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
130.193.50. 1 g{sj:;;nl on 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/mail/kapats Bl ock 1
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