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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3216
41.108. 99. 254 Ageria 147.237.77. 216 dover.idf.il DOS- LA G- TCP- 80- cat dest - r eset 74
79.182.114. 82 | srael 147.237.0. 19 nadi matal .idf.il Bl ock Udp All Nets drop 3
141. 212. 122. 206 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Wdp All Nets drop 1

80. 82. 64. 177 Net her | ands 147.237.76. 38 eengitav.idf.il Bl ock Udp All Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237. 76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 drop 1
71.6.135.131 Lhited Sates 147.237.76. 34 yohal an.idf.il Block Np Al _Net drop 1
89.248.174. 4 Net her | ands 147.237.76. 198 e.yohal an.idf.il Block Np Al _Net dr op 1
71.6.135.131 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np All Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
49.75.129.202 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 3
49.75.129.202 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 2
49.75.129.202 |147.237.77.227|Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 2
49.75.129.202 |147.237.76.39 |China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 2
195.81.132.99 |147.237.77.216 |Uni ted Kingdom |dover.idf.il ET SCAN Potential SSH Scan 2
149. 78. 2. 228 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 2
66.249. 64. 153  |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
193. 105. 134. 220[147.237.0. 16  |Sweden ny- kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
60.217.72.16 147. 237.77. 227 |Chi na e hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115.182.17. 13 |147.237. 72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 2048 1
183. 60. 233. 53  |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.77.19 [China lawforumidf.il ET SCAN Potential SSH Scan 1
49.75.129.202 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147. 237. 76. 147 |Ukrai ne chi nuch. aka. i df . | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
183. 60.233.53  |147. 237. 76. 196 |Chi na e.sviva idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76.86 |[China navy. i df . il ET SCAN Potential SSH Scan 1
49.75.129.202 |147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
89.248.162. 131 |[147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
183. 60. 233. 53  |147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
212.25.121.18 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
49.75.129.202 |147.237.72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
85. 64. 6. 209 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.0.200 |China rdu. i df i | ET SCAN Potential SSH Scan 1
176.228.47.67  |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.108. 147.94  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
195.81.132.99 |147.237. 76. 148 |Uni ted Ki ngdom |ggcenter.aka.idf.il ET SCAN Potential SSH Scan 1
49.75.129.202 |147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
131.109. 15. 15 |147.237.8.28 [lhited Sates e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
79.177.53. 28 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
195.81.132.99 |147.237.8.27 [United Kingdom |e. nmadimatal.idf.il ET SCAN Potential SSH Scan 1
46.19.86.114  |147.237.77. 216 (I srael dover.idf.il portscan: TCP O stri buted Portscan 1
131.109. 15.15 |147.237.8.28 [lhited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
49.75.129.202 [147.237.77.178|Chi na e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
66.249.78.160 |147.237.72. 166 |Lnited Sates aka.idf.il portscan: TCP O stributed Portscan 1
195.81.132.99 [147.237.0.17 |United Kingdom |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
117. 25. 155. 164 |147.237. 77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
62. 0. 84. 239 147.237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
115.182.17.13  |147.237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS wi ndow 3072 1
49.75.129.202 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
190. 66. 217. 5 147.237.0.34 |Col onbi a tikshuv.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147.237.77. 170 |Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
49.75.129.202 |147.237.76. 148 |Chi na ggcenter. aka. i df il ET SCAN Potential SSH Scan 1
115.182.17.13  |147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -f -sS 1
183. 60. 233.53  [147. 237. 76. 197 |Chi na e himush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
91.98. 58. 69 147.237.8.46 :%;r]ai'z'zmc e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 4096 1
59. 45. 79. 117 147. 237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 4321
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 251
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 235
213.8.204.68  [Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence mdﬁrsacr;'it wWthdifferent — Jopnitor  [225
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 142
185. 120. 126. 42 147.237.76.42 |refush.idf.il  [Bad TCP sequence Vs\?':dﬁrsa:;'it wehdfferent | onitor |04
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 78
185. 120. 126. 73 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 56
41.108.99.254 (A geria 147.237.77. 216 |dover.idf .| Bad TCP sequence monitor |51
46. 244.77. 21 (F;ajcis;iigjja” Territoryy 47 237.77. 176 [nat pesh.iof i1 |dr op First packet isnt SN drop 36
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf il drop drop 33
41.108.99.254 (A geria 147.237.77. 216 |dover.idf il SYN At t ack rej ect 29
185. 120. 126. 73 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 28
213.8.204.68  |Israel 147.237.76.42 |refush.idf.il  [Bad TCP sequence Vs\?':dﬁrsa:;'it wehdfferent ) et 26
41.108.99.254 [Ageria 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |26
41.108.99.254 (A geria 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 25
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
41.108.99.254 |Ageria 147. 237. 77. 216 |dover . i of . Veb Server Enf or cenent Veb Servers Sow HITP Denial of | o 19
Mol ation Service
46. 19. 86. 8 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |19
185. 89. 217. 233 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |17
84.109.101.91 |lsrael 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 17
41.108.99.254 |Ageria 147. 237. 77. 216 |dover i df .| Bad TCP sequence ﬂﬁﬁ;gﬁ?&gm moni tor |14
46.10.85.27  |israel 147.237. 7. 243 | e i1 | SAM NG Enginer TGP Inval id |invalid segrent retransmssion. . o 12
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
79.182.114.44  |israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
185. 89. 217. 232 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |12
37.26.149.209 i srael 147.237.72. 166 |aka. i df . Bad TCP sequence weﬁmer‘trs;;;g;l;gth moni tor  [11
185. 89. 217. 226 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 11
66. 102. 9. 107 Lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 10
185. 89. 217. 224 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |10
185. 89. 217. 234 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 10
2.54.189. 36 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
185. 89. 217. 235 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |10
37.26.149.209 |Israel 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> Tineout |reject 9
185. 89. 217. 228 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |9
84.228.11.174 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |9
185. 89. 217. 225 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 9
109. 186. 164. 109! srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 9
109. 186. 164. 109! srael 147.237.0.34 [tikshw.idf.il  [SYN Attack SYN -> SYN-ACK -> Tineout |reject 9
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
185. 89. 217. 227 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |9
109. 253. 134. 1191 sr ael 147.237.77. 243 |rbi e i1 | L) €M NG Enginer TP Inval id linvalid segnent retransmssion. | o 8
Ret ransnm ssi on Packet dr opped.
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 8
109. 253. 144. 14 | srael 147.237.77. 243 |rmbit e i1 |7 €AM NG Engine: TCP Inval id finvalid segnent retransnission. drop 8
Ret ransm ssi on Packet dr opped.
109. 65. 148. 26 |l srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
2.52.172.135 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
37.26.148.161 [Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence aert 6
199. 203. 36. 189 I srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval i d finvalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
79.178.32.109 | srael 147237, 72. 167 |i shurimaka i a1 || €@ NG Engine: TCP Inval id finval id segnent retransmission. |, 6

Ret r ansni ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
41.108.99.254 |Ageria 147.237.77.216|dover. i df .i |l Mil tipl e Unknown HTTP Request Method from 41.108. 99. 254 B ock 4529
109. 253. 221. 38 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 70
109. 253. 137. 161 ]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 64
2.54.9.123 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 41
41.108.99.254 |Ageria 147.237.77.216|dover . i df . il Mil tipl e Abnormal Iy Long Request from41.108.99. 254 B ock 36
41.108.99.254 |Ageria 147.237.77.216|dover.idf .l Ml tiple Mal formed URL from 41.108. 99. 254 B ock 36
37.142.64.29 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 29
188. 143. 232. 13 RJSf;;”i o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 188.143.232. 13 B ock 7
46. 19. 86. 205 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
109. 253. 130. 44 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
193. 37. 128. 168 |l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method CPTI ONS for wan aka. i df.il/ B ock
m ny- kosher-kravi .id _ ,
46. 120. 46. 55 | srael 147.237.0. 17 £l Mitiple Il1egal Paraneter Encodi ng from46. 120. 46. 55 None 5
109. 253. 221. 38 |Israel 147.237.0.19 |nadimatal .idf.il Too Meny of the Sane Response Code (404) in Session from g 0\ 5
109. 253. 221. 38
176.13.4.217  |Israel 147.237.72. 166 |aka. i df . i | Distributed Uhauthorized Method for Known LRL on B ock 4
viwy aka. i df i l/
46. 19. 85. 39 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
46.19. 85. 27 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock
80. 74. 102. 83 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/val tam B ock
] . - Distributed Uhaut hori zed URL Access on
107.178.194.79 |Uited Sates [147.237.77.216|dover.idf .il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
79.177.108.56 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
95. 86. 83. 68 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waww i df.il/894-he Bl ock 2
31. 44. 136. 39 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
37.142.64.107 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
46.121. 140. 220 [l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
109. 253. 144. 14 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wwited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
109. 253. 134. 119|1 srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
109. 253. 195. 215]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
176.13.18.123 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
40.77.167. 42 Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to wweidf.il/aman B ock 1
Unaut hori zed URL Access to
149. 88.84.184 |Israel 147.237.76.42 |refuah.idf.il ww refua. atal .idf.il/tenplates/ shared usercontrol s/ navnenu/ und |B ock 1
efi ned
’ . . Unhaut hori zed URL Access to
207.46.13. 21 Wited Sates |147.237.76.31 [nakchal .idf.il nakhal .i df .i1/i ny/ banner/ banner 1829, pi ¢ B ock 1
. . Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct| 13 in
5.29. 165. 134 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v sachar / pays] i ps. aspx None 1
109. 253. 134, 119|I srael 147.237. 77. 243 |nobi | €. i df . i | Ostributed thauthori zed URL Access on Bock |1
nobi | e.i df .il/nekudot/i ndex
. . Unaut hori zed URL Access to
66.249.66.191 [Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl ] shar edl | ayout . css B ock 1
185.32.179.14 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
2.54.4.110 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
217. 132. 227. 2341 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
46.19. 85. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
176.13.2. 234 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
. . D stributed Uhaut hori zed URL Access on
85.10.210.199  |Ger many 147.237.77.216|dover.idf .l v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Unhaut hori zed URL Access to
199. 16. 156. 125 [lhited Sates |147.237.77.216|dover.i df .il v i o i /i p_storagel i1 es/ 2/ si ze220x0/ 17882 | pg B ock 1
109. 253.217.6 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
2.54.128. 230 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
109. 66. 179. 226 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
46.120.98.156 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
. . O stributed Unhaut hori zed URL Access on
185. 120. 126. 42 147.237.76.42 |refuah.idf.il 147, 237,76, 42/ styl el shar ed! r eset . css B ock 1
46.19. 85.171 I srael 147.237.76.31 |nakchal .idf.il D stributed Wknown HTTP Request Met hod B ock 1
. . . Distributed Lhaut hori zed URL Access on
176.13.19.127 |l srael 147.237.77. 243 |nobi l e.idf . il mobi | .1 df i1/ nekudot /i ndex B ock 1
149. 88. 122. 145 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
80. 246. 139. 120 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
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