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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3041
41.108. 99. 254 Ageria 147.237.77.216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 366
41.108. 99. 254 Ageria 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 6
71.6.167. 142 Lhited Sates 147. 237.76. 42 refuah.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In |D|

At acker

Target Address ount ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
66.249. 73.206 |147.237.77.170|lhited Sates |maarachot.idf.il |ET SCAN NVAP -sA (2) 4
109. 65. 204. 158 [147. 237.76. 42 |l srael refuah.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
91.201. 236. 113 |147.237.8.28 |lkraine e.mobi le-ks.idf.il [ET SCAN NMVAP -sS wi ndow 1024 1
89. 248. 162. 131 [147. 237. 77. 227 |Net her | ands e. hanaz. i df .i ET SCAN NMAP -sS wi ndow 1024 1
198.20.69. 74 |147.237.77.233|lhited Sates |atal.idf.il ET DRCP DBshi el d Bl ock Listed Source 1
89. 248. 162. 131 |147. 237. 77. 176 |Net her | ands nat pash. i df i | ET SCAN Potential SSH Scan 1
185. 130. 5. 231 [147. 237. 77. 227 e. hanaz. i df .i ET SCAN Potential SSH Scan 1
89. 248. 162. 131 |147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 231 |147.237.77.61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 231 |147. 237. 76. 39 nobi | e.neitav.idf.i|ET SCAN Potential SSH Scan 1
37.26.147.236 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 78. 149. 89 [147.237. 72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
5.230.134.108 |147.237.8.45 |Ger many eetanidf.il ET SCAN NVAP -f -sS 1
93.174.93.203 |147.237.8.27 [Netherlands e.nadimatal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 162. 131 |147. 237. 77. 243 [Net her | ands nobi | e.i df.il ET SCAN Potential SSH Scan 1
89. 248. 162. 131 |147. 237. 77. 178 [Net her | ands enatpash.idf.il [ET SCAN Potential SSH Scan 1
89. 248. 162. 131 |147. 237. 77. 176 |Net her | ands mat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 231 |147.237.77.170 nearachot . idf.il  |ET SCAN Potential SSH Scan 1
89. 248. 162. 131 |147. 237. 76. 198 [Net her | ands eyohalan.idf.il [ET SCAN NMAP -sS w ndow 1024 1
185. 130. 5. 231 |147. 237. 76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 231 |147.237.72. 167 ishurimaka.idf.il |[ET SCAN Potential SSH Scan 1
5.230.134.108 [147.237.8.45 |Germany eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
109. 67.56. 67  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54. 35. 254 147, 237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
106. 75. 199. 201 |147. 237.76.86 |Chi na navy. i df.il SER'\/ER-APAO-E.Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
41.108.99.254 |Ageria 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Response out of state noni t or 5064
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 293
185. 120. 126. 73 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 56
81.218.190.37 [ srael 147.237. 77. 170 |maavachot . i of .i1{Bad TCP sequence :;;e”ansm't with different wndow | onivor  [39
107.167.109. 35 |Wnited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 31
84.109.101.91 |lsrael 147.237. 72. 156 |anan.i df .i| drop Frst packet isn't SN drop 29
2.54.51. 247 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 28
185. 120. 126. 73 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber alert 28
2.52.2.67 I srael 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf.il Veb Se.r ver Enf or cerent Veb Servers S ow HITP Denial of Service |reject 17
Mol ation
84.228.78.60  |Israel 147.237.72.156 |[anan.icf.il  [Bad TOP sequence ig;e”a”s”“ weh different wndow | ovor |15
109. 67.56.67 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission. Packet |, 12
Ret ransni ssi on dr opped.
5.102. 238. 54 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 12
41.108.99.254 |Ageria 147.237.77. 216 |dover.icf.il  [Bad TCP sequence mﬁsrc‘; rea”smt with different moni tor |11
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
46.19. 85. 170 I srael 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
176.13.10.188 |l srael 147.237.77. 243 |rbi e i1 || SN Engine: TCP Invalid finvalid segnent retransnission. Packet | o 9
Ret ransni ssi on dr opped.
109. 64. 153.59 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber monitor |9
5. 102. 238. 54 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
37.26.148.183 |Israel 147. 237. 72. 156 |aman.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
84.108.149.11 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
217.132. 135. 246|I srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence I'nval i d ACK nunber monitor |6
109. 160. 199. 217 |l sr ael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber mnitor (6
61.216. 2. 13 Tai van 147.237.77. 216 |dover. i df . fit;iemer:PorErc]ngm;i: TP Segrrent :S:u:gge”;d&; Zfrog;;((ii””m altoved 1400 6
109. 64.189.79  |Israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission. Packet |, 6
Ret ransni ssi on dr opped.
109. 253. 195. 184|i srael 147.237.77. 243 |rvi e i1 || S NG Engi e TCP Invalid - finvalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
2.52.60.193 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 162 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
84.94.56. 141 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or
109. 65. 102. 141 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission. Packet |, 6
Ret ransni ssi on dr opped.
217.132. 135. 2461 srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber alert 6
109. 160. 199. 217|l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 11 I srael 147.237.77. 176 |matpash.idf .il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.158. 151 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 5
46.19. 85. 71 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
185. 110. 110. 231 147. 237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
85.130.129. 46 |[lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
128.127.107. 108|Net herl ands  [147.237.77. 176 |natpash.idf.il |dr op Frst packet isn't SN drop 4
2.54.158. 151 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
5.22.129. 67 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber monitor |4
2.54.158. 151 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
84.108. 139. 129 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber mnitor (4
109. 253.218.33 | srael 147.237.77. 243 |vi e i i1 || S NG Engi e TQP Invalid - finvalid segnent retransnission. Packet drop 4
Ret ransni ssi on dr opped.
2.54.158. 151 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
2.54,51. 247 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
77.127.32.193 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid - invalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
2.52.179. 29 I srael 147. 237.72. 166 |aka. i df .11 Streamng Engi ne: TCP Inval id invalid segnent retransnission. Packet |y 3
Ret ransmi ssi on dr opped.
41.108.99.254 |Ageria 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46.19. 86. 173 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
2.54.1.71 I srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid |imvalid segnent retransission. Packet drop 3

Ret r ansm ssi on

dr opped.
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
41.108.99.254 |Ageria 147.237.77.216|dover. i df .i | Mil tipl e Unknown HTTP Request Method from 41.108. 99. 254 Bl ock 5123
41.108.99.254 |Ageria 147.237.77. 216 |dover.i df .i | Mil tipl e Abnormal Iy Long Request from 41.108. 99. 254 B ock 35
41.108.99.254 |Ageria 147.237.77. 216 |dover.idf .i | Miltiple Malformed URL from41. 108. 99. 254 B ock 35
109. 253. 143. 1281 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
209. 190. 20. 61 ;“;tteeg 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 209. 190. 20. 61 B ock 26
46. 19. 85. 197 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 20
80. 246. 136. 112 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
109. 253. 195. 184|I srael 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Unaut hori zed URL Access from 109. 253, 195. 184 B ock 12
109. 253. 194. 194|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 7
2.54.9.123 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
37.26.146.194 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
46. 19. 85. 220 I srael 147.237.77.243|nobi l e. i df . i | O stributed Whaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 6
100. 253. 195. 184|I srael 147.237.77. 243 |nobi  e. i df . i | ﬁ;ﬂt:?réle??/ gegpgf;sem;es” <t ohi | ddocument s/ 1071 Bock |4
209. 190. 20. 61 g‘ialt:g 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 209. 190. 20. 61 B ock 3
2.54.148.176 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.10. 188 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
2.54.142.71 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 197. 164|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.28.114 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 64. 144. 142 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/main/giyus/control s/ atuda/ A Bl ock 2
46. 19. 85. 165 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 64. 153.59 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
91.200.12.5 Wrai ne 147.237.77.216|dover . i df . i | Dstributed PHP A tenpt B ock 2
109. 253. 156. 127|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
208. 115. 113. 88 Lshimt:: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orum asp B ock 2
185.32.179. 117 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 193. 203|l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 85. 220 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
204.13.200.200 [J'1! |147.237. 7. 216 |dover.idf . i1 (D57 Bted ll‘f;;_tggigfﬂeﬁvﬁ??;pzn Bock |1
5.29. 245. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
52.90. 166. 120 LSthlatt:sd 147.237.77. 176 |mat pash. i df . i]  |Unauthorized URL Access to www cogat.idf.il/tenpl ates/fag/ fag. aspx B ock 1
Il11egal HITP \ersion
183.79.221.37 Jmen f1a7.237. 72368 aka F o 11 e s 1507 00T 90wy [P [1
%AA/ 180205332010999 HTTP/ 1.0
2.54.34.55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
95. 86. 118. 39 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 95.86. 118. 39 B ock 1
84.109. 156. 94 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SS. Sessi ons: Unknown SSL Sessi on None 1
217. 132. 153. 168|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
41.108.99.254 |Ageria 147.237.77.216|dover . i df . i | Unknown HTTP Request Method No in URL set urpirbno B ock 1
176.13. 3. 68 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68. 180. 228. 112 ;h;:ee: 147.237.77. 216 |dover . i df .i | Paranet er Type M ol ation PageNumin vww i df.il/1381-he/ dover . aspx Bl ock 1
66.249. 78.104 |l srael 147.237.72. 166 |aka. i df . i | Distributed Lhaut horized URL Access on 147.237.72. 166/ robot s. t xt Bl ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.i df .i | Illegal HITP \ersion HITH B ock 1
176.13. 23.13 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.7.207 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89.138.178.30 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
41.108.99.254 |Ageria 147.237.77. 216 |dover.i df .i | Mal formed URL set ur pi r bno B ock 1
114.97.49. 4 China 147.237.77. 176 [nat pash. i df . T muzgg;tl .Ziec(jjf L;FIEL/ fgfoe-shse/ts%ar ed/ user cont r ol s/ header upper / Bl ock !
79.181.188.75 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock
212.179.9.140 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SS Sessi on None
66.249.78.240 |lsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock
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