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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3098
109. 253. 139. 82 | srael 147.237.0.19 nadi matal .idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 210
207.232. 36. 181 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 132
79.176.41. 118 I srael 147.237.72. 167 i shuri maka. i df.il Block Wdp All Nets drop 6

176. 13. 0. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

80. 246. 139. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

107. 150. 60. 76 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1

140. 123. 105. 146 Tai wan 147.237.0.19 nadi matal .idf.il L4 Source or Dest Port Zero dr op 1

103. 200. 21. 62 147.237.77. 226 W chanat z. aka. i df . i | L4 Source or Dest Port Zero drop 1




01-06-2016-16:04:00 to 01-06-2016-17:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature |Devi ce Action |Oount |

109. 67.113. 235 |l srael 147.237.77.176 |mat pash.idf.il |14170: HITP. B ank User-Agent (descriptor but no string) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
62. 0. 34. 177 147.237.77.216 |lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 130. 5. 246 147.237.76. 86 navy. i df.il ET SCAN Potential SSH Scan 1
61. 243. 39. 246 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
185.32.179. 3 147.237.77.216 |lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 25 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 147.237.76.197 |Wited Sates e hi nush. i df il ET SCAN NVAP -sS w ndow 1024 1
37.26. 149. 206 147.237.77.216 |lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
109. 64. 30. 106 147.237.77.216 |[Israel dover.idf.il portscan: TCP O stri buted Portscan 1
23.227.183. 203 147.237.77.216 |Wited Sates dover.idf.il ET SCAN Potential SSH Scan 1
93.174. 93. 203 147.237.77.234 |Nether| ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.227.183. 203 147.237.76.148 |lhited Sates gacenter. aka. i df .il ET SCAN Potential SSH Scan 1
87.68.51. 4 147.237.72.166 |lIsrael akaidf.il portscan: TCP O stributed Portscan 1
23.227.183. 203 147.237.0. 200 Lhited Sates mu.idf il ET SCAN Potential SSH Scan 1
213. 8. 204. 24 147.237.77.216 |[Israel dover.idf.il portscan: TCP O stri buted Portscan 1
84. 108. 153. 86 147.237.72.166 |lIsrael akaidf.il portscan: TCP O stributed Portscan 1
199. 203. 169. 69 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
79.178.5. 182 147.237.72.166 |lsrael aka.idf.il portscan: TCP O stributed Portscan 1
185. 130. 5. 246 147. 237. 76. 197 e hi nush. i df il ET SCAN Potential SSH Scan 1
61. 243. 39. 246 147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
185. 32. 179. 181 147.237.72.166 |lsrael aka.idf.il portscan: TCP O stributed Portscan 1
46. 151. 53. 196 147.237.77.170 |Wkraine naar achot . i df .i | ET SCAN NVAP -sS w ndow 1024 1
176. 106. 46. 74 147.237.77.216 |Palestinian Territory, Qcupied  |dover.idf.il portscan: TGP Distributed Portscan 1
149. 88. 194. 90 147.237.72.166 |lsrael aka.idf.il portscan: TCP O stributed Portscan 1
37.26. 148. 204 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 195 147.237.77.179 [Netherl ands e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.227.183. 203 147.237.76.177 |Wited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
89. 248. 162. 131 147.237.76.31  |Netherl ands nakchal . i df .il ET SCAN NVAP -sS w ndow 1024 1
23.227.183. 203 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
217.132.48.128  [147.237.77.216 |israel dover.idf.il portscan: TCP O stri buted Portscan 1
85. 64. 88. 111 147.237.72.166 |lIsrael akaidf.il portscan: TCP O stributed Portscan 1
23.227.183. 203 147.237.0. 16 Lhited Sates ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 |147.237.77.19 Lhited Sates I aw forumi df .il ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 62. 195 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z“:\tnl(;i
37.26. 146. 202 | srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 189
185. 120. 126. 73 147.237.77. 216 |dover.i of .i | Bad TCP sequence Invalid ACK nunber monitor |57
185. 120. 126. 73 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 29
46.19.85.117 [ srael 147. 237. 77. 216 |dover. i of . i Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on. drop 21
Ret r ansni ssi on Packet dr opped.
46.19.85.237  |Israel 147.237.76.31 |nakehal ir. i1 | €M NG Engine: TCP Invalid invalid segnent retransnissi on drop 21
Ret r ansni ssi on Packet dr opped.
107.167.117.6 |[lLhited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
2.54.181.218 | srael 147.237.72. 166 |aka. i df .il SYN Attack rej ect 14
188. 120. 148. 138|lI srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
79. 176. 10. 89 I sr ael 147.237. 72. 166 |aka.i df . | Bad TCP sequence nonitor |12
41.33.231.90 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 11
46. 19. 85. 251 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 11
2.54.150.153 | srael 147,237, 72. 167 |i shurimaka i i | ' SAM NG Engine: TCP I nval i finvalid segnent retransnission. | 9
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
84.95.45.119  |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
217.194. 199. 117|l srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 9
84.108. 125. 170 |Israel 147. 237.77. 234 |hal ag. i of . i | Bad TCP sequence V?':dﬁrsa(‘:;”gt with different monitor |9
2.54.181. 218 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
31.210. 186. 238 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber monitor |7
46. 19. 85. 251 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 7
80.179. 115. 198 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber nonitor (6
85. 250. 236. 129 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 6
79.177.24.189 |lsrael 147. 237. 72. 166 |aka.i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 201 | sr ael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |6
2.54.181.218 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 85. 235 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
85. 250. 236. 129 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
46. 19. 85. 130 I 'srael 147.237. 77. 216 [dover.idf .i Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 251 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
79. 176. 10. 89 | sr ael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 6
2.52.177.238  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 235 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or
46.19. 85. 195 I srael 147.237.77. 216 |dover.i of .i| Bad TCP sequence Invalid ACK nunber alert
84.228.121.195 |israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence V?':dﬁrsa(‘:;”gt wthdfferent | onitor |6
46. 19. 85. 130 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 85. 251 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval id ACK nunber noni t or
79. 176. 10. 89 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
176.13.1.231  |Israel 147, 237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmission. |y 6
Ret r ansni ssi on Packet dr opped.
95.35.145.160 | srael 147.237.77. 243 |mvit i1 | S2M NG Engine: TQP Invalid linvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
176. 106. 46. 74 g‘ilcisgii:;a” Territoryty 47, 237. 77. 216 |dover. i o . il Bad TCP sequence monitor |6
212.179.226.26 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval i d finvalid segnent retransssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 195 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
2.54.181.218 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber aert
79. 180. 207. 236 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
79.176. 10. 89 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 239 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 85. 201 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber alert 6
2.54.181.218 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
46. 19. 85. 239 I 'srael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6
79. 176. 10. 89 I sr ael 147.237. 72. 166 |aka.i df . | Bad TCP sequence Invalid ACK nunber monitor |6
46. 19. 85. 239 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 219. 143|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 113
46.19. 86. 142 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 98
109. 253. 219. 143I srael 147.237.0.19 |nadi matal .idf.il Ig‘;'\g‘g gflgt_ qissa"e Response Qode (404) in Session from Bl ock 78
84.229.29.149 |[Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 75
109. 253. 139. 82 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 48
46.117.30.191 |Israel 147.237.0.19 |nadi matal .idf.il O stribut ed Suspicious Response CGode B ock 44
2.54.22.19 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
109. 253. 219. 143l sr ael 147.237.0.19 |nadimatal .idf.il Igg_'\;g 2°f19t_ qissa”e Response (bde (403) in Session from B ock 19
87.69.238.176 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 17
46.19. 85.75 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 16
109. 253. 195. 1961 srael 147.237.77.233|atal .idf.il Ml ti pl e Unaut hori zed URL Access from 109. 253, 195. 196 B ock 13
93.157.100. 74 |Pol and 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 93.157. 100. 74 B ock 5
72.239.251.185 |Uited Sates |147.237.72. 166|aka. i df .i| m“;?:: ' d?eidl /"ﬁ;hnc;dgi ?E gu\tsh;irl cati onser i ce, asmd get authuser [P O 4
80.246.140.70 |l srael 147.237.0.19 |nadi matal .idf.il O stribut ed Suspicious Response Gode B ock

109. 66. 106. 70 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
192.114.23.18  |lsrael 147.237.77.226 }/W\:V}/ chamatz.aka 1d mué:;r:;tzze.ik?dﬁciclef; r:_ost oragel fil es/ 9/ 2479. ] pg Bl ock 8
46.19. 85. 17 I srael 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 46.19. 85. 17 B ock
87.68.255. 3 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock

197. 116. 244. 220|A geria 147.237.77.216|dover.idf . il O stributed Unauthori zed URL Access on wanidf.il/arr/ B ock

193. 109. 199. 168 E?i;;gom 147. 237.77. 216 |dover . i df . i | mﬁt?ﬁiﬁeﬁp?ofggffﬁ|te(§/z 4912, prg Bl ock 2
80.246.139. 46 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
46. 19. 85. 87 I srael 147.237.0.19 |nadi matal .idf.il O stribut ed Suspicious Response CGode B ock 2
212.179.180. 30 |[lsrael 147.237.76.86 |navy.idf.il Mil tipl e Lhaut hori zed URL Access from 212.179. 180. 30 B ock 2
87.68.243.225 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
185. 24.76. 150 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
93.172.4.15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
79.179. 166. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
5.156. 166. 156  [Romani a 147.237.77. 216 |dover. i df .il Lhaut hori zed URL Access to v idf.il/arr/ B ock 1
213.57.129.131 |[lIsrael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |[B ock 1
84.94. 15. 169 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1241-he/ atal . aspx  |B ock 1
212. 143.127. 119]1 srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
46.117.129. 162 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gios B ock 1
109. 160. 254. 227 |1 srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80.246.137.17 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
195. 154. 226. 90 |France 147.237.77.216|dover . i df .i | Mitiple Illegal HITP Version from 195. 154. 226. 90 B ock 1
46.19.85.206  [Israel 147.237.77.233|atal . i df . il o r2i3b7L_’t7e7d_ g;“tl'l‘ggﬁi‘/j - _A;;:;fs on Bl ock 1
95. 35. 145. 160 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
37.26.149.173 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
89.138.178.139 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.176.17.250 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
176.13.10.171 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54.180. 24 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
213.8.128.101 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
54.206.15.186 |Australia 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed URL Access to 147. 237. 76. 200/ B ock 1
46.19. 86. 134 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Unhaut hori zed URL Access on nobil e.idf.il/sachar/index [B ock 1
109. 65. 200. 26 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
80. 246. 139. 199 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
207.46.13.112 |Uhited Sates |147.237.76.86 |navy.idf.il m“;;\g_'iz o e 10 oo/ header per Bl ock 1
79.180.96.231 |[Israel 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
46.10.85.17  |[israel 147. 237.77. 216 |dover . i df . i | Ao 20 L pocee Lo dover . aspx™ Bl ock 1
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