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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3032
109. 253. 139. 203 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 20
176. 13. 14. 216 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
79.181. 189. 187 I srael 147. 237.72. 156 anan.idf.il Bl ock Udp All Nets drop 6
109. 64. 175. 178 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
140. 123. 105. 146 Tai wan 147.237.0. 19 nadi matal .idf.il L4 Source or Dest Port Zero drop 2
140. 123. 105. 146 Tai wan 147.237.72. 14 dover.idf.il (ol d) L4 Source or Dest Port Zero drop 1
140. 123. 105. 143 Tai wan 147.237.0.19 nadi matal .idf.il L4 Source or Dest Port Zero dr op 1
140. 123. 105. 146 Tai wan 147.237.0. 35 akaws. i df.i | L4 Source or Dest Port Zero drop 1
107. 150. 61. 12 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
140. 123. 105. 143 Tai wan 147.237.77. 61 e.cogat.idf.il L4 Source or Dest Port Zero drop 1
36.79. 170. 152 | ndonesi a 147. 237. 76. 148 gocenter. aka. idf.il B ock Wp Al Nets drop 1
140. 123. 105. 146 Tai wan 147.237.0. 200 ndu. i df .i | L4 Source or Dest Port Zero drop 1
140. 123. 105. 146 Tai wan 147.237.0. 17 m ny- kosher - kravi . i df .i | L4 Source or Dest Port Zero dr op 1
61.132.161.130 Chi na 147.237. 76. 200 eitan. aka.idf.il JLM Under Attack Con_Tcp drop 1
140. 123. 105. 146 Tai wan 147.237.8. 28 e.nobil e-ks.idf.il L4 Source or Dest Port Zero drop 1
200. 54. 78. 228 Chile 147.237.0. 17 m ny- kosher - kravi . i df . i | JLMPurple Con Lint_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1




01-06-2016-15:04:07 to 01-06-2016-16:04:07

|Top Attackers In |D|

Attacker Address
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41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
79. 180. 212. 61 147.237.77. 216 I 'srael dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 93. 123 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
46. 19. 85. 49 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
37.142.64.17 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
168. 62. 238. 153 147.237.77.19 Lhited Sates | awforumi df . i | ET SCAN NVAP -sS w ndow 1024 1
2.54.144.49 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 124. 63 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
2.52.146. 25 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
82.117. 208. 243 147.237.77.19 | awforumi df . i | ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 81. 183 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
61.132. 161. 130 147.237.0. 17 Chi na mny-kosher -kravi . i df. il ET SCAN Potential SSH Scan 1
212.179. 46. 16 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 130. 5. 246 147. 237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
37.26.146. 152 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 146. 59 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.132. 156 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
93. 174. 93. 203 147.237. 0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 136. 162 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 176. 30. 92 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 67 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
61.132. 161. 130 147.237.76. 31 Chi na nakchal . i df i1 ET SCAN Potential SSH Scan 1
213.8.204. 77 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |
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SWNretransmt wth different

31.210.179. 197 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi rclow scal e noni t or 120
79.181.150. 196 |l srael 147.237.77. 233 |atal i df i1 Bad TCP sequence mdze\:,rsaé;rit Wth different monitor  |115
66.249.93.123 |wnited Sates [147.237.77.233|atal.idf.il drop First packet isn't SWN drop 77
185. 120. 126. 73 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 58
176.13.17.216 | srael 147.237.77. 23 |mmbit i1 | 2MNG Engine: TP Invalid —imvalid segnent retransmssi on. drop 40
Ret r ansni ssi on Packet dr opped.
185. 120. 126. 73 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 29
147.236.50.70 |Israel 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
176.13.14.216 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
107. 167.105.88 |Wnited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
212.199.57. 204 |Israel 147. 237, 72. 167 |i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dr opped.
46.19. 86. 217 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 17
213.8.118.14 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 15
66.249.93.127 |lhited Sates [147.237.77.233|atal.idf.il dr op First packet isn't SYN drop 14
109.253.220.8 |israel 147.237.77. 23 |mabit e i1 | M NG Engine: TP Invalid —invalid segnent retransmssion drop 14
Ret ransni ssi on Packet dr opped.
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 13
37.26.148.217 |israel 147.237.77. 23 |mmbit i1 | M NG Engine: TP Invalid —invalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dr opped.
109. 253. 218. 109I srael 147.237.77. 243 |rmbit e ior i1 | ©2M NG Engine: TP Invalid invalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
46. 120. 203. 144 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
185. 89. 217. 235 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 10
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop
176.13.12. 73 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
80. 246. 136. 182 I srael 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁgﬁ‘sg rea”S”“ wehdifferent Joonitor o
5.29.81. 183 I sr ael 147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
43.255.176.89 |Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.54.168. 11 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
2.54.59. 116 I sr ael 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.0 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.178.37.14  |israel 147.237.77. 23 |mmbit e i1 | M NG Engine: TP Invalid — invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
176.13.12. 73 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6
185.27.105. 101 |Israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
79.181.135. 185 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
109. 65. 204. 237 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
217.194.199. 117|lI srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
212.235.98. 139 |israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.0 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.121  |israel 147. 237.72. 166 |aka. i df . i1 Streamng Engine: TCP Invalid  imalid segrent retransmassi on. drop 6
Ret ransni ssi on Packet dr opped.
109. 253. 139. 203l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85. 97 I srael 147.237.77. 243|mbile.idf.il  [Bad TOP sequence ﬁgﬁ‘sg rea”S”“ wthdifterent |onitor |5
66.249.81. 175 |lhited Sates |147.237.77.233|atal.idf.il drop Frst packet isn't SN drop 5
185. 89. 217. 231 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 5
2.54.138.179 I sr ael 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.7 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
31.210.188.15 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.50.192 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 154 I srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
2.54.50. 192 I sr ael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 154 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19. 85.121 I srael 147.237.0.34 |tikshuwv.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
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Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.117.30.191 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 124
109. 253. 209. 160|1 sr ael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 55
87.69.222.132 |[Israel 147.237.0.34 |tikshuv.idf.il [Dstributed Too Many of the Sane Response Code (404) B ock 50
79.179. 39. 87 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Miny of the Same Response Code (404) B ock 16
176.13. 5. 58 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 16
46. 19. 85. 207 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
176.13.17.216 |Israel 147.237.77.243|mobi l e. i df . i | Distributed Suspici ous Response Code B ock 10
46.19.85.0 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
176.13.23.117 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.25.73 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
109. 253. 218. 109|1 sr ael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 5
109. 253.220.8 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 4
208.115.113.88 |Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ showf orumasp |B ock 3
213.151.35. 216 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.54.56. 238 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.178.37.14 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
213.151. 35. 218 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
109. 253. 198. 113|l srael 147.237.77.243|nobi l e.i df . i | Distributed Unauthori zed LRL Access on nobi | e.idf.il/sachar/index B ock 3
176.13.14. 147  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
91.231.193. 150 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
84.228.8.15 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
79.179. 155. 141 |israel 147.237.72. 166 |aka. i df . i | E:rwa;f;elr f?‘lj/ﬂj{v\gaihiiﬁzgiisr:raﬂom yardregister. aspx None 2
79.176.233.54 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock

37.142. 64. 17 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None
204.13.200.200 |Uited Sates [147.237.77. 216|dover. idf il |0 o Mted 1?;“_?322;?&%\/:‘?:‘)2” Bl ock 2
185.32.179. 169 |Israel 147.237.72. 166 |aka. i df . i | ﬁwa':;:ri g?aidl ?"n'a){n\fs‘);f;;;‘f Oirgot passuord, asp None 2
37.142.64.29 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
107.178.194.87 |Wited Sates [147.237.77. 216|dover. i df . | D stri uted ff;;_t;g;g_eﬂeﬁﬁc_?sspzn Bl ock 2
2.54.132. 156 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 253. 209. 160|1 sr ael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 2
46. 19. 85. 97 I srael 147.237.77.243|nobi l e.i df . i | Distributed Unhauthori zed LRL Access on nobi | e.idf.il/sachar/index B ock 2
37.26.148.217 |lsrael 147.237.77.243|mobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
193. 109. 199. 168 Eiqir:gegom 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwvidf.il/sip_storage/files/2/4912. png Bl ock 2
107.178.104.87 [Uited Sates  [147.237.77. 216(dover. i df i1 [t GG IR TS TR oo o B ock 2
185.32.179. 169 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
37.26.149.164 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.23. 117 |Israel 147.237.77.243|nobi l e.idf . il Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
109. 65. 204. 237 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.147.140 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
87.68.78.177 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 136 || srael 147.237.76.42 |refuah.idf.il ﬂ?ftzg;’.r;éele‘jp ;Coerzz(:/cf’i | es/ 013350, pg Bl ock 1
149. 88. 61. 71 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
2.54.178. 146 | srael 147.237.72.166|aka. i df . i | Uhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
81.218.159.192 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
46.166.190.159 [Netherlands  147.237.77. 216 |dover i . i1 | oG EIIZEE e Teeees on B ock 1
46. 19. 86. 89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 160. 146. 153 srael 147.237.76.86 |navy.idf.il m“;:\?;_'izdiéiﬁi gi;ecs)fa;; {11 o5/ 0 s 263380/ 1620 pg Bl ock 1
79.181. 135. 185 |Israel 147.237.72.166|aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
185. 32. 179. 229 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
77.125.129.34 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
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