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01-06-2016-14:04:06 to 01-06-2016-15:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3005

66. 249. 73. 214 | srael 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 231
212.199.112. 144 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y-TLS renegotiation-d i dest - reset 146
79.181. 189. 187 | srael 147. 237. 72. 156 anan. i df . Block Udp All Nets drop 21

66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 4
212.25.121. 195 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 3

135. 23. 253. 195 Canada 147.237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 2
115.230. 124. 164 Chi na 147.237. 76. 202 e.halag.idf.il JLM Under _Attack_Con_Tcp drop 2
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1




01-06-2016-14:04:06 to 01-06-2016-15:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action ‘Count
Brazil 147.237.77. 74 lawidf.il [22280: HITP. Jooma Qhject Injection Wi nerability B ock 2




01-06-2016-14:04:06 to 01-06-2016-15:04:06

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
79.179. 27. 85 147.237. 72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
209. 126. 116. 147 147. 237. 76. 148 Lhited Sates ggcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 147.237.0. 35 akavs. i df .i | ET SCAN NVAP -sS w ndow 1024 1
37.26. 149. 214 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
213. 8. 204. 66 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1




01-06-2016-14:04:06 to 01-06-2016-15:04:06

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

5.29. 38. 68 I srael 147. 237.76. 200 |ei tan. aka.i df .i | > dro 64
Ret ransm ssi on Packet dropped. P
185. 120. 126. 73 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 120. 126. 73 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 28
46. 19. 86. 91 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 23
2.54.43.92 I srael 147.237. 77. 216 [dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
. . SYNretransmt wth different .
77.126.252. 244 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 15
46.19. 85. 18 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 14
46.19. 86. 18 I srael 147.237.72. 167 [i shurimaka i df .i[Bad TCP sequence I'nval i d ACK nunber noni t or 13
Sreamng Engine: TP Invalid i i ssi
2.54.17. 220 I srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
37.26.147.178 |israel 147. 237,77, 243 |roti 1o i i1 | SAM NG Engine: TCP alid  ivalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
109. 65. 204. 237 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 11
109. 253. 220. 2351 srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |10
w ndow scal e
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 10
Sreaming Engine: TCP Invalid i i ssi
79.178.52.189 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
reanin ine: TCP Invali i i ssi
79.180. 109. 49 |Israel 147.237.72. 166 |aka.i df . i Streaming Engi ne: TCP alid  ivalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 144. 102|i srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nvalid segnent retransmssi on. drop 8
Ret ransni ssi on Packet dr opped.
2.52.157. 153 I srael 147.237.77. 216 |dover.i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 18 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
37. 46. 39. 247 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
46.19.86.25  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINCAQK retransmt with different | oovor |7
w ndow scal e
46. 19. 85. 181 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 15 I'sr ael 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 35. 244 | srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46.135.6.8 Czech 147. 237.77. 216 |dover i df .i | Bad TCP sequence SINAK retransmt with different oo |6
Republ i ¢ w ndow scal e
46. 19. 85. 238 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert
46. 19. 85. 181 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi
109. 65. 102. 224 |Israel 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 238 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
109. 67. 115. 215 I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19. 86. 56 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 181 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
. . SYNVACK retransmt wth different .
46. 19. 86. 25 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
Sreanming Engine: TCP Invalid i i ssi
31.168.93.54  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 181 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
2.54.163.231  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
31.210.188.15 |Israel 147.237. 72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 86. 86 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
37.26.148.192 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
37.26.149.143 |Israel 147.237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 238 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 5
37.26. 148. 192 | srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 5
46. 19. 85. 238 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
5.102.254.204 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
37. 46. 39. 247 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
2.54.17.43 I srael 147.237. 72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
37.26.146.243 |Israel 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 4
46.19. 85. 115 I srael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 4




01-06-2016-14:04:06 to 01-06-2016-15:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 115 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 147
84.229.29.149 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 125
84.229.29.149 [israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 122
2.54.39. 206 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 80
2. 54. 39. 206 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 60
2.52.63.95 I srael 147.237.72. 167 |i shuri maka. i df . i|Too Many of the Sane Response Code (404) in Session from2.52.63.95 |B ock 30
46. 19. 85. 115 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 25
192.118.11.120 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 16
84.229.29.149 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 14
2.54.37.74 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 10
46. 19. 86. 26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
109. 253. 133. 202|I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 6
81. 169. 144. 135 |Ger nany 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 81. 169. 144. 135 B ock 5
37.26.147.178 |[Israel 147.237.77.243|nobi | e.i df . i | O stributed Uhaut hori zed UR. Access on nobi | e. i df . il/sachar/i ndex B ock 4
95. 86. 98. 161 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed Method for Known URL from 95. 86. 98. 161 B ock 3
109. 253. 145. 61 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
37.26.147.178 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 3
46.19. 85. 229 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
212.235.98. 139 |[lIsrael 147.237.72. 166 [aka. i df . i | Ostributed Unauthorized LRL Access on v aka. i df . il/mai n/ Bl ock 3
2.54.149.190  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ[ﬁ':t ?;Tfffsgcﬂaiiczgnziﬁsﬁsf'd in Bl ock 2
37.26.147.169 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock

109. 253. 222. 206l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock

80.246. 136.95 | srael 147.237.77. 243 |nobi | e. i df . i | Smiti:'et_"i’td? I'Ta/r:‘;m;hz; /I{]‘;‘g\g;;sast\;\gr” dogaram o QUi et Passuor d Bl ock 2
66.249.78. 159 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
212.117. 143. 250! srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/gyus B ock 2
109. 253. 212. 151 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
81.218. 251. 252 |lsrael 147.237.76.86 |navy.idf.il Mil tipl e Wnaut hori zed URL Access from 81.218. 251. 252 B ock 2
2.52.178.113 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 144. 102|I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
54.169. 235. 177 |9 ngapore 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
109. 253. 216. 22 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.26.146.235 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
85.64.204.124 |israel 147.237.72. 166 |aka. i df . i | m”a‘f(\’:i ;a.ria}'}er:;:v gi—yv'us'/af'\:r;sﬁ'\mYPTED in None 1
217.194. 203.52 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on waw aka. i df .il/main/ B ock

2.54. 165. 126 I srael 147.237.77.216|dover . i df . i | SSL Wntraceabl e Gonnection - Qpen Mde None 1
81.218. 251. 252 |Israel 147.237.76.86 |navy.idf.il m“;::;.'izdiéiﬁi sigf;sagt;“ | es/ O si ze336x0Y 1620, | pg B ock 1
207.46.13.75  |United Sates |147.237.77.216|dover. i df i m“f;f"l' szgn;?‘srﬁc::\zjtozeph_t onb, 8oct 00. 5 nf quot €] thi Bl ock 1
46. 19. 86. 46 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109. 201. 152, 247 [Netherlands  |147. 237. 77. 216 |dover . i df . i | Dstri uted 1?;‘;_?%;;?&%\/?25’3;” Bl ock 1
2.54.20.77 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.183.49.230 |[Israel 147.237.72. 166 [aka. i df . i | VEB- IS _vti_inf access B ock 1
185. 32. 179. 239 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.19. 85. 181 I srael 147.237.76.86 |navy.idf.il Distributed Unknown HTTP Request Met hod Bl ock 1
37.142.224.216 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed URL Access on v aka.idf.il/main/ B ock 1
89. 138. 191. 195 |Israel 147.237.72. 166 |aka. i df . i | m“;:;’_'ii jfeo: I%yﬁﬁi/thzm defaul . aspx Bl ock 1
77.126.252. 244 |Israel 147.237.72. 156 [anan. i df . i | SQ Injection WERE Satenent Override 1 Bl ock

149. 88. 244. 63 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.120.128.91 |Israel 147.237.77. 216 |dover . i df . i | (SSS‘SLUJ tégf"e\ib/'kgpﬁngic;li &_J&Eﬂc&?\l&; on None 1
23.254.243.17 |wited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Qode B ock 1
84.228.229.50 |Rulgaria 147.237.72. 166 [aka. i df . i | MBSQ Deta Retrieval wth Inplicit Qnversion Brors None 1
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