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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3228
79.179.139. 183 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
212.29.194. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

71. 6. 165. 200 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |Sgnature Devi ce Action ‘Count |

172. 245.128. 159 |Lhited Sates 147.237.77.216 |dover.i df.i|19813: HITP. WrdPress Thene Ovi Drectory Traversal Ml nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
82.166.236. 73 [147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
209.126. 116. 147(147.237.0.35 |Wnited Sates |akaws.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.125.134.65 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
66.102. 9. 13 147.237.72.166|nited Sates |akaidf.il ET SCAN NVAP -sA (2) 1
167. 88. 9. 227 147.237.76.199 |Whited Sates [e. nakchal .idf.il[ET SCAN NVAP -sS wi ndow 1024 1
111. 85.219. 12  |147.237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
111.85.219.12 |147.237.77. 178 |Chi na e.matpash.idf.il[ET SCAN Potential SSH Scan 1
111.85.219.12 |147.237.77.61 |China e.cogat.idf.il |ET SCAN Potential SSH Scan 1
93.174.93.203 [147.237. 77. 235 |Net her | ands sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 163. 209. 190 |147.237. 76. 177 |Ger many ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 76. 198 |Lhited Sates |e.yohal an.idf.il[ET SCAN NVAP -sS wi ndow 1024 1
79.183. 162. 9 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
199.203.215.1 |147.237.72. 166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
66.249.73.198 |147.237.77.170|W0ited Sates |mmarachot.idf.il|ET SCAN NVAP -sA (2) 1
186. 125. 137. 124|147. 237. 77. 216 |Argenti na dover.idf.il portscan: TCP Distributed Portscan 1
141.212.122. 160|147, 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
111.85.219.12 |147.237. 77. 205 |Chi na prishaidf.il |ET SCAN Potential SSH Scan 1
111. 85.219. 12  |147.237.77. 74 |[China lawidf.il ET SCAN Potential SSH Scan 1
108, 104. 153, 1151147, 237. 76, 201 Ui ted Sates e atal idf i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.93.203 [147.237. 76. 196 [Net her| ands esvivaidf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SWNretransmt wth different

Action

‘Count

176. 228. 129. 48 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Wi ndow scal e noni t or 107
185. 120. 126. 73 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 55
2.54.53.248 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 39
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf. il drop SAMrule drop 34
185. 120. 126. 73 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 28
107. 167. 104. 163|nited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 27
46.120. 201. 129 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence Vﬂdzirsac':rit Wth different moni tor |24
192. 0. 81. 57 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 22
80.246.139.23 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent | oonitor |14
62.0.217.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 13
2.52.172.152  |Israel 147237, 77, 243|obi e ior 1 |7 €M NG Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
79.176.143. 226 |Israel 147.237.72. 166 |aka.i df i1 Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor |12
208.115.111. 68 |Lhited Sates |147.237.77.74 |[lawidf.il dr op SAMrule drop 12
46.19. 85. 38 I srael 147.237.77. 216 |dover.idf. il SYN At tack SYN - > SYN-ACK -> Ti meout alert 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46.19. 85. 38 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
46.19.85.38  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mﬁﬁsrcjlreansm wehdifferent | onitor |10
46. 19. 85. 38 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop
192.117. 167.66 |l srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop
46. 19. 85. 38 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
41.34.42.182 Egypt 147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid I'nvalid checksum Packet dropped. |drop 9
Checksum
197.211.53.13 |Ngeria 147.237.77. 216 |dover.idf. il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
46.19. 86. 39 I srael 147 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  ivalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
2.52. 30, 235 I sr ael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
46. 19. 85. 38 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
2.54.53. 248 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert 8
2.54.53. 248 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 8
2.54.53. 248 I srael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 8
46.19. 85. 38 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 8
91.200. 12. 7 Wrai ne 147.237.77. 216 |dover.idf. il drop SAMrule drop 8
46. 19. 86. 172 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
192.0.80.167  |Wited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data  [monitor 8
46.19.85.38  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Sweaerel reansm wehdifferent 1 onitor s
109. 253. 142. 153l srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber alert 7
109. 253. 142. 153l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.54.14.177 I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46.19. 86. 142 | srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 18 | srael 147.237.72. 156 [anan.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19. 85. 215 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 70 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19.86.205  |Israel 147. 237. 72. 167 [i shuri maka i o 1| S NG Engine: TG Invalid invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 70 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 49 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert
46. 19. 86. 92 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or
95.86.105.102 |Israel 147. 237, 76. 200 |6 tan. aka i of 1 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
37.26.146.139 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
176.13. 4. 123 I srael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 49 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 70 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval id ACK nunber aert 6
176.13. 4. 123 I srael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80.246.136. 95 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 110
46.19. 85. 133 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 110
46.19. 85. 133 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 93
80.246. 136. 95 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 57
46. 19. 85. 56 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 52
84.94.38.9 I srael 147.237.0.34 [tikshuv.idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 35
80.246. 136. 95 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) Bl ock 31
80. 246.136.95 [l srael 147.237.77. 243 |nobi | e. i df . i | r?oztirliet.’li’td? mrs';g]:: /I{]ﬁg\g;;sast\;g:‘ dogaram o QU 1ot Passuor d Bl ock 19
37.26.146.184 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 17
216.72.40.185 |[lIsrael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 16
46.19. 86. 183 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 16
46.19. 85. 133 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 14
109. 253. 206. 55 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
176.13.19. 129 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock

46. 19. 86. 117 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock

80. 246. 137. 135 |l srael 147.237.77. 243 |nobi | e. i df . i | E}f‘rﬁt o T?/Ffsg.:ﬁ;?; Lﬁ;gﬁgﬁﬁf&d n Bl ock 3
176.13. 1. 167 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
79.179.121. 169 |l srael 147.237.76.31 |nakchal .idf.il |Distributed Unauthorized HTTP Mt hod B ock 3
80.246.138.99 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.147.229 |[israel 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
84.111.187.38 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 3
2.54.43.194 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 3
46.19. 85. 26 I srael 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
81.218. 251. 252 |l srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw idf.il/894-he B ock 2
85.64.240. 228 I srael 147.237.72.166 |aka. i df . i | \;Pjrwar:;:ri gfﬁdl ?:rla)i/n\fsoelai;f/nf Oirgot passvor d, aspx None 2
84.111. 190. 247 |Israel 147.237.77.216|dover. i df . il Unaut hori zed HTTP Met hod B ock
80.179.19.179 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
87.69.170.120 | srael 147.237.72.166 |aka. i df . i | m ;li:‘ftdf‘_ji wmﬁ?résﬁiﬁ i/slccess on B ock 2
46.19. 86. 117 I srael 147.237.77.243|mobi | e. i df . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index B ock 2
79.179.121. 169 |lIsrael 147.237.76.31 |nakchal .idf.il |Miltiple Wauthorized URL Access from 79.179. 121. 169 B ock 2
109. 253. 209. 160]l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.22.219 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
213.151.50. 163 |l srael 147.237.77. 216 |dover . i df . i | Ml tipl e Uhauthorized URL Access from 213. 151, 50. 163 B ock 2
37.26.146.141 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
2.54.39. 206 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 186.55.51 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwwx aka. i df.il/main/scripts/css3pie. htc B ock 2
66.249.78.158 I srael 147.237.72.166 |aka. i df . i | %{“ﬁﬂ&%‘jﬁgﬁfg Frotocol violation None 1
84.111. 190. 247 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unhaut hori zed URL Access from 84. 111. 190. 247 B ock 1
37.153.230.235 |Net herl ands 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to www cogat.idf.il/arabic/pages/defaul t.aspx |B ock
80.178.97. 63 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response GCode_Qust om Tenpor ary B ock
176.13.1.13 I srael 147.237.76.31 |nakchal .idf.il ﬂ?f’;g?;é?gl?pfgtcgfjg;ﬁi | o5/ 8 1668, doc Bl ock 1
79.179.6. 81 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46. 19. 86. 193 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
84.108.207.32 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Ml formed HITP Header Line B ock 1
209. 88.198. 1 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod CPTIONS for wwv aka. i df .il/sip_storage/files/7 B ock 1
2.54.50. 119 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.176. 143. 226 |Israel 147.237.72. 166 |aka. i df . i | D stributed Whknown HTTP Request Met hod B ock 1
107.178.194.87 |Uited Sates |147.237.77. 216 |dover. i df . il |0 o0 el lfggggggé?ﬂe%v’;‘ffssp;” B ock 1
46.19. 86. 24 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
192.115.248.2  |Israel 147.237.77. 234 |hal ag. i df . i | Distributed thaut horized URL /ccess on Bl ock 1

147.237.77. 234/ i nages/ shared/ bul | et 1. gi f
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