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Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3275
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
2.52.31.212 147.237.72. 156 I srael aman. i df.il PQLI CY- OTHER TCP packet with urgent flag attenpt 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
104. 128. 144. 131|147. 237. 72. 14 |Canada dover.idf.il(old) |ET SCAN NVAP -sS wi ndow 1024 1
2.54. 40. 128 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
85.130. 200. 38  [147.237. 72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
80. 246. 130. 98 |147. 237 77 2331 5 ael atal il ET DO5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack

79.179. 98. 84 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.176.184.26  |147.237.77.216 |l srael dover . idf.il portscan: TP Dstributed Portscan 1
66.249.93.236 |147.237.76.86 |Wited Sates navy.idf.il ET SCAN NVAP -sA (2) 1
46.116.243.86  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
176.228. 187. 171|147. 237. 77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
41.223.141.85 [147.237.77. 216 |Bot swana dover.idf.il portscan: TCP D stributed Portscan 1
104. 236.21.63 |147.237.77.176 mat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
5.22.131.10 147.237.77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
93.174.93.203  |147.237. 76. 199 |Net her | ands e.nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
80. 246. 140. 27  |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
80.178.215.40 |[147.237.72. 166 |l srael aka.idf.il portscan: TP Dstributed Portscan 1
79.178.180.60 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
73.17.14. 46 147.237.76.39 |lhited Sates nobi | e. nei tav.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
62.90.100. 168  [147.237.72. 166 |l srael aka.idf.il portscan: TP Dstributed Portscan 1
190. 31. 254. 253 |147.237. 77. 216 |Argenti na dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 34 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
176.13.3. 172 147.237.77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
31.135.92.162  |147.237.77. 216 23:::;'}0” dover. i df il portscan: TGP Distributed Portscan 1
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Ret ransm ssi on

Packet dropped.

80. 246. 130.55 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 118
46.120.201. 129 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdgir:::]rit wth different moni tor |60
185. 120. 126. 73 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber monitor |58
46. 19. 86. 165 I srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 39
46. 19. 86. 237 I 'srael 147. 237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 33
109. 253. 210. 116! srael 147.237.77. 233 |ata .idf.il Bad TCP sequence Inval i d ACK nunber monitor |32
109. 253. 210. 116l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 30
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
185. 120. 126. 73 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 29
107. 167. 106. 241 |wnited Sates |147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 23
46. 19. 86. 158 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |22
85.65.128.231 | srael 147.237.77. 233 |atal i df .1 Bad TCP sequence mdﬁr:gaslnlt wth dfferent monitor 21
46.19.86.158  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 18
Ret ransn ssi on Packet dr opped.
46.19.85.5 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 18
80. 179.203.33 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 17
2.54.13.34 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 17
2.54.39.210 I srael 147.237. 77. 216 |dover.idf.i | SYN At t ack rej ect 17
46.19. 85. 145 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 16
93.172.232. 207 |israel 147.237.77. 243 |robi L e. i of . | Streaming Engine: TCP Invalid imvalid segnent retransmssi on drop 15
Ret r ansni ssi on Packet dropped.
37.26.149.180 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 85. 164 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |14
46. 19. 85. 226 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 14
66.249.69.122 |United Sates [147.237.77. 234 |hal ag. i df . i1 Streaning Engine: TCP Invalid finvalid segnent retramsmission. | o 12
Ret ransm ssi on Packet dropped.
46.19. 85. 122 I 'srael 147. 237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 85. 119 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
46.19. 85. 119 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46.19. 85. 145 | srael 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
192.114. 91. 246 |Israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
207.232.5.85  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
80. 246. 139. 215 |israel 147.237.77. 243 |robi L e. i of .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
46.19.85.113  |Israel 147.237.77. 243 |robi | e. i of .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dropped.
84.94.103.205 |l srael 147.237.72. 166 |aka.i df .i Streamng Engi ne: TCP Invalid ivalid segnent retransmssion. |, o 9
Ret ransn ssi on Packet dropped.
46.19. 85. 138 I srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.31.212 | srael 147.237.72. 156 |anan. i df . il dr op Frst packet isn't SN drop 8
2.54.39.210 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 7
192. 117. 167. 66 |l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 7
46.19. 86. 120 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.39.210 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |7
82.80.198. 164 |[lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.39. 210 I srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Invalid sequence nunber noni t or 7
41.132. 142. 254 |South Africa |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 7
46. 19. 85. 164 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
82.80.196.44  |israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid invalid segrent retramsmission. | o 6
Ret ransm ssi on Packet dropped.
185.3.147.105 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
2.54.161.212  |israel 147.237.72. 167 | shrimaka iar.i1 || Mg Engine: TP Invalid invalid segnent retransnission. | 6
Ret ransm ssi on Packet dropped.
46. 19. 86. 69 I srael 147. 237.77. 226 WI"}‘"’ chamatz. aka. Tdf o At t ack SYN -> SYN-ACK -> RST rej ect 6
2.52.62.18 I srael 147.237. 77. 216 |dover.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect
82.80.198.164 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
79.176.72.141  |israel 147. 237.72. 166 |aka i of . i | Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
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46.19.86.0 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 256
109. 253. 135. 180|1 sr ael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 114
46.19.86.0 I srael 147.237.0.19 |madimatal .idf.i|Too My of the Sane Response Code (403) in Session from46.19.86.0 |B ock 106
46.117.147. 187 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 105
46.19.86.0 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 104
109. 253. 219. 153]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 95
80. 246.136.87 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 80
46.117.147.187 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 71
109. 253. 219. 153|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 55
62.90.100. 168 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from62. 90. 100. 168 B ock 29
80. 246.136.87 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 27
109. 253. 135. 180l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 18
185. 120. 125. 5 147.237.0.34 |tikshuv.idf.il Igg'\lg%y loéstge Sane Response (pde (404) in Session from B ock 13
2.54.50. 143 I srael 147.237.0.34 |tikshuv.idf.il |DOstributed Too Many of the Sane Response Code (404) B ock 12
46. 19. 86. 78 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 10
176.12.144.35 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 10
176. 13. 22. 56 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
81.218.56.171 |Israel 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized URL Access from 81. 218, 56. 171 Bl ock
176.13.8.75  [Israel 147.237.77. 243|mobi L e i df i1 [T ™ %Tf??s\;cﬂa?ﬁicﬂ;ngga‘iﬁ;wd n Bl ock 7
2.52.61.15 I srael 147.237.77.243|nobi l e.i df . i | D stributed Whaut hori zed URL Access on nobi | e. i df . i|/sachar/i ndex B ock

176.13.1. 167 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 5
37.26.149.246 | srael 147.237.77. 243 |nobi | e. i df . i | :’;Lﬂf %Tﬁ’fs\;ﬂaﬁi&gn;%ﬁsﬁsf'd n Bl ock 5
46.19. 85. 113 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 4
109. 253. 136. 104|I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
176.13.11. 102  |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
80. 246. 136. 223 [Israel 147.237.77.243|mobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
176.13.5.125  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt : ?r(;fz‘f? , (L:J:tLe;c‘):rCyetzsnptl O e/l st chi | ddocument s/ 1513 Bl ock 3
80. 246. 139. 215 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
176.12.144.35 |Israel 147.237.77.243|nobi l e.i df . i | Dstributed Unhauthorized URL Access on nobil e.idf.il/sachar/index Bl ock 3
93.172.232.207 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 3
176.13.10. 188 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Whaut horized URL Access on nobi | e. i df . i|/sachar/i ndex B ock 2
176.13.5.125 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
37.26.149.246 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Wnauthorized URL Access on nobi | e.idf.il/sachar/index B ock 2
46.19. 85. 240 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
109. 253. 147. 64 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
80. 246. 136. 223 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
147. 236. 238. 108]l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/gi yus/ geneal . aspx B ock 2
2.54.176.57 [israel 147.237.76.42 |refuah.idf.il ~ |romeer Ve d?llﬁi/iglcst_'hmﬁt;r'“azpicem der1StxtiDin Bl ock 2
81.218.241.26 |[Israel 147.237.77.216|dover.idf .l Ml tiple Unauthorized URL Access from 81.218. 241. 26 B ock 2
46. 19. 86. 227 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
2.54.31.228 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
79.182.70.173 [israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1
176.13.22.219 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46. 19. 86. 34 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 65. 66. 171 |l srael 147.237. 72. 166 |aka. i df . i | m”;)k“; izf’f‘r_??‘;tn:ir nf;;g?:f/tp'angf‘;Zﬁgfc"hsa‘:har$°t' SLin None 1
85. 65. 11. 164 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
209.190.20.61 |[Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method HEAD for wawy aka. i df.il/main/giyus/ general .aspx |B ock 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il muit El?r: r/egn;q}_sﬁlc;ﬁizu;genem s/ 2002/ apri | / eng. doc<p Bl ock 1
37.26.149.183 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
192.198. 151. 43 |Eur ope 147.237.72. 166 |aka. i of . i | Wnknown Paraneter amp;t in None 1

wan aka. i df . i | / nai n/ rabanut / scri pt resour ce. axd
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