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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3492
66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 3489

63.141.217. 17 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66.249.93.216 |147.237.77.170|Wited Sates naarachot.idf.i1 [ET SCAN NVAP - sA (2) 3
2.52.30. 45 147. 237. 72. 156 I srael aman.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 3
66.249.73.198 |147.237.77.170|Wited Sates naarachot.idf.il [ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147.237.0.19 |Lhited Sates nedi matal .idf.iJET SCAN NMAP -sS wi ndow 1024 1
89. 248. 162. 131 |147.237. 72. 156 |Net her | ands anan. i of . i | ET SCAN NVAP -sS w ndow 1024 1
83.56.3. 111 147.237.8.14 |Sain e.orchot.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
80. 246.139. 25 |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 148 |[147.237.72. 166 || srael aka idf.il portscan: TCQP D stributed Portscan 1
77.59.238.155 |147.237.77. 176 |Swi tzer| and natpash.idf.il [ET SCAN NVAP -sA (2) 1
46. 19. 85. 156 147.237.77. 216 |I srael dover . i df .i | portscan: TCP DO stributed Portscan 1
209. 126. 116. 147|147.237. 77. 212 |Wnited Sates e.dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
167. 88. 9. 227 147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 146. 246  |147.237.77. 170 |I srael naar achot . i df . i | ET D5 Large anount of TP ZeroWndow - Possible N ller2 Bhos 1
attack
81.218. 174. 246 |147.237.77.216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
80.246. 137. 38  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
80.89.140.246  |147.237. 76. 176 gj::;”ion test.ncore.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
73.17.14. 46 147.237.76.30 |Lhited Sates hinush.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
37.26.149.139  |147.237.77. 216 |l srael dover . i df .i | portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
185. 120. 126. 73 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d ACK nunber noni t or 58
46. 19. 86. 165 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
185. 120. 126. 73 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d ACK nunber aert 29
R SN retransnmit wth different .
79.182.203.18 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal @ noni t or 27
80. 178.0. 113 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 17
. . SN retransnmit wth different .
89.138.102.28 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence vi ndow scal e noni t or 16
Sreaming Engine: TCP Invalid i i ssi
66.249.64.70  |ited Sates |147.237.76.200 [eitan. aka. idf. il 9 =g Invalid segnent retransmssion. drop 14
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66.37.210  |Israel 147. 237.77. 243 |mobi l e.i of . i | 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
203. 133. 169. 222 ?rea’ Republ i€y /7 937, 77. 216 |dover. i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
77.125.126. 207 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 86. 110 I srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 12
63.141.217.17 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
212.179. 210. 74 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 11
212.179.210. 74 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreanming Engine: TCP Invalid i i ssi
132.64.25.177 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransnssion. drop 9
Ret ransnm ssi on Packet dropped.
46. 19. 86. 191 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 7
23.236.72. 69 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 7
46. 19. 85. 156 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 120 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 156 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 120 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 152 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 6
176.13.1. 38 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
79.176.43.124 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 120 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
176.13. 1. 38 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 120 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACGK nunber noni t or 6
46. 19. 85. 35 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 35 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
. . SYNretransnmit wth different .
109. 253. 223. 178|I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Vi ndow scal e noni t or 5
46. 19. 86. 208 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
128. 127. 107. 108|Net her | ands 147.237.77. 216 |dover.i df i drop SAMrul e drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf . il drop Frst packet isn't SYN drop 5
37.26.149.202 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 186 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
149. 88. 226. 249 |l srael 147.237.77. 170 |naarachot.idf il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 4
80. 246. 139. 198 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 244 | srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber moni t or 4
37.26.148.206 |Israel 147. 237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Lhited . . . -
85. 115. 52. 201 Ki ngdom 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 4
Sreaming Engine: TCP Invalid i i ssi
109. 253. 135. 143|i srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. drop 4
Ret ransn ssi on Packet dr opped.
37.46. 39. 206 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.148.158 |Israel 147.237.72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
79.182. 155. 221 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.199. 180. 48 i srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
132. 64.189. 63 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.66.82  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
62.0.212. 209 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 147. 17 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 43
2.54.142. 100 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 41
109. 253. 193. 24 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 18
37.26.148.237 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
. . . Paraneter Type Mol ati on NewPassword in
46. 19. 86. 157 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i df .1 | / sachar / changepassvor d B ock 9
109. 253. 210. 185|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 9
; . . Unaut hori zed URL Access to
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp Bl ock 6
. . . Too Many of the Sane Response Code (404) in Session from
109. 253. 147. 17 |l srael 147.237.0.19 |nadimatal .idf.il 109, 253. 147 17 B ock 5
: . . D stributed Lhaut horized URL Access on
109. 253. 147. 17 |Israel 147.237.77.243|nobi l e. i df . i | mobi | €. df i1/ nekudot /i ndex B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf . il Ml tipl e Uhaut horized URL Access from 46. 118. 155. 216 B ock
109. 253. 209. 161 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
212.179.210. 74 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
. . Unaut hori zed URL Access to
194.90.66.15 |lsrael 147.237.77. 234 [hal ag. i df . i | vown | ogi sti cs. atal .idf il /sip storagelfiles/7/size3330/ 1877.jpg |2 %K |2
81.218.161.95 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 2
. . Unaut hori zed URL Access to
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | vw aka i df i |/ vd mai 1/ i yus/ gener al . aspx B ock 2
46.19. 85. 244 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/ww tikshuv.idf.il B ock
46. 19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock
. . . Dstributed Paraneter Type Mol ation on nobile.idf.il/sachar/l ogin
46. 19. 86. 25 I srael 147.237.77. 243 |nobi l e. i df . i | par anet er Passvor d B ock 2
. . Unhaut hori zed URL Access to
149. 88. 146. 83 | srael 147.237.72.166 |aka. i df . i | v aka. i df i1/ nai v sachar/ undefi ned B ock 2
2.54.181.6 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 2
66. 249. 78. 9 I srael 147.237.72. 166 |aka. i df . i | Distributed Uhaut hori zed LR Access on B ock 2
wn aka. i df . i |/ md mai n/ gi yus/ gener al . aspx
m ny- kosher - kravi . i ing *j 9 [
37.26.146.206 | srael 147.237.0.17 ny l1egal Paraneter Encoding *j | 62gogT) 1] %0 £85 BA in None 1
df.il mny- kosher - kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
80. 246. 139. 220 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
. . URL is Above Root Directory
149. 202. 98. 160 |Ger many 147.237.77.216|dover.idf .i | wowvi o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s B ock 1
46. 19. 85. 156 I srael 147.237.77. 216 |dover . i df . i | D stributed Whknown HTTP Request Met hod B ock 1
109. 253. 209. 253|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
2.54.144. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unaut hori zed URL Access to
66.249.78.102  |Israel 147.237.77. 216 [dover. i df . il 147.237. 77, 216/ 1065- he/ dover . aspx Bl ock 1
46.19. 85. 85 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
109. 64.175.38  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 69. 50 | srael 147.237.72.166 |aka. i df . i | w aka. i df .i |/ nobi | e/ mai n/ gi yus/ gener al . aspx B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wwited Sates [147.237.77.216 |dover.idf.il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
. . Unaut hori zed Met hod PCBT for
62. 128. 48. 50 | srael 147.237.72. 166 |aka. i df . i | wn aka, i df . i |/ nai n/ sachar / nas. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
176. 13. 16. 67 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
82.81. 2. 165 I'sr ael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in LR /nainkapatz//res B ock 1
our ces/ i nages/ i nner page/ goback. gi f
46. 19. 85. 244 I srael 147.237.0.34 |tikshuv.idf.il Mal formed URL 4. 3; B ock 1
132.64.189.63 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Gode Character in LRL Bl ock 1
5. 255. 253. 29 RJsls;;ni on 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.182.203.18 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
2.54.23.151 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
. . D stributed Lhaut hori zed URL Access on
66. 249.78. 9 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . 1/ robi | &/ mai 1V gi yus/ general . aspx B ock 1
46.19. 85. 101 I srael 147.237.77.216|dover. i df .i | Mil ti pl e Unknown HTTP Request Method from 46. 19. 85. 101 B ock 1
46. 19. 85. 40 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . . Paraneter Type Molation lang in
85.17.73. 12 Net her | ands 147.237.0.34 |tikshuv.idf.il vawn ti kshuv. i o i 1/ modul es/ f or uns/f or uns! i st . asp B ock 1
66.249.65.181 [lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1247-he/ atal . aspx |B ock 1
m ny- kosher - kravi . i _ ,
37.26. 146. 206 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encodi ng from 37.26. 146. 206 None 1
81.218.104.109 |Israel 147.237.77.74 |lawidf.il thauthori zed LR. Access to B ock 1
wa | aw i df . i 1/ consol ef core/ doc_ngr/ doc_ngr. asp
46.19. 86. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
’ . . Unaut hori zed URL Access to
157.55.39.24  |Wnited Sates  |147.237.76.86 [navy.idf.il vown navy. i o i |/ api / front end/ v/ br ochur e- sl i der Bl ock 1
46. 19. 85. 190 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
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