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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3011

66. 249. 73. 198 | srael 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 1155

81. 218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets dr op 3

8. 37.224.134 Anonynous Proxy 147.237.77.216 dover.idf.il F Dover Uhder Attack Con Htp drop 2

149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

dte

|Signature

46. 19. 86. 227 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
212.199. 185. 4 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
93.174. 93. 203 147. 237.77. 176 Net her | ands nat pash. i df .i ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 147.237.76.202  |Wkraine e. halag.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
81.218. 160. 79 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
216.72. 40. 185 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
109. 251. 56. 171 147.237.77.176  [Wkraine nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 147.237.76.202 |Wraine e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.218. 162. 101 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.76.176  |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46. 19. 86. 165 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 124
8. 37. 224. 134 g”&;ymus 147. 237.77. 216 |dover.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 87
8.37.224. 134 g”&;y”ous 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 71
185. 120. 126. 73 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 56
46. 19. 86. 94 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
80.178.0. 113 | srael 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 30
185. 120. 126. 73 147.237. 77. 216 [dover. i df.il Bad TCP sequence Inval i d ACK nunber alert 28
46.19. 86. 131 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 19
Sreamng Engine: TCP Invalid i i ssi
79.181.13. 146 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 15
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
46.19. 85. 68 I srael 147.237.0.19  |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g 15
Ret ransm ssi on Packet dr opped.
37.26.146. 247 |lsrael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 12
46. 19. 85. 120 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 38 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 38 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i SSi
2.52.57.91 I'sr ael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
37.26.146.210 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.183.166.40 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
46.19. 85. 38 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 9
R SYNWtACK retransmit with different .
46.19. 85. 38 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal noni t or 9
46.19. 85. 38 I srael 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 7
46. 19. 85. 38 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYNACK -> Ti meout aert
46. 19. 85. 38 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46.19.85.38  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmit with different oo vor |7
w ndow scal e
203. 133. 169. 222 ?rea’ Republic (147 537 77. 216 |dover.idf .1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning BEngine: TQP Invalid i i SSi
2.54.45.31 I'srael 147, 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.54.164. 247 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.52.26.13 I srael 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 250 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
62. 0. 197. 69 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber aert 6
46.19. 86. 193 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 193 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 90 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 86. 193 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 188 I srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaming Engine: TCP Invalid ' i ssi
157.55.39.75  |wited Qates |147. 237. 76. 200 |ei tan. aka. i df .i | 9 =g Imvalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
79.179. 187. 172 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 86. 193 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid sequence nunber noni t or 6
31.210.188.70 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 188 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
212.179. 210. 74 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Korea, Republic R SYNWtACK retransmit with different .
203.133. 169. 222 - 147.237. 77. 216 |dover . i df . i | Bad TCP sequence wi ndow scal 6 noni t or 5
80. 246. 136. 236 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 6 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 5
46. 19. 86. 193 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
84.94.45.178  |israel 147. 237. 77. 243 |nobi l e.i df i | g =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
62. 0. 101. 97 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 86. 250 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 80
46. 19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 73
46. 19. 86. 250 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 55
46. 19. 85. 68 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 34
46.19. 86. 138 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
80. 246. 136. 112 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 23
94.230.86.195 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
109. 253. 196. 243|| sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
46.19. 86. 153 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 6
2.54.181.6 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
212.199.99.30 |[Israel 147.237.76.31 |nakchal .idf.il |Post Request - Mssing Content Type from 212.199. 99. 30 B ock 4
212.199.99.30 |Israel 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 4
176.13.22. 27 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.237 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 153 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.142.243.77 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.86.0 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
108.228.12.10 [wnited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wwidf.il/error.htm B ock 3
46. 19. 86. 243 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.116.201.9  |israel 147.237.72.166 |aka. i df . i | ;Twa’:;;elr dfkj??/?a'jﬁ/\gac:hztr'/?lgi's?r o zard regi st e aspx None 2
212.199.99.30 [Israel 147.237.76.31 |[nakchal .idf.il [Miltiple Unauthorized URL Access from 212.199.99. 30 B ock 2
212.235.49.99 |[Israel 147.237.77. 216 |dover.i df . i | Distributed Unaut horized HTTP Met hod B ock 2
176.13.23.3 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
212.199.99.30 [Israel 147.237.76.31 |nakchal .idf.il [Post Request - Mssing Content Type B ock 2
2.54.44.35 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.13.10. 185 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
46.19.86.250  |israel 147.237.0.19  [nadi matal . i df i [ e TPe Mol r;a:):)ﬁne/c%mr/nni?tg;c:;& der1StxtSreet in Bl ock 2
2.54.174. 176 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

46.19. 86. 129 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
185.32.179.129 |l srael 147. 237.77. 243 |nobi | e. i df . i | %;ult:?rd'fz‘f? | tg‘egpgrcﬁsemzlesll st chi | ddocunent s/ 1362 Bl ock 2
204.13.200. 200 [Uhited Sates [147.237.77.216|dover. i df .| D stri uted lT;‘;f;g;gfﬂe%vﬁ?fsp;” Bl ock 1
46.19. 85. 120 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
79.181.111.175 |Israel 147.237.72.166 |aka. i df . i | mn;;\: iZ?T ?Ff;;rnlgi\c"hiﬂﬁimﬁ;pz None 1
66.249.78.159 |[Israel 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
37.26.148.199 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 220. 202|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.29.187. 226 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 65. 116. 195 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
2.54.42.133 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
81.218.104. 109 |Israel 147.237.77.74 |law i df.il multg\?ur:s]?ﬂ |%or§;e:/sc;:)e/ doc. mur/ doc._mur . asp Bl ock 1
185. 32.179. 208 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df.il/newsitel novies/ strike_heb2. asf B ock 1
46. 19. 85. 22 I 'srael 147.237.76.42 |refuah.idf.il Mal forned URL B ock 1
173.252.115. 84 |lhited Sates |147.237.72.166|aka. i df .il Untraceabl e S3. Sessions: sigal gs oS Attack None 1
31.168.151. 101 [Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
109. 253.156. 2 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 182 I srael 147.237.0.34 |tikshuv.idf.il m“: IhE;'hﬁSdl (Ljf_Li ff‘;ﬁ;ﬁl ot it e dessage. aspx Bl ock 1
208. 184.112. 74 [United Sates [147.287.77. 216 dover. i df i1 [oo " GG TR TS TR e on Bock |1
2.54.188.133  |israel 147.237.77. 216 |dover . i df . i | 2‘.";;_‘)1'8‘38_':;'3'3‘” dth/ kel fw dth Lhi code Encoding on URL/ Parareter (+)  from (g 1
95. 35. 186. 254 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: Lhknown SSL Sessi on None 1
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