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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 73. 198 | srael 147.237.77.170 naarachot . i df.il |TCQP handshake viol ation, first packet not syn |drop 3982
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3510
79.182.114. 82 | srael 147.237.0. 19 nadi matal .idf.il|B ock Udp All Nets drop 3
79.182.114. 82 | srael 147.237.77.216 dover.idf.il Bl ock_Udp Al Nets drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
82.221.105.7 | cel and 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
45.58.118. 218 147.237.76. 31 nakchal .idf.il Bl ock_Udp All _Nets dr op 1
89.248.174. 4 Net her | ands 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
123. 195. 128. 69 Tai wan 147.237.76. 38 eeneitav.idf.il|Bock Wdp Al Nets drop 1
45.58. 118. 218 147.237.76. 30 hi nush. i df.il ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At t acker .
Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
. .. |ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential
80. 82. 69. 91 147.237.0.19 |Netherl ands nadi matal .idf.il ) 1
Scan or Infection
117. 25. 155. 164 |147.237.0.15 [China kosher-kravi .idf.i|[ET SCAN NMAP -sS w ndow 3072 1
117.25. 155. 164 [147.237.0.15 |China kosher-kravi .idf.i|[ET SCAN NVAP -f -sS 1
104. 128. 144. 131|147. 237.8. 24 |Canada e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
93.174.93.203 |147.237.0.200 [Netherlands mdu. i df il ET SCAN NMVAP -sS wi ndow 1024 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
185. 100. 85. 148 |147. 237. 76. 197 e. hinush. i df . il ET SCAN Potential SSH Scan 1
117. 25. 155. 164 |147.237.0.15 [China kosher-kravi .idf.i|[ET SCAN NMAP -sS w ndow 2048 1
. L SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
106. 75.199. 201 |147.237.76. 177 |Chi na ncore.idf.il . . - 1
deni al of service attenpt
104. 128. 144. 131|147.237.8. 24 |Canada elifestyle.idf.il |[ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
185. 120. 126. 73 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber monitor |56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
185. 120. 126. 73 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 27
141.0.12. 126 Nor way 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 25
49.248.50.223 |India 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
46. 19. 86. 217 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (14
46.19. 85. 177 I srael 147.237.72. 167 |i shuri maka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreanming Engine: TGP Invalid i i ssi
66.249.78.146 |United Sates |147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dropped.
46. 19. 85. 205 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85.177 | srael 147.237.72. 167 |i shuri maka. i df . il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 205 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
66.249.66.90  |Uhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
176.12.134.10 |Israel 147.237.72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19. 85. 13 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop
91. 200. 12. 7 Wkrai ne 147.237.72. 166 |aka.idf . il dr op SAMrul e drop
reanming BEngine: TCP Invali i i ssi
40.77.167.95  |UWited Sates |147.237.76.200 |eitan aka idf.il Streamng Engi ne: TCP Invalid Jinvalid segnent retransnission drop 4
Ret ransm ssi on Packet dropped.
46. 19. 85. 205 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
91. 200. 12. 7 Wkrai ne 147. 237.77. 226 "‘I”f"’ chamatz. aka. idf | SMrule drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor (4
72.9.148.10 Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SN drop 3
Sreaning Engine: TQP Invalid i i ssi
2.54.19. 16 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
46. 19. 86. 13 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor 3
reamn ine: TCP Invali i i ssi
46.19.86.146  |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid linvalid segnent retransmssion. | op 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.219 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
185. 3.147.216 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
Sreaming Engine: TGP Invalid i i ssi
40.77.167.43  |Wited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. o 2
Ret ransni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
66.249.66.95  |Uited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
178. 62. 162. 228 LK!i“r::gom 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |2
157.55.39.127 |lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
46. 19. 85. 70 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
40.77.167.43  |UWited Sates |147.237.76.200 |eitan aka idf.il 9 =g Invalid segnent retransmssion. | o 2
Ret ransm ssi on Packet dropped.
128.127.107. 108|Net herl ands  |147.237. 77. 216 |dover.idf.il drop SAMrul e drop 2
R SYN+tACK retransnmit wth .
5.29.170. 134 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor |2
1.39.37.54 I ndi a 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
141.212.121. 171|wnited Sates |147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 122|Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il dr op drop 1
180.97.106.37 [China 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
52.16. 5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 1
46. 19. 85. 221 I srael 147.237.77. 243 |mobi l e.idf i | Bad TCP sequence Inval i d ACK nunber monitor |1
. ] s . Geo- | ocati on i nbound
106. 75. 199. 201 |Chi na 147.237.8.28 |e.nobile-ks.idf.il Ceo- 1 ocati on enf or cenent onf or coment drop 1
157.55.39.119 |wnited Sates |147.237.77. 176 |natpash.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206. 94 |lhited Sates |147.237.76.197 |e. himush.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
46. 19. 85. 70 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il dr op SAMrul e drop 1
141.212.121. 175|Wited Sates |147.237.77. 121 |e. navy.idf il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.121. 170|Wited Sates |147.237.8.28 |e.nobileks.idf.il Geo- | ocati on enf or cenent ﬁ;’o:ggi'mo” i nbound drop 1
184.105. 139. 72 |wnited Sates |147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site
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Devi ce
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Too Many of the Sane Response Code (404) in Session from

Action

‘Count

waw i df . i | /1414- he/ dover . aspx

46. 19. 85. 70 I srael 147.237.0.19 |[nadimatal .idf.il 46. 19 85. 70 Bl ock 59
46.19. 85. 70 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 39
46. 19. 85. 70 I srael 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Code (403) in Session from g ) 33
46. 19. 85. 70
213.8.204. 15 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 20
80.246.130.78 | srael 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Code (404) in Session from g oo\ 14
80. 246. 130. 78
109. 253.195. 91 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
46.19. 86. 23 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 7
208.115.113.88 |United Sates  |147.237.76.86 |navy.idf.il thaut hori zed LR. /ccess to B ock 6
navy. i df.il/giyus/foruniasp/ showf orum asp
109. 253. 145. 155|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
109. 253. 205. 195]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.176.197.113 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.21.122 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
91.143.80.201  [Ger many 147.237.77. 216 (dover. i df . i | v i dff i |/ 1133- 22461~ hel dover . aspx. B ock 2
173.252.88.91 |Uhited Sates 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
84.228.46.162 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .i |l Uhaut hori zed URL Access to waw i df.il/error. htm B ock 1
31.13.102.119 |[ireland 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
68.180. 228. 175 |[Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
. . Unhaut hori zed URL Access to
66.249.65.174  |Israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1401- he/ at al . aspx Bl ock 1
. . Unaut hori zed URL Access to
185.3.147.216 [l srael 147.237.76.42 (refuah.idf.il 147. 237.76. 42/ appl e-t ouch- i con- pr econposed. png B ock 1
; ] . Unhaut hori zed URL Access to
107.178.194.79 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
. - Unaut hori zed URL Access to
66.249.78.234 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
. ny- kosher - kravi . i df . .
216. 218. 206. 68 |lLhited Sates 147.237.0.16 i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
157.55.39. 116 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249. 65.181 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
68.180.228.112 [lhited Sates 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
; ] . DO stributed Lhaut horized URL Access on
208.184.112.74 |lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
5.29. 164. 192 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
68.180.228. 112 |lhited Sates  |147.237.77.216|dover. i df.i | Paraneter Type Mol ation PageNimin B ock 1
www i df . i | /1381- he/ dover . aspx
176. 13. 13. 58 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
66.249.78.159 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to www i df.il/894-he Bl ock
; ] . DO stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
Russi an ny- kosher -kravi . i df . |uaut hori zed URL Access to
5. 255.283.75 Feder ati on 147.237.0.16 il v ny- kosher -kravi . i df .il/robots. txt Bl ock 1
68.180. 228. 112 |lnited Sates  |147.237.77.216|dover. i df .i | Paraneter Type M ol ation PageNimin Bl ock 1
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