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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3240

66. 249. 73. 198 | srael 147.237.77. 170 naarachot.idf.il |TQP handshake viol ation, first packet not syn |drop 3089
79.182.114. 82 | srael 147.237.0. 19 nadi matal .idf.il |Block Udp All Nets drop 3
79.182.114. 82 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
82.221. 105. 6 I cel and 147.237.76. 147 chinuch. aka.idf.il|B ock Wdp Al Nets drop 1

208. 67. 1. 66 Lhited Sates 147. 237. 76. 202 e.halag.idf.il Block Np All Net drop 1

208. 67. 1. 66 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Block Np Al Net drop 1

208. 67. 1. 66 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 66. 182 [147.237.0.34 [lhited Sates [tikshuv.idf.il ET SCAN NVAP -sA (2) 2
12.139.41.189 [147.237.72.156 |lLhited Sates |anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
191.33.8.245 |147.237.0.19 |Razil nadi matal.idf.il |ET SCAN NVAP -sS w ndow 3072 1
168. 62. 238. 153 |147.237.76. 199 |Uhited Sates [e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
103.23.102.5 |147.237.8.28 |[Indonesia e.nobile-ks.idf.il |ET SCAN Potential SSH Scan 1
103.23.102.5 [147.237.8.24 |indonesia elifestyleidf.il|ET SCAN Potential SSH Scan 1
93.174.93.203 |147.237.8.50 [Netherl ands e.tikshuv.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
83.56.3. 111 147.237.77. 234 |Spai n hal ag. i df.il ET SCAN NVAP -sS wi ndow 3072 1
66.249. 78. 165 |147.237.72.166|lhited Sates |aka.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
46. 165. 222. 227 |147. 237. 77. 233 |Ger many atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
191.33.8.245 [147.237.0.19 |Eazil nadi matal.idf.il |ET SCAN NVAP -sS w ndow 4096 1
168. 62. 238. 153 [147.237. 76. 200 |Lhited Sates |eitan.aka.idf.il |ET SCAN NVAP -sS w ndow 1024 1
103.23.102.5 |147.237.8.46 [Indonesia e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
103.23.102.5 [147.237.8.27 |Indonesia e.nadimatal .idf.i|[ET SCAN Potential SSH Scan 1
103.23.102.5 |147.237.8.14 |Indonesia e.orchot.idf.il |[ET SCAN Potential SSH Scan 1
83.56.3. 111 147.237.77. 234 |Spai n hal ag. i df.il ET SCAN NVAP -sS wi ndow 4096 1
73.17. 14. 46 147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

185. 120. 126. 73 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber monitor |56

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

185. 120. 126. 73 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 28
Wb Server Enforcenent HTTP Deni

207.241.226.59 |Wited Sates |147.237.72. 166 |aka i cf.il _ Ve Servers S ow Denial of 1. eet 14
Mol ation Servi ce

Russi an Lo Sreanming Engine: TCP Invalid|invalid segnent retransmssi on.

141.8.132.112 | 2 on 147.237.72. 166 |aka. i df i Ret r ansmi Ssi on Packet  dr opped. drop 9

46.19. 85. 86 I srael 147.237.77. 176 |nat pash. i f .i | Bad TCP sequence Invalid ACK nunber alert

64.131.37.135 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop

46. 19. 85. 86 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |4

64.246.165.200 [Lhited Sates  [147.237.76.86 [navy.idf.il Header Rejection ?eqeadueser O ection pattern found inf o vor  |a

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

46. 19. 86. 182 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4

195. 34. 150. 18  |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nmonitor 4

160. 3. 230. 87 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |3

46. 19. 85. 156 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2

2.54. 44. 246 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2

46. 19. 85. 156 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

46. 19. 85. 86 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 2
Sreaning Engine: TQP Invalid i i sSi

66.249.78.146 |Wnited Sates |147.237.72. 166 |aka.idf . il g =g Invalid segnent retransmssion. | o 2
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 86 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |2

37.142.68.58 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i SSi

160.3.230.87  |Uited Sates  |147.237. 77. 216 |dover. i df . i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

40.77.167.43  |Wited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.

141.212.121. 170|Wited Sates  [147.237. 77. 212 |e. dover. i of .i Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1

enf or cenent
184. 105. 247. 203|Wited Sates  |147. 237. 77. 227 |e. hanaz. i of . i | Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1

enf or cenent
94.230.86. 156 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 1
Geo- | ocati on i nbound

141.212.122. 219|Whited Sates  |147. 237. 76. 196 |e. sviva i df. il Geo- | ocati on enf or cenent onf or cenent drop 1
141. 212. 122. 145|Uited Sates |147.237.72. 167 |i shurimaka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 172|Wited Sates |147.237. 72. 167 |i shuri maka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128.61.240.118 |Lhited Sates [147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
81. 169. 237. 146 |Cer many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
141.212.122. 157|Wited Sates  |147.237.0.35 |akavs.idf.il drop drop 1
54.183.120. 101 |lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.121. 174|Uhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.121. 171|Wited Sates |147.237.8.46 |e.chinuch.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 212|nited Sates  [147.237. 76. 199 |e. nakehal . i df . Geo- | ocati on enf or cenment ﬁ?olr 222;?” | nbound drop 1
104. 232. 3. 33 147.237.0.33  |idf.il drop drop 1
146. 185. 239, 102 RJSIS::t”ion 147. 237. 72. 167 |i shuri maka. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 151 |Uhited Sates [147.237.76.30 |hinush.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 172|Wited Sates  |147.237.76.30 |himush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71. 170 |wited Sates [147.237. 76. 199 |e. nakchal . i df . Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
81. 169. 237. 146 |Cer many 147.237.77.179 |e.nazi .idf .il dr op SAMrul e drop 1
141.212. 122. 157|wited Sates  [147. 237. 77. 227 |e. hanaz. i of .i Geo- | ocati on enf or cenment ifolr (C’gignon | nbound drop 1
54.183.120. 101 |Whited Sates |147.237.8.50 |etikshuv.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.121. 174|wnited Sates  [147.237.0.17 ][“lnly kosher-kravi.1d loyN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 171|Uited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 240|Whited Sates |147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect

37.142.68. 58 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nvalid ACK nunber alert
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46. 19. 85. 70 | srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 106
46. 19. 85. 70 I'srael 147.237.0.19 |nadimatal .idf.j|ToC MY of the Same Response Cbde (404) in Session from Bl ock 46
46. 19. 85. 70
2.54.21.63 I srael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 13
31.168. 14. 82 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
141.8.132. 112 RJSIS;:;} on 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46. 19. 85. 70 | srael 147.237.0.19 |nadimatal .idf.il[Too Many 404: Response Code per Session B ock 1
68.180. 228.112 |[lhited Sates 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 68. 180. 228. 112 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
157.55. 2. 131 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs oS Attack None 1
. . S Lhtraceabl e Gonnection - Protocol violation
66.249.78.165 |[Israel 147.237.72. 166 [aka. i df . i | (SSL CONN LI ENT HELLO) None 1
79. 180. 120. 66 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1409- he/ at al . aspx B ock 1
66.249. 78.102 |l srael 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
Anonynous . . O stributed Whaut hori zed URL Access on
185.36.100. 145 |5 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. ; Unaut hori zed URL Access to
66.249.78. 190 | sr ael 147.237.77. 176 |nat pash. idf.il W cogat . i df . i |/ coordi nati ongaza/ pages/ nmi vneaza. aspx Bl ock !
66. 249. 69. 36 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates  [147.237.77.216 (dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
40.77.167. 43 Lhited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
; ; ; D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- hel dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66.249.73.198 |[lIsrael 147.237.77. 170 [maar achot . i df . i | |Mil tiple Unauthori zed URL Access from 66. 249. 73. 198 B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Uhknown Paraneter ca.. in ww aka.idf.il/chinuch/klali/default.asp None 1
’ . . DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Dstributed Lhauthorized URL Access on
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
66.249.73.198 |[Israel 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/pdf/files/9/108889. pdf [B ock
141. 212. 122. 145|Wited Sates 147.237.72. 167 |i shuri maka. i df . ijUnaut hori zed URL Access to 147.237.72.167/ B ock
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Unaut hori zed UR. Access to wawidf.il/error. htm B ock 1
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