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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 6296
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3051
157. 55. 39. 32 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

61. 160. 247. 202 Chi na 147.237. 76. 34 yohalan.idf.il |JLM Under Attack Con Htp drop 1

66. 249. 78. 153 | srael 147.237.72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1

208. 67. 1. 66 Lhited Sates 147.237. 76. 34 yohal an.idf.il B ock Np Al _Net drop 1
141.212.122.198 Lhited Sates 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker .
Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249.73.206 |147.237.77.170|Wited Sates |mmarachot.idf.il ET SCAN NVAP -sA (2) 2
190. 249. 184. 162|147. 237.77. 19 |Col onbi a I awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187. 160. 152. 143|147. 237. 77. 74 |Mexi co lawidf.il ) 1
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
179.33.34.162 [147.237.0.33 |Col onbi a idf.il ) 1
Potential Scan or Brute Force
167.88.9. 227 147.237.77.205|lhited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248.162. 131 |147.237.8.45 |Netherlands |e.eitan.idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237. 77. 233 |Ger many atal.idf.il ET SCAN Potential SSH Scan 1
190. 249. 184. 162|147. 237. 77. 19 |Col onbi a | awforumidf.il ET SCAN NVAP -sS wi ndow 3072 1
185. 100. 85. 148 [147.237.72. 167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.0.16 [Wnited Sates |ny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 1024 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113. 59. 20. 29 147.237.0.33 |China idf.il ) 1
Potential Scan or Brute Force
46.228.207.18 |147.237.76.44 |Ger nany e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
185. 120. 126. 73 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 126. 73 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber alert 27
79.179. 186. 149 |Israel 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 10
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
179. 53. 59. 228 z;:t;"icca” 147. 237. 77. 216 |dover. i cf . i | drop First packet ism't SWN drop 4
Sreaning Engine: TQP Invalid i i SSi
5.28.172.236  |israel 147.237.72. 166 |aka. i df . i 9 =g Imvalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Russi an ) e Sream ng Engi ne: TCP Invalid|invalid segnent ret ransni ssi on.
5. 45. 254. 226 eration 147.237.0.34 |tikshuv.idf.il Ret r ansni ssi on Packet dr opped. drop 3
98.252.51.195 |lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Feiled to handl e connection data [monitor |3
o SYN+FACXK retransmt wth .
79.179. 186. 149 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence ai fferent vi ndow scal e nonitor |3
128.127. 107. 108|Net her | ands 147.237.76.86 |navy.idf.il dr op SAMrul e drop 2
} . . SYNFACXK retransmt wth .
66.225.122.26 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence different w ndow scal e nonitor |2
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 2
Sreamng Engine: TCP Invalid i i ssi
157.55.39.15  |Wited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dr opped.
179. 53. 59. 228 g’;:gl“iia” 147. 237.77. 216 |dover. i df . i Bad TCP sequence monitor |2
81. 169. 237. 146 |Cer many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 2
Sreaming Engine: TCP Invalid i i ssi
157.55.39.75  |wited Sates  |147.237.72. 166 |aka idf .l g =g Inval i d segnent retransmssion. . 2
Ret r ansmi ssi on Packet dr opped.
141.212.122. 149|Wnited Sates  [147. 237.76. 44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent S:;]?O'r ggi'nton I nbound drop 1
93.174.93.203  |Nether| ands 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-l ocati on inbound drop 1
enf or cenent
Dom ni can . . .
179.53. 59. 228 Repub i ¢ 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber aert 1
151. 80. 164. 147 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
141.212.121. 172|Uhited Sates  [147.237.76.39 |[nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 114|Wnited Sates  [147.237.0.200 |mu.idf.il Geo-1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
128. 127. 107. 108|Net her | ands 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 1
184.105. 139. 115|wnited Sates  [147. 237. 76. 202 |e. hal ag.i df .1 Geo- 1 ocati on enf or cenent S:;]?O'r ggi'nton I nbound drop 1
54.183.120.101 |Wited Sates  |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 150|Wnited Sates  [147. 237. 76. 44 |e.refuah.icf. il Geo- | ocati on enf or cenent Sﬁ?olr ggi'ﬂ?” I nbound drop 1
128.127. 107. 108|Net her | ands 147. 237. 76. 147 |chi nuch. aka. i df . | drop SAMrul e drop 1
94.230.86.156 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
179. 53. 59. 228 ggfﬁ'i?ﬂ 147. 237. 77. 216 |dover . i df . Bad TCP sequence Inval i d ACK nunber moni tor |1
74.82.47.22 Lhited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on enf or cement Geo-l ocati on inbound drop 1
enf or cenent
141.212.121. 173|United Sates 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 120|lLnited Sates 147.237.77.19 |lawforumidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128. 127. 107. 108|Net her | ands 147.237.0.19 |nadimatal .idf.il drop SAMrul e drop 1
184. 105. 247. 204|wnited Sates  [147.237.0.35 |akaws.idf.il drop drop 1
81. 169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
54.183.120.101 |Lhited Sates  |147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 156|Wited Sates  [147.237.0.19 |[nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128. 127. 107. 108|Net her | ands 147.237.77. 233 |atal .idf. il drop SAMrul e drop 1
199. 16. 156. 126 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
179. 53. 59. 228 :;:t;"icca” 147. 237. 77. 216 |dover. i cf . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
157. 55. 39. 32 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
8.37.226.2 g”;(’;ymus 147. 237. 77. 216 |dover . i of . i | drop First packet ismt SWN drop 1
141.212.121. 175|Wited Sates  [147.237.76.34 |yohal an.idf.il drop drop 1
128.127. 107. 108|Net her | ands 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 1
184. 105. 247. 248|wnited Sates  [147.237.0.17 ;“I"Iy kosher-kravi. 1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
Unaut hori zed URL Access to
8.37.70.90 Lhited Sates |147.237.77.216|dover.idf.il waw i df . i |/ 894- he/ dover . aspx8usg=al kj r hgmxziwll c6gopj wi i hsdss |Bl ock 1
r bf saq
. . Unhaut hori zed URL Access to
77.40.129.123  |Nor way 147.237.77. 216 |dover.idf .il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
66. 249. 66. 21 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx  [Bl ock 1
. m ny- kosher - kravi . i d _
184. 105. 247. 196|Lhited Sates |147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
68.180.229.173 [Lnited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
50.153.189. 113 [lhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
79.179. 186. 149 | srael 147.237.72. 166 |aka. i df . i | wdt;)p' e Untraceabl e SS9 Sessions from79. 179. 186. 149 (Cpen None 1
. . Unaut hori zed URL Access to
66. 249. 66. 27 I srael 147.237.76.31 [nakchal .idf.il 147.237.76. 31/ si p, st or agel fi | es/ 8/ 1668. doc B ock 1
; ; ; Unhaut hori zed URL Access to
204.13.200. 200 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
] . . Unaut hori zed URL Access to
68.180.230.57  |Uhited Sates [147.237.76.42 |refuah.idf.il vy refua. atal . idf.il/tenpl at es/ shared/ user control s/ navnenu/ Bl ock !
54,183.120.101 |wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
79.179.186. 149 [Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.78.159 I srael 147. 237.77. 216 |dover . i df . i | thauthori zed LR /ccess to B ock 1
wwy i df . i |/ newsi t e/ engl i sh/ docunent s. asp
’ . - Unhaut hori zed URL Access to
208.184.112.74 |Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180. 230. 224 [Wited Sates |147.237.76.31 [nakchal .idf.il v nakhal i df i 1/ 1073- he/ nakhal . aspx Bl ock 1
54.183.120. 101 [Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
157.55. 39. 75 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
68. 180. 228. 112 |Wnited Sates |147.237.77.216|dover. i df . il Paraneter Type \iol ation PageNumin B ock 1
wan i df . i | /1393- en/ dover . aspx
77.40.129.123  |Nor way 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 77.40. 129, 123 B ock 1
. . . Unaut hori zed URL Access to
66. 249. 64. 193 | srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunents/ 1774 Bl ock !
Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df .| waw. i df . i |/ 1283- 14840- en/ kkkkkkk=2237975bkkkkkkk_223797 |Bl ock 1
5b
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v idf.il/anan/ B ock 1
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