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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 7155
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 3165
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |SlgnaIure Devi ce Action |Count |
66.240.213.93 [Wited Sates 147. 237. 8. 46 e. chinuch. i df.il|13891: TLS QpenSSL Encrypt ed/ Lhencrypt ed Heartbeat Packet Per nit 2
83.161.67.152  |Net herl ands 147.237.72.166 |aka.idf.il C1000106: HTTP: mnaj estic bot B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

106. 120. 201. 115(147. 237. 0. 200 |Chi na ndu. i df il G°PL SCAN nmap TCP 2
89.248. 162. 131 |[147.237.76.86 |[Netherlands navy. i df.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.77. 216 |Ger many dover.idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 [147.237.76.39 [Ger nany nobi | . nei tav. i df.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.72.14 |Ger many dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237.0.33 |Ger many idf.il ET SCAN Potential SSH Scan 1
46. 165. 222. 227 [147.237.77. 178|Ger many e. mat pash. i df .il ET SCAN NVAP -sS w ndow 1024 1
5.148.157.229 [147.237.77. 205 |Wni ted Ki ngdom |prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 [147.237.0.34 |Uhited Sates  |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 162. 131 |147. 237. 76. 148 |Net her | ands ggcenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
80.248.146.42 |147.237.0.35 ?ézz;;”im akave. i df. il ET SCAN NVAP -sS wi ndow 1024 1
46.228.207.18 |147.237. 76. 202 |Ger many e halag.idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 [147.237.76.34 [Ger many yohal an. i df .il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.0.35 |Ger nany akavs. i df . i | ET SCAN Potential SSH Scan 1
46. 165. 222. 227 |147.237. 77. 226 |Ger many waw chanat z. aka. i df . i 1 [ET SCAN NVAP -sS wi ndow 1024 1
46. 165. 222. 227 |147.237. 76. 176 |Ger many test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
012 3.105. 128 |147. 237 0.33 |k ai ne il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address [Ste Signature Acti on ‘Count

185. 120. 126. 73 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |56

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

185. 120. 126. 73 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 29

92.176.146.78 |Fance 147.237.77. 243 |nobile.idf.il dr op Frst packet isn't SN drop 5
Sreanmng Engine: TCP Invalid i i ssi

199.30.24.201 |wited Sates 147. 237. 76. 200 |6 tan. aka i of . i 9 =9 Invalid segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TGP Invalid i i ssi

82.80.168.139 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

141.8.132.112 |Russian Federation |147. 237. 72. 166 |aka.i df . i | 9 =g Invalid segrent retransmssion. | 3
Ret ransni ssi on Packet dropped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 3

81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il |dr op SAMrul e drop 2

; . . SYNWtAXK retransmt with .

65.124.217.199 |lWhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence di Fferent wi ndow scal e noni t or 2

24.164.130. 147 |Whited Sates 147.237.77. 170 |maarachot.idf .il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2

128. 127. 107. 108|Net her | ands 147. 237. 77. 216 |dover. i of .i drop SAMrul e drop
Sreanmng Engine: TCP Invalid i i ssi

66.249.66.95  |United Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

40.77.167.43  |Uited Sates 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g ., 2
Ret r ansni ssi on Packet dr opped.

Iran, Islamc . . .

95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 2

85. 250. 95. 55 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

95. 38. 61. 199 :éxbl :2'37"" 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber moni tor [2

108. 235.10. 4 Lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 2

85.250. 240.22 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

98.252.51.195 |Uhited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor |2
Sreaming Engine: TGP Invalid i i sSi

157.55.39.75  |uited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.

65.124.217.199 |whited Sates 147.237. 77. 216 |dover.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

141. 212. 122, 183|nited Sates 147.237.76.38 |e.e.meitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141.212.121. 174|wnited Sates 147. 237. 77. 176 |nat pash. i of . | SYN At tack SYN -> SYN-ACK -> RST rej ect 1

184.105. 139. 94 |Wnited Sates 147.237.8.24 |e.lifestyle.idf.il|Geo- 1 ocation enf or cenent Geo-| ocati on i nbound drop 1

enf or cenent
93.174.93.203  |Net herl ands 147.237.76. 34 |yohal an.idf.il drop drop 1

Geo-1 ocati on i nbound
enf or cenent

76.21. 116. 21 Lhited Sates 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 1

Geo-1 ocati on i nbound
enf or cenent

141. 212. 122. 188|lLhited Sates 147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocati on enf or cenent drop 1

141.212. 122. 157|lhited Sates 147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent drop 1

46.19. 86. 35 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
141.212. 121. 170|Wited Sates 147.237.76.44 |e.refuah.idf.il  |Geo-1 ocation enforcenent Sﬁ?;)'rggﬁ:nfn I nbound drop 1
195. 154. 226. 90 |Fance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
5.102.254. 112 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
100. 36. 41. 175 |Uited Sates 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 1
141. 212. 122. 184|lnited Sates 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 145|nited Sates 147.237.77. 216 |dover.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.8.132.78 Russi an Federation |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 247. 227|nited Sates 147.237.0.35 |akavs.idf.il drop drop 1
141.212.122. 188|lnited Sates 147.237.77. 235 |sviva. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
76.21. 116. 21 Lhited Sates 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 1
141. 212. 122. 158|wited Sates 147.237.76.196|e.svivaidf.il  |Geo-1 ocation enf or cenent ﬁ?;}:ggﬁ;ﬁn I nbound drop 1
46. 19. 86. 130 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.121. 171|nited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.255.253.101 |Russian Federation |147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
108. 35.187.52 |Uhited Sates 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
174.118.59.7 Canada 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 1
141.212.122. 185|thited Sates 147.237.77. 216 |dover.i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
69. 116. 241. 150 |lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 142 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 31
109. 253.133.29 |l srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 6
66.249.64.177 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | |Unauthorized ULRL Access to ww chi nuch. aka. i df .il/404. htm B ock 2
125. 46. 26. 253  |China 147.237.76.42 |refuah.idf.il PHP Att enpt Bl ock 2
125. 46. 26. 253  |China 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wp-adnin/adnin-aj ax. php |B ock 2
207. 46. 13. 24 Lhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76.31/robots. txt B ock 1
141.212.122. 145|Uhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
74.82.47.3 Lhited Sates |147.237.0.19 |nadimatal .idf.il |Wauthorized URL Access to 147.237.0. 19/ B ock 1
. . . . Uhaut hori zed URL Access to
180. 76.15. 139 Chi na 147.237.76. 200 [ei tan. aka. i df . i1 wwy ei tan. aka. i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
125. 46. 26. 253  |Chi na 147.237.76.42 |refuah.idf.il Mil tiple Admin B ocking from 125. 46. 26. 253 B ock
207.46.13.123 |lnited Sates [147.237.77.216|dover.idf.il Abnornal |y Long Request URL B ock 1
141.212. 122. 145|Uhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
nobi | e. nei tav.idf.i .
79.179. 186. 149 |l srael 147.237. 76. 39 | SSL Untraceabl e Connection - (pen Mde None 1
200. 98. 66. 161  |Brazil 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed ol | ent scri pts/j query/j query-1. 4.2.min. | s B ock 1
Uhaut hori zed URL Access to
! . . wawv. i df . i 1/1133-13437- he/ dover . aspxx3 (3 /K? A3 432 A, (3 4€8
207.46.13.123 |Wited Sates |147.237.77.216|dover.idf.il & s Aox3 3 P A G5 A€5CR Ay (3 AESCP Avacs (5 /E? A~ (5 265 Ac 3 as | O%K 1
Cr A3 AE
148. 251. 21. 227 |Ger many 147.237.77.74 |lawidf.il Mil tiple Uhauthorized URL Access from 148. 251. 21. 227 B ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.195. 167 |Wnited Sates |147.237.77.216 (dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
37.186.100.63 |Arneni a 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to waw idf.il/sip_storage/files/2/4912.png |B ock 1
200.98.66.161 [BEazil 147.237.77. 176 |mat pash. i df . i | Unaut hori zed LRL Access to wmu cogat . idf.il/inages/ xxu. php B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 191  [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar edl ¢l | ent scri pts/ si debar/ si debar | s B ock 1
} . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
148. 251. 21. 227 |Ger many 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df . i|/320/ pat zar . aspx Bl ock 1
46. 19. 85. 254 I srael 147.237.72. 166 |aka. i df . i | SSL WLhtraceabl e Gonnection - sigal gs DoS Attack None 1
: . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
141. 8. 132. 112 RJSIS:;ni on 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.78.104 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
. P . |Unaut hori zed URL Access to
209.190.113.85 [lhited Sates [147.237.0.15  |kosher-kravi.idf.ilf o " o ) o o usercontrol s/ header upper B ock 1
172.250.84. 201 [lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vww i df . il/894-en/ i df gdover. aspx B ock 1
125. 46. 26. 253  |Chi na 147.237.76. 42 |refuah.idf.il Admin Bl ocki ng B ock 1
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