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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 19221
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3153
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 790
79.181. 57. 33 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al Nets drop 6

124. 232. 150. 230 Chi na 147.237.76. 196 e.sviva.idf.il Bl ock_Up Al _Nets drop 1
27.34.25.101 Nepal 147.237. 76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount
104. 255. 65. 207 147.237.77. 19 lawforumidf.il Q003: HTTP: phpM/Adnin access B ock 1
104. 255. 65. 207 147.237. 76. 200 eitan. aka.idf.il Q003: HTTP: phpM/Adnin access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.228.207.18 |147.237.76.31 |Ger many nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.235 [147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.0.34 |Ger many tikshuv. idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130.5.235 |147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 198|147. 237. 77. 216 |Canada dover.idf.il S_ERVER APACHE ApaChe m)d_pr OXy Teverse proxy | nf or mat i on 1
di scl osure attenpt
123.133.12. 112 |147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
104.200.78.42 [147.237.0.19 |Wited Sates |[nadimatal.idf.il ET SCAN Potential SSH Scan 1
61161 227,206 |147. 237 0.33  |ni na il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.228.207.18 [147.237.77. 227 |Ger many e hanaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237.76.31 |Ger nany nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
200. 63. 163. 131 [147.237.77. 243 |Argentina nobi | e.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.228.207.18 [147.237.72.14 [Ger many dover.idf.il(old) ET SCAN Potential VNC Scan 5900- 5920 1
185.130. 5. 235 [147.237.8.28 e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
27 41 244,38 147 237.76.30 |chi na hivmsh i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
168. 62. 238. 153 |147.237.77. 121 |thited Sates |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
167. 88. 9. 227 147.237.76. 148 |hited Sates |gocenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
104.200.78. 42 |147.237.0.35 [lLhited Sates |akaws.idf.il ET SCAN Potential SSH Scan 1
104.200.78.42 |147.237.0.17 |Uhited Sates |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237. 77. 233 |Ger many atal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46.228.207.18 [147.237.76.34 [Ger many yohal an. i df .i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63
185. 120. 126. 73 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
89.138.204.32 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different monitor |35
W ndow scal e
185. 120. 126. 73 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 28
Sreaning Engine: TQP Invalid i i SSi
46.19.86.198 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dr opped.
94.230. 86. 167 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 8
Sreaning Engine: TGP Invalid i i SSi
80. 246.136.13  |Israel 147.237.77. 243 |nobil e.i of . 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19. 85. 19 I srael 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
207.46.13. 4 Uited Sates |147.237.77.212|e.dover.idf.il |Geo-| ocati on enf or cenent Geo-l ocati on inbound enf or cenent [drop 6
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
94.121.47.160  |Turkey 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 4
85. 65.124. 18 | srael 147.237.72. 167 |i shuri maka. i df . i {dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
185.3.146.224  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
104. 238. 32. 54 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 160. 209. 1501 sr ael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. | ) 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.152.245  |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.95  |lUhited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. |, ) 2
Ret r ansmi ssi on Packet dr opped.
109. 253. 138. 57 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert
109. 253. 138. 57 |l srael 147.237.76.30 |himush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Korea, Republic R SYNWtACK retransmit with different .
203.133.170. 140( - 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence vi ndow scal noni t or 2
46. 19. 86. 155 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 2
81. 169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 2
46. 19. 86. 155 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 2
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop 2
46.19. 85. 145 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 2
46. 19. 86. 127 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
203. 133. 169. 72 Ok‘f’rea’ RepUDI I C 1147 237.76.31 |nakehal .idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
141.212.122. 186|United Sates  |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-l ocati on inbound enf or cenent [drop 1
54.183.120.101 |Wited Sates [147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enf or cenent Geo-1ocation i nbound enf or cerment |dr op 1
141.212.121. 173|hited Sates |147.237.76.200|eitan. aka idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.58. 110. 146 [Canada 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 1
46. 19. 85. 207 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
2.54.185. 231 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85.64.72. 228 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
141. 212. 122. 223|Wited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 155|Uhited Sates |147.237.0.34 |tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
54.186.248.49 |lWited Sates |[147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
46. 19. 86. 128 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212.121. 171|hited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203. 133. 170. 140 ?rea’ Republic (147 537 77. 216 |dover. i df .1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 85. 19 | srael 147.237.0.19 |nadimatal .idf.il{Bad TCP sequence Invali d ACK nunber noni t or 1
. R SYNHAK retransnit with different .
181.21.135.92 |Argentina 147. 237. 77. 216 |dover .i df . i Bad TCP sequence i ndow scal e noni t or 1
141.212.122. 187|lhited Sates |147.237.76.202|e.halag.idf.il Geo- | ocati on enf or cenent Geo-1ocation i nbound enf or cerment |dr op 1
54.183.120.101 |Whited Sates 147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo- | ocation i nbound enf or cenent |drop 1
141.212.121. 174|Wited Sates |147.237.76.200|eitan. aka. idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 240 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
188. 120. 148. 141 |l srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval id ACK nunber noni t or 1
8.37.228.77 é{”;(’;ym’us 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.139.19 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
109. 253. 157. 186l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 5
37.142.64.107 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DoS Attack None 3
79.176.29.181 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
167. 114. 156. 198|Canada 147.237.77.216|dover . i df . i Ml tipl e Wnauthorized URL Access from 167.114. 156. 198 B ock 2
80. 246. 133. 141 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/main/ B ock 2
87.69.132.189 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwv aka. i df . il /v tikshuv.idf.il Bl ock 2
] . . Dstributed ULhauthori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
46.120.140.58 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None 2
; ; . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
46.210.198.76 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DoS Attack None 2
54.183.120. 101 |lhited Sates [147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock
m ny- kosher - kr avi . i i ng %izR ! g e i
217.132.3.13  |israel 147.237.0. 17 my Il egal Paraneter Encoding %zR!q" {QvQyAzal)p-e( in None 1
af.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
84.109. 106. 197 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df . i/ hi nush Bl ock 1
. . Unaut hori zed URL Access to
66.249.78. 234 | sr ael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ r esour ces/ i mages/ m | ui m over. j pg B ock !
. . D stributed Lhauthori zed URL Access on
194. 150. 168. 95 |Ger many 147.237.77. 216 [dover. i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
46.19. 86. 155 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for www aka. i df . il/mai n/ gi yus/ B ock 1
Uhaut hori zed URL Access to
8.37.70.44 Lhited Sates |147.237.77.216|dover.idf.il vy i df . i 1/894- he/ dover . aspx&usg=al kj r hgbykai t 3addbl 34ws4dkaa |B ock 1
nmvkesq
] . . D stributed Lhauthori zed URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
79.178.136.69 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
54.186.248.49 |[wited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/1294- he/ v i df . i | B ock 1
m ny- kosher - kr avi . i _ ,
217.132.3.13 | srael 147.237.0. 17 df il Mitiple Illegal Parameter BEncoding from217.132. 3. 13 None 1
. . Uhaut hori zed URL Access to
167. 114. 156. 198|Canada 147.237.77. 216 |dover.idf.i v i df i |/ shar e user cont r ol s/ header upper / Bl ock 1
39. 158. 119. 169 |Chi na 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw i df.il/nazi Bl ock 1
85. 65. 25. 95 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
. . Uhaut hori zed URL Access to
66. 249.78. 246 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ r esour ces/ i mages/ m | ui mj pg Bl ock !
; ] . D stributed Uhauthorized URL Access on
204.13.200. 200 |thited Sates (147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
46.120.95.124 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
} . . Uhaut hori zed URL Access to
8.37.70.135 Uhited Sates |147.237.77.216|dover.idf.il v i i 1/ engl i shi &usg=al kj r hj xn3906xcavBoBzgvhmi j e tyj a Bl ock 1
] . . D stributed Lhauthorized URL Access on
107.178.194.87 |[Lhited Sates |147.237.77.216|dover. i df .il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel fi | es/ 1/ 2431. | pg Bl ock 1
. . . D stributed Lhauthorized URL Access on
176. 10. 104. 240 |Sntzerland |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
46.19. 85. 19 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
’ . . Unhaut hori zed URL Access to
68.180.228. 112 [Wnited Sates [147.237.77.216|dover.idf.il ww i o i1/ hebr ew o gani zat i on/ arti || ery Bl ock 1
Uhaut hori zed URL Access to
8.37.70.243 Uited Sates |147.237.77.216|dover.idf.il waw i df . i |/1153- he/ dover . aspx&usg=al kj r hj ch8cv5nj e3rr f nvf phsvz |B ock 1
vl pOsq
} . . D stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover. i df .i | v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
80.246.136.13 |[Israel 147.237.77.243|nobi l e.idf . il D stributed Suspici ous Response Code B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 66. 182 I srael 147.237.0.34  [ti kshuv.idf.il wan ti kshuv. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
176.13.16.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
46.19. 85. 19 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Code B ock 1
89.138.204.32 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/text.css  |B ock 1
] . . D stributed ULhauthorized URL Access on
208.184.112. 74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Uhaut hori zed URL Access to
8.37.71.15 Uited Sates |147.237.77.216|dover.idf.il ww i df . i 1/1153- he/ dover . aspx&usg=al kj r hi j q0p22sz7f hxhxzyk2f g B ock 1
dsx36ha
82.113.121. 233 [Ger many 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed UR. Access to waw naar achot . idf .il/pdf/files B ock 1
. . Unhaut hori zed URL Access to
66.249.69. 2 | srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar / r esour ces/ i nages/ i nser vi ce- over. j pg Bl ock !
194. 72. 238. 241 z";ggom 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 194. 72, 238. 241 B ock 1
46. 19. 85. 140 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.54.175. 33 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover. i df .il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
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