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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 18564
66. 249. 73. 214 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 4322
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3173

66. 249. 78. 153 | srael 147.237.72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

169. 229. 3. 90 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Oount |

46.172.71.251 |Wkraine 147.237.72. 166 |aka. i df . i|16798: HITP. GWJ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
209. 126. 116. 147|147.237. 77. 212 |Lhited Sates e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
183. 46. 229. 224 [147.237.76.30 |China hi mush. i df .i | ) 1
Potential Scan or Brute Force
168. 62. 238. 153 |147.237.77.176 |Lhited Sates mat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
104. 219. 238. 10 [147.237.8.45 eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
91.218. 246. 103 |147. 237. 76. 147 g{j;:;‘im chinuch. aka. i df .i I|ET SCAN NVAP -sS wi ndow 1024 1
80.179. 118. 130 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46.228.207.18 |147.237.0.19 |Ger many nadi matal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
37.26.148.223 |147.237.0.19 |[lIsrael nadimatal .idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
217.12.39.85  |147.237.77.178 ?ézz;;”im emtpash.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.77. 233 |Lhited Sates atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 67. 172. 194 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91.236.120.52 |147.237.77.216 EZZli}on dover i df . ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
_ L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
80.246.133.56 |147.237.76.30 |[Israel hi mush. i df .i | 1
attack
66.249.73.214 |147.237.77.170|Wited Sates  [maarachot.idf.il |ET SCAN NVAP -sA (2) 1
40.115.58.160 |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
130.219.8. 11 Lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 67
185. 120. 126. 73 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 57
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
185. 120. 126. 73 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber alert 29
104. 131. 217. 156|Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 16
Sreaming Engine: TGP Invalid i i ssi
79.183.61.25  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 15
Ret ransmi ssi on Packet dropped.
5.29.133.52 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreamng Engine: TCP Invalid i i ssi
185.3.146.213 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
109. 253. 205. 204! srael 147.237.76.30 |hirush.idf.il Bad TCP sequence Inval i d ACGK nunber alert 10
109. 253. 205. 204! srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 10
Sreaming Engine: TGP Invalid i i ssi
107.170.20.192 |Wited Sates |147.237.76.86 |navy.icf.il 9 =g Invalid segnent retransmssion. drop 8
Ret ransmi ssi on Packet dropped.
37.26.148.192 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
87. 69. 32. 107 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
reanming BEngine: TCP Invali i i ssi
109. 65. 24. 156 I srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
46.19. 85. 8 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
79.177.194.4  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
185.3.146.194 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 85 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
87.69. 32. 107 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
84.229.174.31 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
77.125.77.240 |israel 147.237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
185. 3. 144. 14 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
84.109.125.50 |lsrael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop
Sreaning Engine: TCP Invalid ' i ssi
109. 65. 173. 149 |1 srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
66.249.93.239 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SN drop
5.102.254.146 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or
. C e SYNVACK retransmt with different .
37.26.147.162 |Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence wi ndow scal e noni t or 5
37.26.147.162 |lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or
84.109.125.50 |Israel 147.237.72. 166 |aka. i df i drop First packet isn't SN drop
. o SYNVACK retransmt wth different .
37.26.146.217 |lIsrael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence wi ndow scal noni t or 5
46.19. 85. 14 I srael 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
37.26.147.162 |lIsrael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invalid sequence nunber noni t or 5
37.26.147.162 |Israel 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
94.230. 86. 134 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
37.26.147.162 |lIsrael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
37.26.147.162 |Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
185. 3. 146. 213 |l srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
45.216. 162. 110 |Uruguay 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
79.176.43.233 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni t or 4
46.19. 85. 8 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 4
37.26. 146. 246 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
41.34.82.194 Egypt 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4
8. 37.227.81 g”&;ymus 147.237.77. 216 |dover.i of . i Bl ock HTTP Non Conpl i ant Response out of state monitor |4
Russi an L Streaming Engine: TCP Invalid |invaid segnent retransnission.
130.193.50.1 eration 147.237.72. 166 |aka.i df .i Ret r ansmi ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
149.78. 254. 202 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
46.19. 86. 48 I'sr ael 147.237.77. 243 |robi | e. i of . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.125.135.61 | srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.180. 204. 129 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
85.250.18.0  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
94.230.86.224 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 166
46. 19. 86. 50 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 111
94.230.86.224 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 110
46. 19. 85. 205 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 72
46. 19. 85. 205 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 65
37.26.148.223 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 56
2. 54. 180. 204 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 51
46. 19. 86. 50 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 44
176. 13. 2. 229 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 42
94.230.86.224 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) Bl ock 17
109. 253. 136. 49 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 15
84.109. 104. 237 [Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 15
185. 32.179. 100 |l srael 147.237.0.19 |madi matal .idf.i[Distributed Suspicious Response Qode Bl ock 12
84.108.51.198 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 11
109. 253. 136. 49 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 10
46.19. 85. 88 I srael 147.237.0.19 |madi matal .idf.i[Distributed Suspicious Response Qode Bl ock 10
37.142.230.17 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 6
89.138.65.130 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
208.115.113.88 |Lhited States |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ show or um asp B ock 6
79. 178. 60. 68 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 4
107.170.20.192 |[thited Sates [147.237.76.86 |navy.idf.il Ml ti pl e Unaut horized URL Access from 107.170. 20. 192 B ock 4
2.54.34.142 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 4
185. 3.146. 194 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 140. 26 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
109. 186. 171. 216|I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 3
82.166.247. 138 |[lIsrael 147.237.77.243|nobi | e. i df . i | Dstributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 2
84.94. 184. 68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
5.29.254.189 | srael 147.237.77. 243|nobi | e. i df . i | mgﬂt:?réfz?? , tz‘eggrcyisemgtes” tehi | ddocunent s/ 1152 Bl ock 2
84.228.46.162 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
37.26.147.155 |[Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index Bl ock 2
82. 166. 247. 138 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253.215.8 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 2
46.117.24. 17 I srael 147.237.0.34 |tikshuv.idf.il |Too Many of the Sane Response Code (404) in Session from46.117.24.17 |B ock 1
132.72.229. 215 |Israel 147. 237.72. 166 |aka. i df . i | (SSSLSET égflila_bggpcﬁngic;li gtg&ff;i%ﬂgg on None 1
70. 28. 54. 144 Canada 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wanidf.il/). htm( Bl ock 1
Ill1egal HITP \ersion
46.19. 85. 14 I srael 147.237.76.31 |nakchal .idf.il |_pk_ref.119.2366=96BYR2%229%RCYR2%R2%2C1450269103%R2C¥%22ht t ps¥8 |B ock 1
AYRFY2Fwamv. googl e. co. i | YRFY2296D
107.178.194.79 |Wited Sates [147. 237. 77. 216 |dover . i df . i | D stri utec 1?:;}:;&;;?&%\/’2?21}2” Hock |1
93. 157. 84. 34 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.78.173 |lsrael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df.il/anman/ B ock 1
208.184.112.74 |Uited Sates [147. 237. 7. 216 dover. i df .i| [ S!T1DUeC 1?;;}:;&;;?&%\2??;;” Bock |1
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | mﬁ?fr.' o /OI 1%/326516;; LZ/kkkkkkk=0ff22d83kkkkkkk_0ff22d83 Bl ock !
84.111.110. 118 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for www aka. i df . i|/nai n/ sachar/f ag. aspx B ock
46. 120. 169. 220 |Israel 147.237.77.216|dover. i df . il D stributed Unauthorized LRL Access on wwvidf.il/https: /v idf.il/ Bl ock
79.182.202. 162 |lsrael 147.237.72. 166 |aka. i df . i | SSL Wnhtraceabl e Connection - Protocol violation (SSL_QONN QLIENT HALLQ |None 1
68.180.229. 121 |[Lhited Sates [147. 237. 76. 200|ei t an. aka. i df . i ?a“lgiri_zxe;x%_p:scgis to waw eitan. aka. i df.i1/1093-7963-he/>xzxx™ g 1
213.151.62.59 | srael 147. 237.72. 166 |aka. i df . i | fﬂkm" alz:rifﬂ'_“i 0 n: L?gf;;é /O:flf d@“::ﬂ;tﬁ?gﬁ:;ace"bl der $btnAtudaRrint |y, 1
95. 86. 118. 67 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mai n/sachar/undefined B ock 1
66.249.78.104 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
204.13.200.200 [Uited Sates |147.237.77. 216 |dover. i df . i1 |00 e 1?;?:;;25;62;‘}0\,2‘?25&” Bock |1
87.69. 16. 31 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
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