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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3088
50. 205. 69. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka. i df . i1 | TGP handshake vi ol ation, first packet not syn |drop 2933

82.81.15.102 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
80. 246. 130. 151 |147.237.77. 233 |I srael atal.idf.il ET DB Large anount of TCP ZeroWndow - Possible N ller2 CDos 9
attack
66.249.81. 139 |147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sSA (2) 2
66.249.81. 135 |147.237.76.42 |Wnited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
87.68.240.218 |147.237.72. 166 |l srael aka idf.il portscan: TGP DO stributed Portscan 1
36.72.228.72 147. 237. 76. 201 |I ndonesi a e.atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
52.90.147.148 |147.237.77.179|lhited Sates emazi.idf.il SER\/ER APAO—E'Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
209. 126. 116. 147|147.237. 77. 212 |Lhited Sates e.dover.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237. 77. 243 |Ger many nobi | e.i df il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 252. 84  |147.237. 72. 217 [Chi na eid.il ET SCAN NMAP -sS wi ndow 3072 1
46.228.207.18 |147.237.77. 212 |Ger many e.dover.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 252. 84  |147.237. 72. 217 [Chi na eidf.il ET SCAN NVAP -f -sS 1
46.228.207.18 [147.237. 76. 200 |Ger many eitan.aka.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
109. 186. 163. 12 |147.237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
46.228.207.18 |147.237. 72. 156 |Ger many anan. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
89. 248. 162. 131 |147. 237. 76. 202 |Net her | ands ehalagidf.il |ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237. 76. 201 |1 ndonesi a e.aa.idf.il ET SCAN NVAP -sS wi ndow 3072 1
84.228.221. 193 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
36.72.228.72 147. 237. 76. 201 |l ndonesi a e.ata.idf.il ET SCAN NVAP -f -sS 1
79. 176. 26. 52 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
217.12.39.85  |147.237.77.19 23::;'}0'1 lawforumidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
46.228.207.18 [147.237.77. 243|Ger many nobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147(147.237. 76. 31 |Lited Sates nakchal .idf.il  [ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237. 77. 233 |Ger many atal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 252. 84  |147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 2048 1
46.228.207.18 |147.237.77.61 |Ger many e.cogat.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
46.228.207.18 [147.237.72. 167 |Ger many ishurimaka.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
106.75.199. 201 [147.237.8.46 |China e chinuch.idh.il [0 o APACHE Apache nod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
46.228.207.18 [147.237.0.35 [Ger nany akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘ Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

87.68.67.6 I srael 147.237. 76. 200 |ei tan. aka. i df .i | > dro 69
Ret ransmi ssi on Packet dr opped. P
185. 120. 126. 73 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 126. 73 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber alert 27
79.180.7.73 I srael 147.237.72. 166 |aka. i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 24
Sreaning Engine: TGP Invalid i i ssi
46.210.191. 211 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
46.120.238.81 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
130.219.8.11 Lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 14
84.111.28.61  [Israel 147.237.77. 233 |atal i df . Bad TCP sequence SN retransmt with i fferent monitor |14
w ndow scal e
Sreaning Engine: TGP Invalid i i SSi
188. 120. 159. 233|i srael 147. 237. 76. 200 |ei tan. aka. i df .| g =g nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
109. 160. 132. 211 |1 srael 147, 237.77. 243 |t e i o1 | €M NG Engi ne: TCP alid invalid segnent retransnission drop 12
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
46.19.85.178  |Israel 147.237. 77. 243 |robi | e. i df . i | g =g nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
80. 246. 130. 151 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or 10
79.180. 1. 166 I srael 147.237.72. 166 |aka. i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TGP Invalid i i sSi
79.177.21. 144  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. drop 9
Ret ransmi ssi on Packet dropped.
5.102. 253. 12 I srael 147.237.77. 170 |naarachot . i df . i1 |Bad TCP sequence Invalid AGK nunber noni t or
80. 246. 130. 151 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
reamng BEngi ne: TCP Invali i i SSi
94.230.86.162 | srael 147.237.77. 243 |t e iop i1 | SAMNG Engine: TP Invalid  finvalid segnent retransnissi on drop 8
Ret r ansmi ssi on Packet dr opped.
109. 253. 215. 190! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 7
79.177.1.194 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
109. 253. 215. 190| sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 221 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
217. 132. 135. 246l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 221 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 42 I srael 147. 237.72. 166 |aka i f . i1 g =g Invalid segnent retransmssion. -y 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
107.170.20.192 [hited Sates  |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dr opped.
217.132. 135. 246l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
109.67.130.7  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.16.95 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dr opped.
85.250.228.91 |[lsrael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN - > SYN- ACK -> Ti meout alert
46. 19. 86. 26 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
85.250.228.91 |Israel 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
85.250.228.91 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SIHAK retransmt with different | oo |5
W ndow scal e
2.54.172.95 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.26.147.244 |lsrael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence alert 4
212.179.21.194 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Russi an s -
130. 193. 51. 104 eration 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 4
109. 160. 132. 211/l srael 147.237.0.19 |nadimatal.idf.i|SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
Sreaning Engine: TQP Invalid i i ssi
213.8.204.71  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
84.109. 235. 237 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
31.210.187.232 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
87.69.210.74  |israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 4
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 107 I srael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.147.244 |Israel 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
31.210.188.35 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
109. 67. 149. 213 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.127.217.12  |israel 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. -y 3
Ret ransmi ssi on Packet dr opped.
84.108. 240. 132 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
109. 65.63. 119 |Israel 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dr opped.
62.219. 52. 32 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count
2.52.131.117 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 312
2.52.131.117 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 258
109. 253. 136. 49 [l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 174
2.54.27.34 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 151
2.54.27.34 I srael 147.237.0.19 |nadimatal .idf.il ;Og 4'_\’2?.’ 32{ the Sane Response Code (404) in Session from Bl ock 111
109. 65. 23. 176 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 111
109. 253. 136. 49 || srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 107
109. 65. 23. 176 [l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 97
46. 19. 86. 39 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 66
2.54.27.34 I srael 147.237.0.19 |madimatal .idf.il ;?24'.\’2?.’3‘1 the Sane Response Code (403) in Session from B ock 46
2.52.131.117 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 42
109. 253. 136. 49 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (403) B ock 32
89. 138. 65. 130 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 27
84.228.13.21 |Israel 147.237.72. 166 |aka. i df . i | gffz'\zgr_'ylgzihe Sane Response Code (404) in Session from B ock 24
2.54.34.142 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 22
79.178.60.68 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
149. 78.50. 201 [l srael 147.237.77.243|nobi l e.idf . il Mil tipl e Unhaut hori zed URL Access from 149. 78. 50. 201 B ock 10
109. 64. 210. 70 [l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 9
85. 250. 233. 231 |l srael 147.237.0. 17 3;: niyl- kosher - kravi..i Dstributed I11egal Paraneter Encodi ng None 9
109. 253. 157. 71 |I srael 147.237.72. 166 |aka. i df . i | megkt;‘ﬂe;?rfrngzszﬁﬁ}';&%igﬂr 4 aspx. par aneter None 4
2.52.131.117 |israel 147.237.0.19 |nadi matal .idf.il reane o T?’nyl %thii n itolggc_)ig":;r;': 2‘;%?' der1StxtLasthane in g oo 4
46. 120. 142. 235 || srael 147.237.0.17 ?fn.y| kosher-kravi.i 1\ hred Illegal Paraneter Encoding None 4
85. 64. 96. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 3
46. 19. 86. 50 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
46.19. 86. 85 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
37.26.149. 133 |Israel 147.237.77.243|nobi l e.idf . i | Mil tipl e Lhaut horized URL Access from 37. 26. 149. 133 B ock 3
80. 246. 136. 111 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
109. 253. 130. 44 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
176. 13. 15. 189 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
37.26.147.163 |[lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
95.187.76.124 |Sudi Arabia |147.237.77.216|dover.idf.il m" ;;h;’;'oifﬂ tggg;iif;;fo"‘w“idf' Hiarl Bl ock 2
114.97.49. 4 Chi na 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unauthorized UR. Access from114.97.49.4 Bl ock
188. 165. 89. 85 |France 147.237.77. 176 |mat pash. i df . i | Distributed Suspici ous Response Code B ock
2.54.181.6 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
37.26.149.133 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:‘fr&sz , tg‘egpgfye;m O s/ st chi | ddocurent s/ 1431 Bl ock 2
188. 165. 89. 85 |France 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock
185. 32. 179. 100 [l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
66.249. 78. 240 |Israel 147.237. 72. 166 [aka. i df . i | Lo raut for ;e;uﬁeﬁgfszazgx Bock |1
192.116.55. 92 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.78.2  |Israel 147. 237.72. 166 |aka. i df . i | m“;:;rii;e_?lﬁbff;ei; rt_vogi yus! gener a . aspx Bl ock 1
176.13.9.157 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
109. 253. 213. 40 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
80. 246. 139. 190 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
213.8.204.39 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
5.28.173.239 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
94. 230. 86. 162 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Qode B ock 1
66.249. 78. 153 |Israel 147.237. 72. 166 |aka. i df . i | mugcgr: f.h?.di s i asx Bl ock 1
185. 120. 125. 25 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
84.228.13.21 |[lIsrael 147.237.72. 166 |aka. i df . i | Too Many 404: Response Code per Session B ock 1
54.183.120. 101 |Lhited Sates [147.237.76.39 [nobile. neitav.idf.il [Uauthorized UR. Access to 147.237.76.39/ B ock 1
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