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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action [Count|

66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 7814
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3006
70. 39. 185. 253 Satel lite Provi der 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2
193.19. 118. 82 Russi an Federation 147.237.76. 201 e atal.idf.il Bl ock Udp Al Nets drop 1
2.128.154.79 Denmar k 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
105. 107. 115. 131 Ageria 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
185. 35. 62. 233 Sntzerl and 147.237.76. 197 e. hinush.idf.il ock Wp Al _Nets drop 1
71.6.216. 46 Lhited Sates 147.237. 76. 38 e.eneitav.idf.il|B ock Wp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.93.180 |147.237.72.166 |lhited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
60. 12. 88. 242 147.237.77. 234 |Chi na hal ag.idf.il G°PL SCAN nmap TCP 2
83.56.3. 111 147. 237. 72. 167 |[Spai n i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
80. 246. 140. 138 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
172.98.197. 114 [147.237.0.15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
61.153. 237. 122 |147.237.77. 234 |Chi na hal ag.idf.il GPL SCAN nmap TCP 1
155. 4. 29, 174 147.237.76.31 |Norvay nekehal i df i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
52.90. 147.148 |147.237.0.34 |Wited Sates  [tikshuv.idf.il SERVER APAO_E Apac.he mod_ssl non-SSL connection to SSL 1
port denial of service attenpt
104. 128. 144. 131|147. 237. 77. 233 |Canada atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
31.168.240.21 |[147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
91.218. 246. 103 |147. 237. 76. 86 gj::;”ion navy. i df . il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 113 |[147.237.77.74 |kraine lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
84.229.179. 223 |147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
83.56.3. 111 147. 237.72. 167 [Sai n i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.177.187.50 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
65.55.210. 126  |147.237.77.216|lhited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 |147.237.77.226 |Lhited Sates  |[waw chamatz. aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
149. 78. 218. 175 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.228.207.18 |147.237.8.24 |Ger many elifestyleidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
94.102.48.195 |147.237.8.27 |Netherlands e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.54. 43. 200 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
91.201.236. 113 |147.237.77.74 |lkraine lawidf.il ET SCAN NVAP -sS w ndow 1024 1
85.64. 168. 102  [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
70.39.185.253 |Satellite Provid{147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 96
70.39.185.253 |Satellite Provid{147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 93
79.177.203. 190 |[lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout |reject 61
62.219.235.37 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different oo o a0
w ndow scal e
185. 120. 126. 73 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |57
46. 19. 86. 247 | srael 147.237.72. 167 |i shuri maka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 40
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 36
185. 120. 126. 73 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 27
46. 19. 85. 242 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 12
46.19. 85. 242 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
reaming BEngi ne: TCP Invali i i ssi
94.230.86.149 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval i dinvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dropped.
31.210.188.49 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |9
Sreaning Engine: TQP Invalid i i sSi
79.181.148.5  |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.178. 218. 221 |israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 26 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 86. 10 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
77.126.78.172  |israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
109. 64. 193. 167 |l srael 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Tineout |reject
46.19. 85. 227 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TCP Invalid i i ssi
77.127.229. 206 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.52.10. 106 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
79.176. 226. 117 | srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.52.21.231 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
69. 123. 23. 80 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
85.250. 142.37 |Israel 147.237.0.17 ;"I”Iy kosher-kravi.1d |oyN At t ack SYN -> SYN-ACK -> RST rej ect 5
5.102.254.226 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber monitor |5
79.183.7.4 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.121.206.20 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.22.129. 251 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber monitor |5
85.250.142.37 | srael 147.237.0.17 | kosher-kravi . 1d |qyN At t ack SYN -> SYN-ACK -> RST aert 5
2.54. 44. 165 I srael 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
109. 253. 208. 101 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACGK nunber moni tor |4
2.54.44.165 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
2.54.44. 165 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber alert 4
Sreaning Engine: TGP Invalid ' i ssi
85. 65. 105. 227 | srael 147. 237.77. 243 |mbi l e, i f . 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
2.54.44. 165 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 85. 124 I srael 147.237.0.16 |ny-kosher-kravi.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 4
82. 145. 210. 188 |Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.178.101. 120 |l srael 147.237.77. 216 |dover.idf .| B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor (4
2.54.44.165 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber moni tor |4
Sreaning Engine: TQP Invalid i i ssi
176.13.0.0 I'srael 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
130. 193, 51, 104 |FUSSIan 147.237.77.74 |lawidf.il dro Frst packet isn't SN dro 4
) T Federation ) o ) P P& P
Sreaning Engine: TQP Invalid i i ssi
46.19.85.71  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
79.176. 148. 100 |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109.66.124.73  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
141.8.142. 43  |RSSIan 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 3
Federati on
Sreaning Engine: TQP Invalid i i ssi
79.177.161.97 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
84.228.143.129 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SNretramsmt wih different — Jooniior |3
w ndow scal e
212.143.82.159 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid sequence nunber moni tor |3
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A tacker
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.120. 166. 49 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 61
37.142.234.64 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 26
46.19. 86. 85 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 9
85.250. 142. 37  |[Israel 147.237.0.17 irr;fnyi-lkosher— kravi. Dstributed I11egal Parameter Encoding None 7
79.178.101.120 [israel 147.237.77.216|dover.idf .i | Ml ti pl e Unaut horized URL Access from 79. 178. 101. 120 B ock 6
79.178.101. 120 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 5
2.52.131.117 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
82.81.160.227 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storage/files/9/ B ock 3
2.54.27.34 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
176.13.18. 144 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 192 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 3
77.125.240.198 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 3
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df . i D stri bt ec 1?:;}:;&;;?&%\/’2?21}2” Hock |2
176.13.13. 165 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 2
109. 253. 201. 239l srael 147.237.77.243|nobi | e. i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index B ock 2
109. 253. 146. 1361 srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
212.76.103.90 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 212. 76. 103. 90 Bl ock 2
188.165.89.85 |France 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 2
213.57.195.60 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 213.57.195.60 |B ock 2
188. 165.89. 85 |France 147.237.77.216|dover.idf . il D stributed Suspicious Response Code Bl ock 2
149. 78. 4. 99 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
80. 246.136.58 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66.249.78.97  |Israel 147.237. 72. 166 |aka. i df . i | o '72626;’7;&?‘;‘;‘;5? utsj’gener o aspx Bock |1
89.139. 246.97 |l srael 147.237.76. 147|chi nuch. aka. i df . i| |Wauthori zed UR. Access to ww chi nuch. aka. i df . i1/404. htm B ock 1
85. 64. 230. 42 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
62.210.105. 116 [France 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;}:;22?&%\/’??;{;” Hock |1
46.19.85.124  [Israel 147.237.0. 17 :T:j:ryi-lkosher-kr A1~ |Mitiple I11egal Parameter Encoding from46.19. 85 124 None 1
79.179.109. 237 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
Unaut hori zed URL Access to
8.37.71.71 Uhited Sates [147.237.77.216|dover.idf.il wwv i df . i |/ 1560- en/ dover . aspx&usg=al kj r hg86e6aj qt i vgp9nxqt oupc9 |Bl ock 1
m h5g
104. 156. 228. 138U ted Sates [147. 237. 7. 216 |dover . i df . i | D stri bt ec 1?;;}:%;;?&%\/2??;{);” Bock |1
68.180.229.173 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs oS Atack None 1
212.199. 107. 106|l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
66. 249. 66. 190 I srael 147.237.0.34 |tikshuv.idf.il V\L:/]\x?zuttihlfsrt:uz\f? dﬂ‘l fcn:je:/Sgitycijs/ qeneral . aspx Bock |1
192.225.226.16 [lhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/old/ wp-admn/ B ock 1
Unknown Par anet er
85. 250. 254. 255 [l srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
ww aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19. 86. 164 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
149.78.230.30 |Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None
79.177.165.19 | srael 147.237.72. 166 |aka. i df . i | m”;k‘f:i E?Tﬁr;er:;illgx]mfmm in None 1
Unaut hori zed URL Access to
213.151. 63. 170 |Israel 147.237.72. 166 |aka. i df . i | ‘g’é“gj Z'I((Zr:\f’gb;]:)ﬁ'f f)i:i c:qiggeé ;LLZZL?;?G; fﬁgfﬁiﬁﬂﬁidz:ffrﬁmﬁ Bock |1
usqg8lvny
37.237.184.52 |iraqg 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to vwwidf.il/arr/ B ock
109. 65. 104. 172 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
90. 156. 197. 87 :Z:::tr} on 147.237.77. 216 [dover . i df . i | ﬂ?.u;:;.r%?%z(i&u:ppffg:tsisor:/%onf i gs/application.ini Bl ock !
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
207.46.13.78 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
85.65.17. 74 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/bamachane/ B ock 1
62.219.235.37 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
46. 19. 85. 145 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 253. 212. 47 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
79.180. 152. 248 I srael 147. 237.72. 166 |aka. i df . i | :)Iulrce:%ill I?tageegdsng‘;‘;gcetlzzg;kﬁ [ e kapatzlfres Bock |1
37.26.149.142 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
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