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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 214 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 7461
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 3137

66. 249. 93. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20

195. 95. 183. 254 I srael 147. 237.76. 42 refuah.idf.il Block Udp All Nets drop 3

109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il Bl ock_Up Al _Nets drop 3

8. 37.224. 49 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover _Under Attack Con Htp drop 2

183. 60. 48. 25 Chi na 147.237. 76. 30 hi nush. i df .i | JLM Under At tack_Con_Tcp drop 2

40. 77. 167. 37 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
40.115.58.160 |147.237.0.19 [Uhited Sates |nadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 113 |[147.237.0.200 |Wkraine ndu. i df il ET SCAN NVAP -sS w ndow 1024 1
84.108. 82. 38 147.237.72. 166 I srael aka. idf.il portscan: TGP O stributed Portscan 1
79.182.113.61 |147.237.72. 166 |l srael aka. idf.il portscan: TP D stributed Portscan 1
66.249. 93. 15 147.237.76.42 |Wnited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
52.90. 147. 148 |147.237.8.45 |Wited Sates |e.eitan.idf.il SERVER APAO_E Apac.he mod_sslnon-SS. connection to SS. 1
port denial of service attenpt
209. 126. 116. 147|147. 237. 76. 200 |Whited Sates |eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237. 76. 198 |Ger many e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
193. 47. 165. 251 |147.237.77. 216 |I srael dover.idf.il portscan: TGP O stributed Portscan 1
46.228.207.18 |147.237.76.86 |Ger nany navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
192.114. 91. 234 (147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
94.102.48.195 |[147.237.77.233|Netherlands  |atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
85.250.173. 73  |147.237.77. 216 |l srael dover. i df .il portscan: TCP D stributed Portscan 1
82. 80. 28. 197 147.237.77. 216 |I srael dover.idf.il portscan: TCQP O stributed Portscan 1
79.178.199. 78  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249.73.198 |147.237.77.170|Wited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 1
46.228.207.18 [147.237.77. 235|Ger many sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237. 76. 148 |Ger nany gqcenter . aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
192.193. 116. 143(147. 237. 77. 216 |Eur ope dover.idf.il portscan: TCP DO stri buted Portscan 1
46.228.207.18 [147.237.0.17 [Ger many mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
120. 60. 76. 122  |147.237.77. 216|India dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Aéjtu"’r‘]‘;kre; Target Address |Ste Signature /?j‘t"i (;i
8. 37. 224. 49 g”;(;ymus 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 119
8. 37.224. 49 é{”;(’;ymus 147. 237. 77. 216 |dover. i of .i | drop First packet isn't SN drop 113
79.182.147. 27 |Israel 147. 237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 68
185. 120. 126. 73 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or 56
79.182. 147.27 |Israel 147.237. 72. 156 [anan. i df . i Bad TCP sequence noni t or 51
79.182.147.27 |israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence mﬁsg r:'nsmt wehdifferent | onitor |51
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 126. 73 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 28
79.182.147.27 |lsrael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 26
79.177. 203. 190 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 26
79.182. 147. 27 |Israel 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 25
79.182.147. 27 |Israel 147.237.72. 156 |anan.i df .i Bad TCP sequence I'nval i d ACK nunber alert 23
2. 54, 160. 65 | srael 147.237.72. 167 |i shurimaka.idf .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
149.88.8.129 |Israel 147. 237.72. 166 |aka. i of .11 Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
46.19. 85. 21 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
84.94.72.94 | srael 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber noni t or 11
46.19.85.21 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 11
84.108. 149. 11 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 10
46.19.85.158 [Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
46.19.86.127 |Israel 147.237.77. 203 |rwbi e i i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
100. 127. 86. 12 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
132.66.223.62 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mﬁ(srcjl;ansmt wehdifferent | onitor s
37.26.148.207 |Israel 147. 237.77. 216 |dover . i df .i | Bad TCP sequence mﬁsg ;a”s”“ wthdifferent | onitor s
62.0.207.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
194. 72. 70. 106 Ei"i;gegom 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
84.94.72.94 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop
60. 207. 246. 160 [Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
194.72. 70. 106 LK"i‘irfgegom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 65 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
84.94.72.94 | srael 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 36 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
79.182. 115. 250 |l sr ael 147, 237, 72. 167 i shurimaka i ot [ @M NG Bngine: TP Invalid  invalid segnent retransnissi on dr op 6
Ret r ansni ssi on Packet dropped.
84.94.72.94  |Israel 147. 237.72. 166 |aka i df . i Bad TCP sequence mﬁsg ;a”s”“ wthdifferent | onitor |6
185.3.144.42 |israel 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid invalid segnent retransnissi on dr op 6
Ret r ansmi ssi on Packet dropped.
94. 230. 86. 183 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 65 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
80. 246. 139. 138 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
203. 165. 51. 97 [Japan 147.237. 77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 21 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 36 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber aert 5
46.19. 85. 21 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
5.22.131.7 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 5
84.111.125.6 |[Israel 147.237.0.34 |tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
85. 130. 243. 220 |l srael 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber noni t or 4
176.13.7.119  |israel 147.237.77. 203 |rwbi e i i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransnissi on drop 4
Ret r ansmi ssi on Packet dropped.
66.249. 93. 251 |[lhited Sates 147.237.76. 202 |e. hal ag.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 4
2.54.130.100 |[Israel 147.237.72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
85. 130. 243. 220 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80. 246. 136. 122 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 156
80. 246. 136. 122 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 136
176.12. 149. 181 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 128
176.12. 149. 181 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 120
109. 253. 221. 28 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 108
109. 253. 129. 104]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 108
109. 253. 129. 104|I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 74
109. 253. 221. 28 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 32
80. 246. 139. 245 |[lIsrael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 16
80. 246. 136. 122 I srael 147.237.0.19 |nadimatal .idf.il ;g?zhﬁyl;; tlgg sane Response Qode (403) in Session from B ock 14
176.13.10. 108 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 9
212.199. 244. 112[1 srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 7
109. 253. 215. 131|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 7
46.19. 85. 192 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code Bl ock 5
192. 116. 215. 34 |l srael 147.237.0.34 |tikshuv.idf.il Suspi ci ous Response Code B ock 5
77.125.147.123 |lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
185. 32. 179. 192 |Israel 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code Bl ock 3
46. 19. 86. 138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.59.171 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
109. 253. 211. 94 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
84.108.45.164 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip storagel/files/8/ Bl ock 3
185.32.179. 169 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
84.229.152.20 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46. 19. 85. 48 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 79 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
79.181.100.32 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwwy aka. i df . il /vww tikshuv.idf.il B ock 2
Unaut hori zed URL Access to
167. 114. 64. 100 |Canada 147.237.77. 216 |dover.i df .i | wwy i df i |/ english/history/entebbel. stni>wweidf.il/english/ history/ente [B ock 2
bbel. st nx/ a><br >
79.177.4.7 I srael 147.237.72.166 |aka. i df . i | V\mm:vu;kh; rii dzf??l ;\bn;jh:/dgiﬁ?kf o/ ki sk, aspx B ock 2
85.64.134.190 [Israel 147.237.72. 166 [aka. i df . i | Distributed Il1egal Byte Gde Character in URL Bl ock 2
2.54.28.37 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal.idf.il/1440-he/ atal . aspx B ock 1
80.246.133.60 |[lIsrael 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Gode Bl ock 1
195. 95. 183. 254 |l srael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 3/ 109633. pdf Bl ock 1
46.19. 85. 245 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
109. 201. 154. 173|Netherl ands ~ |147. 237. 77. 216 |dover . i df . i | D stri bt oc 1?;“_?32;;?&%\/:‘?:&” Bock |1
37.142.215.95 | srael 147.237.77. 234 |hal ag. i df . i | 1D4§t rz';;”;;’dzéhﬁtng‘;g;zﬂaﬁ/ﬁﬁi 1(.)2]i . Bl ock 1
94.159. 171. 205 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.177.9.250  |israel 147. 237.72. 156 |anan. i df . i | m;:ﬁ_tiejf Lﬂa/“;tr;‘gs'z/mu:‘mﬁcfzfsl o B ock 1
176. 13. 17. 63 I 'srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sahar B ock 1
66.249. 78.159 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 1
157. 55. 39. 36 Uited Sates [147.237.0.34 |tikshuv.idf.il D stributed Suspi ci ous Response Code Bl ock 1
37.26.146.217 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
87. 69. 81. 207 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 86. 189 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
109. 253. 203. 1051 srael 147.237.72. 166 |aka. i df . i | alf:rl‘%fml I'jar:;:/e;;thTfejﬂﬁimaliar;px None 1
2. 54. 160. 65 I srael 147.237.72. 167 |i shuri maka. i df . i|SSL Untraceabl e Connection - Cpen Mde None 1
81.218.104. 109 |Israel 147.237.77.74 |law i df.il mult gfuriisfef’i I%Oggle;scéroe/ doc. nmur/ doc._mur . asp Bl ock 1
213.151.38.23 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.52.22. 224 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
79.182.113.61 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
185. 3. 146. 254 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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