01-05-2016-15:04:03 to 01-05-2016-16:04:03

@
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Target s |
2, 4004
1, 8004
1, 2004
Number |
a 600+"
Attacks
X X 3
\8\ 'Zr\& N \6\ > A @\6\ 'Zr:\é Q\'\6 q\6 4’\& \8\
A > >
GO\\QI & ‘5\' (8\ ‘0\\ 5 (Qtsl. N ‘Q’é Q\A ,&é\
6\6\ & &
& S
Top Tar get

[Top Attackers |

2. 000§,

M dover.idf.il

M aka. idf.il

B nadimatal .idf.il

Watal .idf.il

M nobile.idf.il

B ishurimaka.idf.i

Mlawidf.il

M hal ag.idf.il
navy.idf.il

M anan.idf.il

Nunber
(6]
At acks

M 167. 114. 156. 16
79.178. 22. 137

¥ 185. 120. 126. 73
46. 19. 85. 206

MW 176.13.2.81

M 2.54.12. 100

I 41.33.231.90

W 79. 177. 203. 190
2.54.18.3

W 109. 253. 193. 151

v Nl
PP J S S S ©

Top Attackers




01-05-2016-15:04:03 to 01-05-2016-16:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3359

66. 249. 78. 153 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 632

85. 64. 128. 202 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8

149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

59. 168. 120. 146 Japan 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 2

37.59. 155. 60 Ger nany 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al_Net drop 1
71.6.216. 56 Lhited Sates 147.237. 76. 197 e. hinush.idf.il B ock_UWp Al _Nets drop 1
52.53.222.9 Lhited Sates 147.237.76. 42 refuah.idf.il Bock Np All _Net drop 1
88.247.117. 156 Tur key 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

46. 19. 85. 206 147.237.77.233 |[Israel atal.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 24
108. 163. 222. 38 147.237.77.216 |lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 2
46.117. 13. 90 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
213. 151. 49. 68 147.237.77.216 |[Israel dover.idf.il portscan: TP D stributed Portscan 1
46.19. 85. 18 147.237.72.166 |Israel aka.idf.il portscan: TGP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
31.168.27.2 147.237.72.166 |[Israel aka.idf.il portscan: TCQP D stributed Portscan 1
98. 119. 105. 221 147.237.76. 31 Wited Sates nakchal . i df .| ET SCAN NVAP -sS wi ndow 1024 1
84.111. 48. 45 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
84. 95. 84. 94 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
79.177. 126. 227 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
77.125.3.116 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
46.228.207. 18 147. 237.8.50 Ger many e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
217.132.100. 187 |147.237.72.166 [Israel aka.idf.il portscan: TGP D stributed Portscan 1
212.199.182. 150 |147.237.77.216 [Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.26. 146. 216 147.237.72.166 |[Israel aka.idf.il portscan: TCQP D stributed Portscan 1
88.249. 106. 23 147.237.72.167 |Turkey ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
84.109. 115. 141 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
84.94. 161. 119 147.237.77.216 |Israel dover . i df .i| portscan: TCP DO stributed Portscan 1
77.126. 40. 217 147.237.72.166 |Israel aka.idf.il portscan: TGP D stributed Portscan 1
62. 90. 202. 66 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
217.132.195. 24 147.237.77.216 |[Israel dover.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
185. 120. 126. 73 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.177.203.190 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 35
Sreaning Engine: TQP Invalid i i SSi
2.54.12. 100 I'sr ael 147. 237. 77. 243 |nobi le.i df . i1 9 59 Invalid segent retransmssion. dr op 30
Ret ransni ssi on Packet dr opped.
185. 120. 126. 73 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 28
46. 19. 85. 206 | srael 147.237.77.233|atal .idf.il drop First packet isn't SN drop 22
. . SYNretransnit wth different .
31.154.173.51 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence vi ndow scal e noni t or 21
84.95.134.68  |Israel 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with i fferent moni tor (18
W ndow scal e
80.179.102.94 |[Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
80. 246. 136. 200 |l srael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 12
107. 167. 112. 217|Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
. . SYNHAK retransnit with different .
46. 19. 85. 77 | srael 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 11
172.56.26. 254 |wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
213.57.235.138 |[Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
78.188.138.25 |Turkey 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
85. 64. 128. 202 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
80. 246. 136. 200 |l srael 147. 237.72. 167 |i shurimaka.idf .i|[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
43.255.176.89 [Japan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
79.181.228.32 [lIsrael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
109. 65. 114. 89  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
R SYNretransmit wth different .
192. 114. 91. 245 |Israel 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence vi ndow scal e noni t or 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46.19. 85. 77 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
109. 67. 180. 111 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.199. 57. 206 i srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 122 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TQP Invalid i i SSi
79.178.22.137 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.54.35. 252 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.117. 125. 201 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop
. . SYNHAK retransnit with different .
46. 19. 85. 122 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 6
Sreaning Engine: TQP Invalid i i ssi
79.183.111.18 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
91.231.192. 149 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
Sreanming Engine: TCP Invalid i i ssi
82. 166. 114. 245 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.2 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 133 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert 6
78.188.138.25 |Turkey 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
46.19.85.2 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 133 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 6
2.54.23.115 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
187.45.193. 215 |Brazil 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 5
213.57.235. 138 |Israel 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert 5
192. 249. 120. 166|Lhited Sates |147.237.77.74 |lawidf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.54.26. 209 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
85.64.128.202 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 5
213.57.235. 138 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
37.26.147.147 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.181.228.32 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 5
213.57.235.138 |israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence SINAK retransmt with different oo s

W ndow scal e
SYNPAXK retransmit with different

80. 246. 136. 200 |lsrael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence vi ndow scal e noni t or

213.57.235.138 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

(&)]
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.178.22.137 |[Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 66
176.13.2. 81 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |46
79.178.22.137 [israel 147.237.0.19 |nmadimatal .idf.il|Too Miny of the Sane Response Code (404) in Session from79.178.22. 137 [B ock 41
109. 253. 193. 151 ]I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 30
2.54.18.3 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |28
109. 253. 221. 28 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
37.26.147.191 |[israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 20
2.54.34.80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |20
46.19. 85. 85 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
212.179.21.194 |lIsrael 147.237.0.34 |tikshuv.idf.il D stributed Too Mainy of the Sane Response Code (404) B ock 15
46.19. 85. 192 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 12
2.54.183. 47 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 11
108. 163. 222. 38 gﬁ;ttg: 147.237.77.216|dover. i df . il Ml ti pl e Uhaut horized URL Access from 108. 163. 222. 38 B ock 7
2.54.12. 100 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 7
109. 253. 211. 94 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bock |[5
78.188.138.25 |Turkey 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat.idf.il/sip storage/fil es/6/4616.] pg B ock 4
212.76.97. 68 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 212, 76. 97. 68 B ock 3
2.54.182.125 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bock |3
46.19. 85. 118 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
37.26.148.199 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212.143. 169. 169l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bock |3
80.246.136.64 [Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
84.108.235.32 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.156. 75 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bock |3
. ] Dstributed Paraneter Read Qnly Mol ation
176.13.23. 38 I srael 147.237.72.166 [aka. i df . i | vy aka. i df . i | / mai n/ sachar/ regi strati onw zar d/ regi st er. aspx par anet er None 2
66.249. 64. 233  [Israel 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to wawnidf.il/error.htm B ock 2
Lhi ted . . D stributed Unauthori zed URL Access on
208.184.112.74 o 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |2
. . Paraneter Read Qhly Molation in
176. 13. 23. 38 I srael 147.237.72. 166 |aka. i df . i | Wi aka, i f i |/ rai v sachar/ regi st rat i onwi zar d st ep3. aspx None 2
Unaut hori zed URL Access to
212.76.97. 68 I srael 147.237.76.86 |navy.idf.il wwv, navy. i df . i | / &a=u&ved=0ahukewj 8nof j 55| kahwds3i khwr cci 4gf ggnnaa&u |Block |2
sg=af gj cnhdhx85t dz_a0- eyy700ff9 7st eg
84.111.128.97 |Israel 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to waw | ogi stics. atal.idf.il/sizel0Ox0/sip_storage |B ock 2
81.218.104. 109 |Israel 147.237.77.74 |lawidf . il tnauthori zed UR. Access to Bock |2
wan | aw i df . i1/ consol ef core/ doc_ngr/ doc_ngr. asp
Lhi ted . . D stributed Unauthori zed URL Access on
107.178.194.79 |g 4 o 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |2
5.22.129. 70 I srael 147.237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed LRL Access to waw chi nuch. aka. i df . i1/404. htm B ock
37.26.147.134 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
Gooki e Tanpering on cooki e Logi n: Expected
khkkkkhkhkhkhkhkhkhhhkhhhkhkhhkhhkhkhhhhhhhhhhhhhhhkhhhhhhhdhhdhhkdhhkhhhkhhkhkdhhkhhhhhhkhhkhhkx
2.54.18.3 I srael 147.237.0.19 |madi matal .idf.il|******  bserved None 2
khkhkhkkhkhkhkhkhkhhhhkhhhkhhhkhhhkhhhhhhhhhhhhhhhkhhhkhhhhdhhdhhkdhhkhhhkhhkhkdhkhkhkhhhhhkhhhkhhkx
192. 116. 215. 34 |l srael 147.237.0.34 |tikshuv.idf.il Suspi ci ous Response Code Bock |2
46.19. 86. 172 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/main/sachar/tfasi maspxa€?a€Z  |B ock 2
109. 160. 165. 59 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
77.126.40.217 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
68. 180. 229. 239 g];::: 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
85. 250. 162. 84 |l srael 147.237.72. 156 [arman. i df . i | Unaut hori zed URL Access to waw aman. idf.il/https:/www aman.idf.il/ B ock 1
5. 28. 157. 167 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
84.95. 134. 68 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 7237- he/ at al . aspx B ock 1
50.62.177. 153 LSthlatt:sd 147.237.77.74 [lawidf.il Distributed Uhaut hori zed URL Access on wwwy | aw i df . il /xnirpc. php B ock 1
164. 215. 110. 7 g];::: 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wwyidf.il/ar/javascript: Bl ock 1
80.179.5. 19 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
194. 114. 146. 227|I srael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None
46.19. 86. 173 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
. . D stributed Lhaut hori zed URL Access on
109. 201. 152. 22 [Netherl ands |147. 237.77. 216 (dover . i df .i | v i df i | / 1133 22461- he/ dover . aspx. Bock |1
37.128.148.119 |Netherlands |147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
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