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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3156
212.25.121.195 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
157.55.39. 9 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

63. 246. 129. 38 Lhited Sates 147.237.76. 44 e.refuah.idf.il |B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Count

198. 20. 69. 74 Lhited Sates 147. 237. 76. 201 e.atal .idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

‘Signature

66. 102. 9. 10 147.237.72. 166 |lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 40
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 5
80. 246. 130. 151 |147. 237 77. 2331 57 ael atal il ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 4
attack
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
012 117 137, 146|147, 237 72. 166 |1 5 ael akaidh il SER\/ER—_APAO-E Apache nmod_ssl non-SSL connection to SSL port deni al 1
of service attenpt
109. 64. 171. 77  [147.237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
89.138.82.181 |147.237.0.34 |[Israel tikshuv.idf.il|ET SCAN NVAP -sA (2) 1
37.142.195.17  |147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
31.168.23.179 |147.237.77.216|Israel dover.idf.il [portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.77.176 |Whited Sates |natpash.idf.il|ET DROP Dshiel d B ock Listed Source 1
130.225.236.1 |147.237.77. 216 |Denmar k dover.idf.il [portscan: TCP D stributed Portscan 1
95.211. 239. 230 [147.237.72. 156 [Net her | ands anen.idf.il [C5- OTHER d sco | G5 HITP configuration attenpt 1
31.168.79.182 |[147.237.77.216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
31.168.23.179 |Israel 147.237.77. 176 |natpash.idf.il  |Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor (58
185. 120. 126. 73 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber moni tor |56
185. 120. 126. 73 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 28
46. 19. 85. 255 | srael 147.237.72. 166 |aka. i df. il dr op First packet isn't SN drop 26
81.218.70.243 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
41.77.138.90  |Egypt 147.237.77. 121 e.nawy.idf.il  |Geo-1l ocati on enf or cement Geo-| ocati on i nbound drop 18
enf or cenent
Sreanming Engine: TCP Invalid i i ssi
109. 64.3. 1 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
37.26.146. 133  |lsrael 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 18
109. 253. 218. 47 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
107.6.123.226 |9 ngapore 147.237.77. 121 |e.navy.idf il Geo-1 ocati on enf or cenment Geo-I ocati on i nbound drop 13
enf or cenent
109. 253. 218. 47 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 12
Sreanming Engine: TCP Invalid i i ssi
157.55.39.208 |Wnited Sates 147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
192. 118. 27. 253 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 85. 14 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19. 85. 14 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval id AGK nunber aert 11
80. 246. 130. 151 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 11
46. 19. 85. 140 I srael 147.237.72. 166 [aka.i of .i | Bad TCP sequence Inval id AGK nunber moni tor |9
Sreaning Engine: TGP Invalid i i sSi
213.57.207. 212 |israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret ransm ssi on Packet dr opped.
140. 101. 20. 1 Lhited Sates 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber monitor |8
46. 19. 85. 255 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 8
80. 246. 130. 151 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 8
194.90.153.50 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |8
84.110. 33. 84 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 118. 27. 253 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
147. 235.8. 70 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [alert 7
147.235.8. 70 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
140.101. 20. 1 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
212.101. 249. 140|Lebanon 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
e SYNtACXK retransmt with .
147. 235. 8. 70 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence different v ndow scal e mnitor |7
62.90. 152. 3 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop
46. 19. 86. 69 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid AGK nunber moni tor |7
46.18. 18. 169 ga:lcisgi':éa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 7
2.54.152. 233 I srael 147. 237. 77. 216 |dover . i df .i | SYN Attack rej ect 7
140. 101. 20. 1 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
reamng BEngine: TCP Invali i i sSi
82.80.28.197  |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
46.19.85.3 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber mnitor |6
Sreaning Engine: TGP Invalid i i sSi
79.178.24. 8 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
192. 118. 27. 253 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
2.54.152. 233 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
82.81.11.187  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 130. 2321 srael 147. 237, 77. 243 |nobi l e. i df .i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
37.26.149. 154 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
85. 64.153.231 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber mnitor |6
Sreanming Engine: TCP Invalid i i ssi
149.78. 239. 107 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
194.90.153.50 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
2.54.152.233 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |6
Sreaning Engine: TGP Invalid i i sSi
2.54.31. 112 I'srael 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.54.187. 85 I'srael 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.54.158.212  |israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 6

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

Sgnature

Devi ce

Action

‘Count

132.64.55.43  [Israel 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Cbde (404) in Session from g o\ 75
132. 64. 55. 43
2.52.49. 166 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 39
46.19. 86. 2 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock 38
. . . Paraneter Type Mol ation Qurrent Password in
2.54.59.7 | srael 147.237.77.243|nobi | e.i df . i | mobi | e. i df . i |/ sachar/ changepassvor d B ock 33
46.19. 86. 50 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 14
2.54.138.91 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 13
46. 19. 85. 103 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 8
109. 253. 137. 225]I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 6
176. 13. 4. 228 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
213.8.204. 74 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 5
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut horized URL Access from 194. 90. 128. 185 B ock 4
208.115.113.88 |Wiited Sates 147.237.76.86 |navy.idf.il Mil tipl e Wnaut hori zed URL Access from 208. 115. 113. 88 B ock 4
79.177.4.20 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/val tam B ock 3
109. 253. 130. 232|I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
. . Mul tiple Wnhaut horized Method for Known URL from
79.179.183. 139 |Israel 147.237.72. 166 |aka. i df . i | 29. 179. 183, 139 B ock 3
176. 13. 3. 148 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
. . Unhaut hori zed URL Access to
46.19. 86. 172 I srael 147.237.72. 166 |aka. i df . i | vown aka. | df i |/ mai r/ sachar / tf asi m aspxa€23€7 B ock 3
Pal estinian Territory . . D stributed Uhaut hori zed URL Access on
176.106.46.228 [ /oy 147.237.77. 176 [nat pash. i df . i | vown cogat . i df i 1/894- ar Bl ock 3
2.54.131. 246 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/gitus B ock 3
. . Paraneter Type Mol ation search in
176.13.8.77 I srael 147.237.77.233|atal . i df .il v atal i df .11/ 1440- hel at al . asp B ock 3
. . Paraneter Read Gily Molation in
176.13. 23. 38 I srael 147.237.72. 166 |aka. i df . i | vwv aka i o i 1/ nai 1V sachar / egi strati onwi zar d/ regi st er . aspx None 2
; . . Distributed Lhaut hori zed URL Access on
204. 13. 200. 200 |wnited Sates 147.237.77. 216 |dover . i df . i v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 2
115.112. 64. 154 |India 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 2
Unhaut hori zed URL Access to
212.179. 159. 253l srael 147.237.77.234|hal ag. i df . i | waw | ogi stics. atal .idf.il/sip storagelfil es/ 3/ size338x0/ 1763.j p |B ock 2
g
. . Unaut hori zed URL Access to
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i Wi of i1/ atal 1/ Zkor/ vi ew text . asp B ock 2
176.13.10. 245  |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
109. 253. 202. 93 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
62. 90. 96. 102 I srael 147.237.77. 216 |dover. i df .i | Unaut hori zed HTTP Met hod B ock 2
37.26.149. 148 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
m ny- kosher - kr avi . i
2.54. 145. 239 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 2
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [lLited Sates 147.237.77. 216 |dover.i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 2
50. 62. 208. 36 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter author in ww aka.idf.il/ None 2
. . Mil ti pl e Uhaut hori zed Method for Known URL from
77.125.112.10 |[Israel 147.237.72. 166 |aka. i df . i | 27 125 112. 10 B ock 2
’ . . O stributed Unaut hori zed URL Access on
107.178.194.87 [United Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
2.54.183. 47 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
46.19. 86. 213 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46. 19. 85. 140 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS At ack None 2
46.19. 85. 148 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
115.112. 64. 154 |India 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 2
195. 160. 240. 11 |l srael 147.237.72. 166 |aka. i df . i | Ostributed Unauthorized LRL Access on v aka.idf.il/main/ [B ock 2
. ny- kosher - kravi . i df . .
184. 105. 247. 195|ULhited Sates 147.237.0. 16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
85. 130. 220. 185 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Unknown Par arret er
212. 150. 245. 250]1 srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$cphSachar $tfasi nG gnAl | in None 1
wan aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
66.249.64.181 |Israel 147.237.77.74 |lawidf .il Dstributed |11egal Paraneter Encoding None 1
176.13.9. 132 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.18. 18. 169 gjceusgi':('ja” Territory 1 47. 237. 77. 176 |mat pash. i df . i | Wnaut hori zed URL Access o waw cogat . i df . i 1/894-ar Bock |1
31.154.135.70 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
82. 80. 196. 44 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None
212.29.192.31 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
. . . Unaut hori zed URL Access to
58. 23. 232. 70 Chi na 147.237.77.216|dover . i df . il v i dff i | / 1283- 19088- en dover . aspx/ t r ackback/ B ock 1
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