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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 75. 214 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn |drop 5279
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3008
66. 249. 75. 198 | srael 147.237.77.170 naar achot . i df.il TCP handshake viol ation, first packet not syn |drop 414
212.199. 154. 194 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 126
79.177. 15. 236 I srael 147. 237.77. 216 dover.idf.il Bl ock Udp All Nets drop 5
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
202. 115. 255. 194 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1
71.6.216. 36 Lhited Sates 147.237.76. 177 ncore.idf.il B ock_Wp Al _Nets drop 1
132. 72. 227. 31 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
61.152. 150. 138 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
112.211. 96. 191 Phi | i ppi nes 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
117. 158. 4. 29 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1




01-05-2016-13:04:02 to 01-05-2016-14:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




01-05-2016-13:04:02 to 01-05-2016-14:04:02

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
79.176.195.33  [147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
61.152. 150. 132 |147.237.76.39 |China nobi | e. nei tav.idf.i|[GPL SCAN nmap TCP 1
52.90. 147. 148 |147.237.76.31 |Wited Sates |nakchal .idf.il SER\/ER-APAO—E.Apache mod_ssl non-SS. connection to S3. port 1

deni al of service attenpt

37.26.148.205 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 155. 129|147. 237. 77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 142. 117. 226|147. 237. 0. 200 |Tur key . i df il ET SCAN NVAP -f -sS 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
85.130.216.49  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179. 6. 81 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
61.155.203.54 |147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
58. 246. 10. 65 147.237.76.39 |Chi na nobi | e. nei tav.idf.i|GPL SCAN nmap TCP 1
195. 142. 117. 226|147. 237. 0. 200 [Tur key ndu. i df il ET SCAN NMVAP -sS w ndow 2048 1
195. 60. 232.56  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
190. 249. 184. 162|147. 237. 76. 202 |Col onbi a e halag.idf.il ET SCAN NMAP -sS w ndow 4096 1
79.181.68.220 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

Target Address

dte

Signature

SWNretransmt wth different

46.117.251. 103 |Israel 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence . moni tor (91
w ndow scal e
46. 19. 85. 255 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 84
46.19.85.255 | srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor (84
different wndow scal e
46. 19. 85. 255 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout aert 76
79.181.147.162 |Israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SNretransmt with different oo 6o
W ndow scal e
185. 120. 126. 73 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber monitor |56
46. 19. 86. 158 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor  [36
185. 120. 126. 73 147.237.77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber aert 28
Sreanming Engine: TCP Invalid i i ssi
109. 253. 206. 1871 sr ael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
79.177.212. 238 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 23
reamn ine: TCP Invali i i Ssi
2.52.130.163  |Israel 147. 237,77, 243 | L e i1 | €A 9 Er?g € TP Invalid finvalid segnent retransnission drop 15
Ret r ansmi ssi on Packet dr opped.
2.54.24. 220 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
reamng BEngine: TCP Invali i i sSi
46. 19. 86. 31 I srael 147.237.77. 243 |t e i1 | SAM NG Engine: TCP I nval i invalid segnent retransnission drop 15
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.17.51  |israel 147. 237. 77. 243 |nobi 1 e. i of . i 9 =g Inval i d segnent retransmssion. |, ., 15
Ret r ansni ssi on Packet dr opped.
2.52.19.79 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
46.19. 85. 234 I srael 147. 237. 77. 216 |dover.i f .i | Bad TCP sequence I'nval id ACK nunber aert 12
Sreaning Engine: TCP Invalid i i ssi
66.249. 64. 250 |Whited Sates 147.237.77. 234 |hal ag.i of .1 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
46.117. 253,186 | srael 147. 237.72. 166 |aka i f .i Bad TCP sequence SINFACK retransmt wth monitor |12
different w ndow scal e
46. 19. 85. 234 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |12
reamng BEngine: TCP Invali i i sSi
109. 253. 221. 28 |Israel 147.237. 77, 243 |roti L e i i1 || S@M NG Engine: TGP alid |invalid segnent retransnissi on, drop 12
Ret ransm ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data [nonitor 11
Sreaning Engine: TGP Invalid i i sSi
149.50.93.96  [lhited Sates 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 10
Ret ransm ssi on Packet dr opped.
84.228.170. 165 |Israel 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop
79.182.254. 8 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
reamng BEngine: TCP Invali i i sSi
109. 253. 204. 183|i srael 147.237.77. 243 |t e i1 | SAM NG Engine: TP Invalid invalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
79.182.254. 8 I srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TGP Invalid i i sSi
79. 180. 249. 204 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.
176.58.68.34 | estinian Tervitoryl, 7 o327 77, 176 |natpash. ick.il  |dr op First packet isn't SWN drop 9
Qccupi ed
79.182.254.8 | srael 147.237. 72. 156 |anan. i df .i | drop Frst packet isn't SYN drop 9
46.19. 86. 143 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid AGK nunber nonitor |8
62.0.197. 105 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 7
94.230.86.252 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |7
84.228.170. 165 |Israel 147. 237. 72. 156 |anan. i df .i | drop First packet isn't SWN drop 7
Sreamng Engine: TCP Invalid i i ssi
79.181.202.91 | srael 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
157.55.39.208 |United Sates 147. 237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransm ssi on Packet dr opped.
213. 8. 204. 20 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber monitor |6
212.199. 154. 194|l srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SYN drop 6
2.54.60.7 I srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 131 I srael 147.237.72. 166 [aka.i of .i | Bad TCP sequence Invalid AGK nunber monitor |6
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 6
Sreaning Bngine: TQP Invalid i i SSi
109. 66. 34. 193 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
149.78.228.34 |israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 184 I srael 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence Invalid AGK nunber monitor |6
213. 8. 204. 20 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 119 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
62.0.219.1 | srael 147.237.76.31 |nakchal .idf.il drop Frst packet isn't SN drop 5
46. 19. 86. 241 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.191. 168 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 103 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185. 32.179. 158 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 96
46. 19. 85. 10 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 43
2.54.56. 211 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 38
2.54.138.91 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 37
109. 253. 132. 231/l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
109. 253. 211. 94 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 27
109. 253. 144. 167|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 21
185.32.179. 158 |Israel 147.237.0.19 |nadimatal .idf.il Igg '\fzr_'yl;;_ tlgg Sane Response Qode (404) in Session from Bl ock 19
79.178.139.176 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from79.178.139.176  |B ock 13
176.13.5. 2 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 11
46.19. 85. 111 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 9
79.178.176.170 |Israel 147.237.0.19 |nadimatal .idf.il nﬂ;”;h;rgéfzfﬁlﬁﬁ;e:j;;dupdat enakat caunt 1y, aspe Bl ock 7
80.178.186.27 | srael 147.237.0.34 |tikshuv.idf.il ;8?1'\%“’1;; ;;‘e Sane Response Qode (404) in Session from Bl ock 7
109. 253. 206. 187 |l sr ael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 7
176.13.17.51 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
109. 253. 221. 28 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 5
77.125.112.10 [israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 77.125.112. 10 B ock 5
46.19. 86. 48 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 4
2.52.130. 163 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
216.35.195. 247 |lhited Sates |147.237.72. 166 |aka. i df . i | m“;kr:riid?eidl /“':;Tf/";i ;Eg%;n‘zra].aspx B ock 4
109. 253. 204. 183|l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
109. 65.157.81 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
138. 134.102. 16 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.19.86.2 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
46.19. 85. 119 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/894-he Bl ock 2
46.19. 85. 79 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54. 160. 45 I srael 147.237.77. 216 |dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 86. 94 I srael 147.237.72. 166 |aka. i df . i | \;Pjrwar:;:ri gfidl ?‘r:a)i'n\fsoéij;/nf Oirgot pessvor d, aspx None 2
46. 19. 85. 255 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
212.179. 159. 253|l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/main/scripts/css3pie. htc Bl ock

Illegal Byte Code Character in Method : 4KAT} ~A'AUAE) A-A; A ; MAE
46.117.251.103 |l srael 147.237.72. 167 |i shuri maka. i df . i|A, HhAcem B ock 1

OAS AA AFA RA[#7]]
37.26.149.213 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
80.74.112.194 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
2.54.185. 209 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.178.139.176 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for vww aka. i df . i|/nai n/ sachar/ B ock 1
213.151.40.65 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46. 19. 86. 200 | srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
109. 253. 150. 95 |Israel 147.237.77. 243 |nobi 1 e. i df . i | :;;“It :cl’r(;fsz , t;{eggrcyisemglesn <t ohi | ddocunent s/ 1071 Bl ock 1
2.54.23.57 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ | ayout . css B ock 1
67.212.175.138 [lhited Sates |147.237.72.166|aka. i df .i | m“;kgoir;ﬁ?/ﬁ;n‘ﬁrﬁ;‘r’;eykatava/ Bl ock 1
195. 154. 227. 118|France 147.237.77. 216 |dover.idf .l Dstributed I11egal HITP \ersion B ock 1
95. 35. 165. 165 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
46. 19. 85. 27 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method 2bh3y155unf 05az0 in URL B ock 1
80. 246. 136. 133 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
46.117. 251. 103 |[lIsrael 147.237.72.167|i shuri maka. i df . i{Too Many Headers per Request - 32 Headers B ock 1
176.13.3.178 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
31.168.23.59 [Israel 147. 237.77. 216 |dover . i df . i | chaut g‘fo_ri'lzles? pi‘:;ofgg:f; L ol <i 2622000 6599 bq Bl ock 1
79.181. 147. 162 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css B ock
46.117.251. 103 |Israel 147.237.72. 167 |i shuri maka. i df . i|{Abnormal |y Long Header Line request header nane B ock 1
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