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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 75. 214 | srael 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 5307
37.26. 146. 164 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 4457
66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4044
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3441
66. 249. 75. 198 | srael 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn |drop 3061
66. 249. 69. 34 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4
123. 151. 42. 61 Chi na 147.237.76. 148 ggcenter. aka.idf.il|B ock_Udp All _Nets Con Limt drop 2
176.13. 11. 114 | srael 147.237.0.19 nadi matal .idf.il |DCBS- SSL-QA ear Text dr op 1

66. 240. 219. 146 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Wdp Al Nets drop 1
37.26.146. 174 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 7
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
93.168. 24.5 147.237. 77. 216 |Ronani a dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.176.211. 127 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
66. 249. 78. 2 147.237.72. 166 |Wnited Sates |aka idf.il ET SCAN NVAP -sA (2) 1
59. 45. 79. 117 147. 237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
213. 8.204. 11 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237.8.28 |[China e.nobi | e-ks.idf.il|ET SCAN Potential SSH Scan 1
212.29.229.50 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 154. 154. 131(147. 237. 77. 176 |France nat pash. i df . il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
172.98.197. 114 |(147.237.0.19 nadi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 186. 65  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.183.225. 147 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
28,8, 211, 130 147 237 0.34  |Po and Cikshv.id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

59. 45. 79. 117 147.237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
213.151. 48. 140 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237. 72. 167 |Chi na i shurimaka.idf.ill[ET SCAN Potential SSH Scan 1
212.179.21.194 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 109 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
208. 67. 1. 94 147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
109. 226. 43. 146 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature

185. 120. 126. 73 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 58
Sreamng Engine: TCP Invalid i i ssi

176.13.11. 114 |Israel 147. 237. 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssi on. drop 30
Ret ransm ssi on Packet dr opped.

185. 120. 126. 73 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber alert 29
Sreamng Engine: TCP Invalid i i ssi

2.54.7.134 I srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 24
Ret ransm ssi on Packet dr opped.

46.19.85.3 I srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber noni t or 18
Sreamng Engine: TCP Invalid i i SSi

46.19.86.249 |Israel 147.237.77. 243 |nobi l e.i df . | 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

46.19.86.255 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

46.19.85.224 |Israel 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransm ssi on Packet dr opped.

185. 89. 217. 232 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 15

185.32.179. 33 |[lIsrael 147.237.0.19 |nadimatal.idf.il[SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 13

79.176.145. 19 |Israel 147.237.77. 216 |dover.i df il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaming Engine: TGP Invalid i i ssi

194. 90. 191. 193 |I srael 147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

46.19. 85. 13 I srael 147.237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12

185. 32.179. 33 |lsrael 147.237.0.19 |nadimatal .idf.il|drop Frst packet isn't SYN drop 12

62. 0. 200. 108 | srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 11

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 11

. . SYNPAXK retransnmit with different .

46.19. 85. 13 I srael 147.237. 72. 156 |aman. i df .i | Bad TCP sequence vi ndow scal @ noni t or 10
Sreanming Engine: TGP Invalid i i SSi

109. 253. 193. 52 |I srael 147. 237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.

109. 65.11.83  |[Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or

46.19. 85. 38 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i SSi

109. 253. 216. 77 |I srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.

80. 74.100. 131 |Israel 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

46.19.85.153 |lsrael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7

46. 19. 85. 99 I srael 147.237.77. 176 |matpash.iof .il  [SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

46.19.86.194 |Israel 147.237.77. 74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7

81.218. 175. 126 |I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi

79.181.189.78 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

79.177.58.93 |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.5.175 |isral 147. 237.77. 243 |obi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.

46. 19. 86. 55 I srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46.19.86.78  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINAK retransmt wih different Jopyivor |6

w ndow scal e

185. 89. 217. 233 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 6
Sreanming Engine: TGP Invalid i i SSi

77.127.114.54 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

81.218. 118. 126 |I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i SSi

176.13.0.187 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.

185. 89. 217. 234 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 6

185. 89. 217. 229 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 6

185. 89. 217. 231 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi

46.19.85.136 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.

132. 74. 145. 118 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6

185. 89. 217. 226 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 6

82.80.159.98 |[lIsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

46. 19. 85. 99 I srael 147.237.77. 176 [mtpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 5

46. 19. 85. 38 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5

79.180. 12. 140 [l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

79.176.172.9  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5

31.154. 179. 219 |I srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

79.176.172.9  |[lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5

46. 19. 86. 89 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 249 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 48
46.19. 85. 111 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 44
176.13.11. 114  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
185.32.179.33 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 23
176.13. 15. 87 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 19
109. 253. 198. 106l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
2.54.7.134 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 10
176.13.11. 114 |Israel 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock

2.54.36. 196 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.56.211 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
91.227.71.250 | srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt : ci’r(;le'ie? , g;esgrcﬁisnptl e/ stchi | ddocunent s 1152 Bl ock 6
46. 19. 86. 255 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 5
79.182.114. 158 |Israel 147.237.72. 166 |aka. i df . i | g’g_ tligpzllelﬂafégo” zed Method for Known UR. from Bl ock 5
176.13.9. 221 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46. 19. 86. 249 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
46. 19. 85. 27 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.19. 85. 224 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .il Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 3
37.26.149.224 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
176.13. 3. 181 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 3
185.32.179. 136 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.147.252 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
91.227.71.250 [Israel 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut hori zed URL Access from 91. 227. 71. 250 B ock 2
37.26.148.149 |lsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
176.13.0. 187 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 2
37.26.148.197 |Israel 147.237.77. 243|nwbi | e i df .1 [FLS411PuLed Lhauthor] zed LRL Access on Bl ock 2
176.13.10.173 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock

213. 8. 204. 28 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
204.13.200. 200 |United Sates 147.287.77. 218 dover . i df i1 [ e e cover. s B ock 2
109. 253. 216. 77 |l srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock

46.19. 85. 66 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock

2.52.51. 104 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
37.26.148.197 |israel 147. 237.77. 243 |nobi | e. i df . i | Ef)g?f':t %T?’ffs\gcﬂaiic?gnz‘;ﬁsﬁsfrd n Bl ock 2
81.218.156. 151 [Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL B ock
176.13.7.114 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None
204.13.200. 200 [United Sates 147. 237.77. 216 |dover . i df . i | D stri uted lfsg_tg’é;;f’ﬂe%ﬁfﬁpf” Bl ock 2
109.253.223.6 |l srael 147. 237.77. 243 |nobi | e. i df . i | Em;tlr;t?gf?l f;gé’;;ofiinzd‘zg LR Access on B ock 2
37.26.148.209 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None

109. 253.193. 52 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock
64.41.200.104 |[lhited Sates 147.237. 77. 216 |dover . i df . i | (Ss';sggg\clﬁibéj EDNT_eCKtEiﬁE;(C?-;::\gl violation None 1
40.77.167.37  |Uited Sates 147.237.77. 216 |dover . i df . i | chaut gfo_'i'lzles? pL_‘:t‘on;:/sti L ol <i 2622000 5326, pg B ock 1
82. 166. 76. 90 I srael 147.237.72.166|aka. i df . i | Mil tiple Uhauthorized URL Access from 82. 166. 76. 90 Bl ock 1
46.121. 120. 168 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
176. 13. 8. 84 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
2.54.155. 159 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
68.180. 228. 112 [Lnited Sates 147. 237.77. 216 |dover . i df . i | \;P:rwa?ztferl I%‘;xﬁ;’a&(ﬂr _ng;':“mi : Bl ock 1
212. 106. 65. 86 gjceusgii:;a” Territory. 1147, 237.77. 176 |mat pash. i df . i1 |Uhaut hori zed UR. Access to ww cogat . i df . i1/894-ar Bl ock 1
46.19. 86. 119 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
132.70.238.16 [l srael 147.237.0.34 [tikshuv.idf.i| [Fathorized LR feeses (o aspx - vood. K3z508 Bl ock 1
46.19. 85. 112 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
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