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01-05-2016-11:04:00 to 01-05-2016-12:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4947

66. 249. 75. 214 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 576
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 94

66. 249. 75. 206 | srael 147.237.77. 170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 59

204. 42. 253. 130 Lhited Sates 147.237.76. 199 e nakchal .idf.il [Block Udp All _Nets drop 2

66. 249. 75. 198 | srael 147.237.77.170 naar achot . i df .11 | TGP handshake viol ation, first packet not syn |drop 1




01-05-2016-11:04:00 to 01-05-2016-12:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |SgnaIure Devi ce Action ‘Count
106. 38. 241. 106 Chi na 147. 237. 72. 166 aka.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237. 72. 166 aka.idf.il [C103: HITP. User Agent Sogou+web+spi der B ock 1

194. 114. 146. 227 I srael 147.237.72. 166 aka.idf.il |CL000169: B ock - dns poisoning (Qalit) Per it 1




01-05-2016-11:04:00 to 01-05-2016-12:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

DDos attack

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
52.90.147.148  [147.237. 77, 226 | ted Sates | chanatz. aka i i1 |20 VD% APACHE Apache nod ssl non- SSL connection to SSL 1
port denial of service attenpt
46.121. 229. 245 (147. 237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237. 77. 178 |Wited Sates |e matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.147.221 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.150.113  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
179 184 162. 75 |147 237 0.34  |rasil Cikshov.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TCP D stributed Portscan 1
93.174.93.203 |147.237.76.38 |Netherlands |e.e.reitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
88.204.187.90 |147.237. 76. 201 |Kazakst an e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.181.57.192  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
52.90. 147. 148 |147.237.76.38 |W0ited Sates e e rmeitav.idf.il SERVER APAO_E Apac.he mod_ssl non-SS. connection to SS. 1
port denial of service attenpt
46. 19. 85. 92 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
207.232.28. 184 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
5.39. 222. 253 147.237.0.15 |Netherlands  [kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 120. 125. 43 |147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
168. 62. 238. 153 [147.237.76.30 |Lhited Sates |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 228. 33. 167 |147.237.0. 17 E;ir:;cci]om mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
88.204.187.90 |147.237.76. 201 |Kazakst an e.aa.idf.il ET SCAN NVAP -sS w ndow 4096 1
81.218.116. 129 |147.237.77. 233 |I srael atal .idf.il ET OG5 Large anount of TGP ZeroWndow - Possible Niller2 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

62.219.235.37 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal noni t or 278
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 243
85.130.232.75 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 120
Ret r ansn ssi on Packet dr opped.
212. 143. 124. 109|i srael 147. 237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 44
Ret ransm ssi on Packet dr opped.
197. 165. 186. 13 |Egypt 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 42
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 36
202. 159. 140. 198|Australia 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 22
62. 0. 197. 69 | srael 147.237.72. 166 |aka.idf . il drop Frst packet isn't SN drop 21
46. 19. 86. 31 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval id ACK nunber noni t or 21
66.249.78.254 |[Israel 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 18
62.0.214. 129 | srael 147.237.72. 166 |aka.idf . il drop Frst packet isn't SN drop 18
185. 120. 126. 73 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 18
46.19. 86. 170 I srael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 17
81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 13
212.235.103. 211|l srael 147.237.72. 166 [aka.idf .il Bad TCP sequence Inval i d sequence nunber noni t or 12
2.54.18. 235 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46. 19. 85. 147 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
2.54.18. 235 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 12
2.54,18. 235 I srael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 12
141. 8. 132, 112 gz::;”ion 147.237.72. 166 |aka.i df . ‘;I ?Zr:sr:g Slir:gcl):e: TP Invalid :jg‘éf;td diegggg(tj. retransmssion. 4 o 12
2.54.18.235 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 12
2.54.18. 235 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
66. 249. 64. 238 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
88.175.64.221 |Rance 147.237.72. 156 |anan.idf . il drop Frst packet isn't SN drop 10
46. 19. 85. 147 I 'srael 147.237. 77. 216 [dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
66.249. 64.250 |Wited Sates  |147.237.77.234|halag.idf. i Streaming Engi ne: TCP Invalid  invalid segnent retransmssion drop 10
Ret ransm ssi on Packet dr opped.
46. 19. 86. 176 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
46. 19. 86. 96 I srael 147.237.77. 203\ e i 11 | &M NG Bngine: TQP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
94.230.86.168 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
195. 160. 240. 11 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 9
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 9
37.26.146.181 |[Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
185. 120. 126. 73 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber alert 8
2.52.41. 156 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 8
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 8
176.13.8.224  |Israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence mdgitrsaé:"y wth dfferent monitor |8
132.73.195. 190 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
31.154.135.213 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
79.182.254. 8 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
79.182. 254. 8 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
62.90. 131. 58 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46. 19. 86. 99 I srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber noni t or 7
79.182.231.172 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
109. 64. 146. 173 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
212. 235. 62. 94 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
79.182. 254. 8 I srael 147. 237. 72. 156 |anan. i df . i | drop First packet isn't SWN drop 7
149.88.97.161 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
2.54.12. 108 I'sr ael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid  invalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
5.29. 78. 106 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
37.142. 64. 26 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 204. 241 |1 srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 181
31.168. 66. 247 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 99
82.80.174.162 |l srael 147.237.0.34 |tikshuv.idf.il ;2?8'\3_’?’7?1229 Sane Response Qode (404) in Session from B ock 94
31.168. 66.247 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 86
109. 253. 139. 211 ]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 64
109. 253. 139. 211 ]I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 57
109. 65. 113. 127 |Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 50
176.13.12. 101 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 45
176.13.17.129 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
185. 32.179. 136 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
46.19. 85. 16 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 24
31.168. 66.247 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 14
209. 88. 173. 130 |l srael 147.237.72.166 |aka. i df . i | Unhaut hori zed URL Access to wwn aka. i df . i |/ $$$&2875$$ B ock 9
132.72.32.193 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from132. 72.32. 193 B ock 9
80. 246. 139. 225 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
176.13. 4. 228 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
2.52.14. 39 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 194. 90. 128. 185 B ock 4
109. 65. 113. 127 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwwv aka. i df.il /v tikshuv.idf.il Bl ock 4
109. 253. 135. 19 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.210. 136. 164 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
92. 61. 233. 66 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 92. 61. 233. 66 B ock 3
46.19. 85. 118 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13.16. 143  |Israel 147.237.77. 243 |nobi | e.i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 3
46.19. 86. 96 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 6. 56 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
192. 116. 190. 42 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.228.233.164 |[Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in wwaka idf.il/tiznoret/fag/ default.asp |None 2
37.26.147.129 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . i|/mai n/ sachar/ about . aspx B ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 B ock 2
212.179. 132. 201 i srael 147.237.77. 176 |nat pash. i df . i | méégb;tﬁ%f%??ﬁ?glfgfag&if‘;‘;?;f 4229.1. o B ock 2
46.19. 85. 209 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock
31.154.19.5 | srael 147.237.77.216|dover. i df . i | Mil tiple Unauthorized URL Access from 31.154.19.5 B ock

46. 19. 85. 139 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

199, 207. 253, 101|Uited Sates [147.237.76.42 [refuah.idf.il | e Ve ?Adfo?f‘ltjggef;'elofch;ﬁ_e;;acem' der1StxtFirsthane in Bock |2
46. 19. 85. 141 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
132. 64.26.121 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/bul l et 1.gif  |Bl ock 1
37.26.146.175 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: hknown SSL Sessi on None 1
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
194. 90. 254. 244 |I srael 147.237.72. 166 |aka. i df . i | Lhknown Paranet er utmsource in ww aka.idf.il/ None 1
2.54.59. 250 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
87.69.233.18  |Israel 147.237.72. 166 |aka. i df . i | mn;?i ?fﬁﬁﬁbaﬁﬂﬁ%ﬁi& None 1
176.13.21. 140 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 86. 69 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
157.55.39. 248 |lnited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to wwu refua atal.idf.il/woad. php B ock 1
213. 8. 204. 60 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
204.13.200. 200 [Uhited Sates [147.237.77.216 |dover . i df . i b stri bt oc 1?;;2;;5?&%&??;&” Bl ock 1
46.19. 85. 65 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None

109. 253. 157. 211 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None

79 183. 123. 224 |1 srael 147.237. 72. 166 |aka. i df . i | Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct |33 in None 1

wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
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