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01-05-2016-10:04:06 to 01-05-2016-11:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site |Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4886

66. 249. 75. 198 | srael 147.237.77. 170 naarachot.idf.il |TQP handshake viol ation, first packet not syn |drop 745

204. 93. 154. 212 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 204

204. 42. 253. 130 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Bock Wdp All Nets drop 2
31.168. 178. 197 | srael 147.237.72. 156 anan.idf.il TCP handshake viol ation, first packet not syn |drop 1

109. 66. 10. 228 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.216. 55 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
71.6.216. 62 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147. 237. 72. 166 aka.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

85. 130. 244. 240 |147.237.72. 166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
117.21.248.87 |147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237. 76. 147 [Chi na chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
213.57.180.231 |147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
94.102.48.195 |[147.237.76.30 [Netherlands hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237. 76. 201 |Lhited Sates [e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
67.207.202.9  [147.237.72.156|wited Sates |anan.idf.il SERVER APACHE Apache mod_ss| non- SS9 connection to SS. port 1
deni al of service attenpt
209. 126. 116. 147|147. 237. 76. 199 |Lnited Sates [e.nakchal.idf.il |ET SCAN NMVAP -sS wi ndow 1024 1
66.206.15. 100 |147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
199.203.215.1 |147.237.72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
66.206. 15. 100 |147.237.76.39 |[Whited Sates |nobile neitav.idf.i|ET SCAN Potential SSH Scan 1
185.27.105.72  |147.237.72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
173. 255. 233. 124(147. 237. 72. 166 |Lhited States [akaidf.il GPL WEB_SERVER TRACE at t enpt 1
117.21.248.87 |147.237. 76. 148 |Chi na gacenter.aka i df.il |[ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
109. 65. 72. 111  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179.21.194 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237.76. 200 |Uhited Sates |eitan.akaidf.il [ET SCAN NVAP -sS w ndow 1024 1
66.249.75.198 |147.237.77.170|W0ited Sates |nmarachot.idf.il |ET SCAN NVAP -sA (2) 1
200.63.163. 131 [147.237.8.27 |Argentina enadimatal .idf.il [ET SCAN NVAP -sS w ndow 4096 1
66.206. 15. 100 [147.237.76.42 |lnited Sates |[refuah.idf.il ET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
2.54.8.75 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
173. 255. 233. 124|147. 237. 72. 166 [Lited Sates |aka.idf.il SERVER- WEBAPP TRACE at t enpt 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1040
Sreanmng Engine: TCP Invalid i i ssi
2.54.173.139  |israel 147.237.72. 167 |i shuri maka. i of . i1 9 =g Invalid segnent retransmssion. g 84
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
167.114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
46. 19. 85. 107 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |14
reanming BEngine: TCP Invali i i ssi
2.54.188. 12 I'srael 147. 237. 77. 243 |robil e i df . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dropped.
188. 120. 159. 140|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i ssi
66.249. 64.250 |lnited Sates |147.237.77. 234 |halag.idf. il 9 =g Invalid segnent retransmssion. 10
Ret ransni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN Att ack rej ect 9
Sreaming Engine: TGP Invalid i i sSi
109. 66. 177. 24  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
79.179. 183. 160 |Israel 147. 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 32 I srael 147.237.72. 156 |anan.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |7
reanming BEngine: TCP Invali i i ssi
79.183.128.76 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret ransni ssi on Packet dropped.
141.8.183. 16 RJSfia” 147.237.77. 176 |nat pash.i df .| drop First packet isn't SWN drop 6
. 8.183. cation . 237.77. i df.
Sreaming Engine: TGP Invalid i i ssi
157.55.39.181 |UWnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
81.218.173. 181 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65. 48. 130 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
o SWNretransmit wth different .
46.120. 28. 83 I srael 147. 237. 77. 170 |n@ar achot . i df . | Bad TCP sequence wi ndow scal e monitor |6
Sreaming Engine: TGP Invalid i i ssi
157.565.30.224 |lhited Sates |147.237.76.86 [navy.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
85. 130. 244. 240 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TGP Invalid i i ssi
84.94.124.36  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.20. 27 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125.111. 45 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
217.132.28.15 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
31.168. 243. 152 |l srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
46.19.86. 1 I srael 147.237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
91.195.163.17 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46.19. 85. 14 I srael 147. 237.77. 226 "‘i‘"l”“ha”atz' aka.1d" 1pag TOP sequence Inval i d ACK nunber moni tor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
31.210.187.68 |lIsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
46.19. 85. 95 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.130. 227. 133 Ei“'ntgegom 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 4
130.193.51. 64 |USSIan 147. 237. 77. 176 |nat pash. i of . | dro First packet isn't SWN dro 4
) U Federation ) o pash. 1 af. P P P
37.26.148.173 |lIsrael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 4
176.13.14. 72 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
2.54.168. 181 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 80 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
109. 253. 221. 20 | srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
43.255.176.89 |Japan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
82. 80. 196. 44 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
109. 66.150. 21 |Israel 147. 237. 77. 170 |naar achot . i of . i Bad TCP sequence SWretransmt wth different oo |4
wi ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
157.55.39.180 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
147.235.8. 73 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i ssi
46.19.86.77  |israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
1.2.235.179 Thai | and 147.237.72. 166 |aka.idf il drop First packet isn't SN drop 3
Sreanming Engine: TGP Invalid i i ssi
81.218.71.132 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
2.54.169. 117 I srael 147. 237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
46.19.86.182  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.126.24.240 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
217.132.7.209 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 348
46.19.85.201 |[lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 336
37.26.149. 152 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 234
46.19. 86. 17 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 165
37.26.149. 152 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 127
80. 246.136.72 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 126
217.132.7.209 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 125
2.52.52.31 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 124
46.19.85.201 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 122
217.132.7.209 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) Bl ock 113
46.19.85.201 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
46.19. 86. 17 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 102
31.168. 66. 247 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 100
31. 168. 66. 247 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 96
2.52.52.31 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 91
80. 246. 136. 72 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 87
37.26.147.215 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 87
46.19. 86. 37 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 70
2.52.52.31 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) Bl ock 35
176.13.17.75 |Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 34
2.54.167.112 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 33
46.19.86.159 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 32
37.26.149. 152 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 32
46.19.86.219 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 30
37.26.147.215 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 28
80. 246. 130. 195 |I srael 147.237.0.34 |tikshuv.idf.il gg?zﬁrfylg’él tlgg Sane Response (bde (404) in Session from Bl ock 15
176.13.17.75 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 11
2.54.189.139 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
2.52.14. 39 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
46.19.86.127 |[lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 5
212.179. 21. 194 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ gi yus/ general . aspx B ock 4
208.115. 113. 88 |Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forun asp/ showf or um asp B ock 4
108. 203. 48. 137 |Wnited Sates [147.237. 72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI ONS for waw aka. i df.il/ B ock 4
95. 86. 98. 68 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.11. 154 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
216.72.40. 185 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/8/ Bl ock 3
46.19.86.175 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.17.75 |lsrael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (403) in Session from176.13.17.75 |B ock 3
80. 246. 136. 144 || srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
204. 13. 200. 200 |Ui ted Sates |147. 237. 77. 216 |dover . i df . i | D stri ot ec 1?;;}2;;;?&%\/’;‘?22;” Bock |2
176.13.2. 81 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
149. 78. 169. 39 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
Dstributed Paraneter Type Mol ation on
2.52.30. 14 I srael 147.237.76.42 |refuah.idf.il wan ref ua. atal . i df.i1/1518- hel ref uah. aspx par anet er B ock 2
ct| 00$Cont ent P aceHbl der 1$t xt Last Nane
66. 249. 64. 233 |Israel 147.237.77.216|dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
204. 13. 200. 200 |United Sates [147.287.77. 216 dover . i df il | ST AL BN TR eeess on Bock |2
176.13.7.125 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
185. 32. 179. 164 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
27.115.41.130 |China 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to ww idf.il/894-en B ock 2
207.46.13.75 |Uhited Sates |147.237.77.216|dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/atal /i zkor/vi ew text. asp B ock 2
46.19.85.155 |lsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
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