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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3155
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 173
2.54.16. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

204. 42. 253. 130 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il |B ock Udp All Nets drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |Sgnat ure Devi ce Action |Oount
159. 253. 145. 150 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Q095: Suspicious Addresses MFA Per mit 19
159. 253. 145. 150 Lhited Sates 147.237.77. 216 dover.idf.il QD95 Suspi ci ous Addresses MFA Per nit 3
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77.216  [|Austria dover.idf.il Tehila - Perl LW with fake user agent 2
46.19. 86. 34 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
212.143. 158. 92 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
180. 97. 106. 37 147.237. 8. 14 hi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
128.127.107. 108  |147.237.77.216  [Nether| ands dover.idf.il portscan: TCP Distributed Portscan 1
109. 228. 33. 167 147.237.77.216  |Wnited Ki ngdom dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
98. 119. 105. 221 147.237.77.179  |lhited Sates e.nazi.idf.il ET SCAN NVAP -f -sS 1
46.121. 158. 72 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 81 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
31.13. 113. 64 147.237.72.166  [irel and aka.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.0. 17 Lhited Sates mny-kosher -kravi .i df.il ET SCAN NVAP -sS w ndow 1024 1
193. 104. 41. 54 147.237.76.201  |Mbl dova, Republic of eatal.idf.il ET SCAN Potential SSH Scan 1
149. 88. 213. 192 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
109. 228. 33. 167 147.237.77.243  [Wnited K ngdom nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
98. 119. 105. 221 147.237.77.179  |wnited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
66.249. 93. 15 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
46.19. 86. 194 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action
192. 168. 173. 102 147.237.77. 216 dover.idf.il drop drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
176.13.17. 75 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 196
176.13. 1. 146 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 190
176.13.17.75 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 156
109. 253. 222. 243|I srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 126
109. 253. 222. 243|| srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 108
46.19. 86. 101 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 69
176.13. 1. 146 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 65
185.32.179. 211 |[lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 59
46.19. 86. 101 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 56
46. 19. 86. 87 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 28
46. 19. 86. 89 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 24
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/$$$8287$$$ Bl ock 24
176. 13. 4. 228 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 17
46. 19. 86. 50 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 9
149. 8. 213. 102 I srael 147.237. 72. 166 |aka. i df . i | M D) © e port zed Nethod Tor Known UL from Bock |7
194. 90. 99. 193 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for waw aka.idf.il/ Bl ock 5
195. 144.11. 46  |France 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 195. 144, 11. 46 B ock 5
109. 253. 144. 167 || sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
46.19. 85. 48 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
2.54.4.75 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 253. 217. 213|l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 137. 218|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.213 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80.246.136.72 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
194.90.99.193 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka. i df.il/sip_storage/files/7/ B ock 3
46.19. 85. 111 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 206 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
149. 78. 146. 219 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
2.52.19.90 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.210. 173. 129 |l srael 147.237.0. 17 g; niyl- kosher-kravi .| Mitiple Illegal Paraneter Encodi ng from46.210.173. 129 None 3
176.13.16. 81 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
217.132.7.209 [israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock

109. 253. 130. 20 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock
2.54.174.19 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt : cl’rd'fsz' , t';egpgrcy‘isem e/ stchi | ddocunent s/ 1432 B ock 2
46. 19. 86. 69 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
66.249.78. 254 [ srael 147.237.72.166 |aka. i df . i | m“;:;rii jfe.‘? Iﬁ n’:‘;cnfsgfytug/ qener l . aspx Bl ock 2
5.29.167. 81 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Wnaut hori zed URL Access from 66. 249. 64. 233 B ock 2
89.139.2.8 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 2
46.19. 85. 138 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
68. 180. 230. 244 |lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. txt Bl ock 1
217.194.195.89 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19.86.131 |Israel 147.237.76.42 |refuah.idf il pramer e I\'Lfo' & /' fglg_tr'“g/(’r?l:‘;h?”atsixacem' deriStxtlasthane in g o\ 1
149. 88. 213. 192 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/sachar/undefined |B ock 1
66.249.78.104 | srael 147.237.72.166 |aka. i df . i | ﬂ?“tzggr ;;.626(Lijlq_naf‘r:1;:gis)s/utslogi Jus/ gener al . aspx Bl ock 1
195. 160. 240. 11 | srael 147.237.72. 166 |aka. i df . i | mn;’k\’: I'j;r?'lrftrg nf;;gﬁiclt;aggficf):"\’gsgfmhsamar$Ct'09 n None 1
107.178.194.79 |Wnited Sates [147. 237.77. 216 [dover. i df . i | D stri buted 1?;;};;2&;?&%&?‘212” Bl ock 1
66. 220. 155. 214 |lhited Sates [147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
185.32.179.48 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None

46.120. 129. 110 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wun aka.idf.il/ww tikshuv.idf.il B ock
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