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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3237
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 219

85. 250. 196. 238 | srael 147.237.0. 19 nadi matal .idf.il |Anonal y-TLS-renegotiation-di dest - r eset 177
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-Q i dest - r eset 104

185. 32. 179. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
71.6.216. 55 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |Sgnat ure Devi ce Action |Oount
159. 253. 145. 150 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Q095: Suspicious Addresses MFA Per mit 5
159. 253. 145. 150 Lhited Sates 147.237.77. 216 dover.idf.il QD95 Suspi ci ous Addresses MFA Per nit 4
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
149. 78. 169. 39 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
124. 170. 59. 98 147.237.77. 216 Australia dover.idf.il portscan: TCP D stributed Portscan 1
89. 248. 167. 155 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
81.218. 151. 130 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
51. 254. 201. 78 147.237.0. 35 Uni ted Ki ngdom akaws. i df . i ET SCAN Potential SSH Scan 1
46.117. 36. 23 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 142 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
132. 71. 144. 102 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 138. 197 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
85. 250. 100. 60 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 57. 230 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
51.254.201. 78 147.237.0. 33 Uni ted Ki ngdom idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 104 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
5. 29. 190. 235 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
194. 165. 155. 114 147.237.76. 39 Jor dan nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

ount ry ‘Target Addr ess ‘Ste ‘Signature
84.95.84.211 |Israel 147 237 72. 166 |aka i of i1 [ €AM NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
2.54. 49. 184 | srael 147.237.77. 216 |dover.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect
212. 143.142.56 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop
212.235. 98. 139 |l srael 147.237.77. 216 |dover.idf.i|SYN A t ack SYN -> SYN-ACK -> RST rej ect 1




01-05-2016-08:04:08 to 01-05-2016-09:04:08

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

Country

Action

‘Count

from 31. 168. 196. 33

176.13.4. 4 I'srael 147.237.0.19 |nadimatal .idf.i Eg '\12”322{ the Sane Response Qode (404) in Session from B ock 198
176.13. 4. 4 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 152
85. 250. 196. 238 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 58
2.54.13.81 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 57
185. 32.179. 211 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
176. 13. 1. 146 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 42
176.13.4. 4 I srael 147.237.0.19 |nadimatal .idf.i BZ '\12”32?: the Same Response Code (403) in Session from Bl ock 36
80.246.139.73 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 19
85. 250. 216.93 |l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
176.13.22.102 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
46.19. 85. 148 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 4
37.26.146.194 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
109. 253. 198. 198|l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 4
87.68.157. 70 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.19. 85. 140 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46. 19. 86. 222 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
176. 13. 8. 159 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
185. 32. 179. 146 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.146.144 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.19. 86. 224 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
] . . O stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 2
. . Unaut hori zed URL Access to
212.235.34.6 I srael 147.237.77.216|dover . i df . i wavidf i1/ resourcel user ol | ow esour cel or eat ef Bl ock 2
] . . O stributed Uhaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 2
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
2.54.158.6 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
. . SS. Lhtraceabl e Gnnection - Protocol violation
46.19. 85. 118 I srael 147.237.77.216|dover . i df . il (SSL CONN CLI ENT FELLO) None 1
176.13. 0. 146 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Distributed Lhaut hori zed URL Access on
81.218.116.129 |Israel 147.237.77.233|atal . i df . il 147, 237. 77. 233/ 1134- he/ at al . aspx Bl ock 1
73.254. 96. 42 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
207.46.13.134 |Wited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/main/ hone/ def aul t. aspx B ock 1
31.13.102.124 |[irel and 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
. . - Unaut hori zed URL Access to
113. 245. 234. 219|Chi na 147.237.72. 166 [aka. i df . i | vanw aka, i df i |/ mai v/ hone/ def aul t . aspxwp- ogi n. php B ock 1
2.54.12.136 | srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3L Sessi ons: sigal gs DoS Attack None 1
109. 253. 137. 26 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66. 249. 64. 243 [Israel 147.237.77. 216 |dover.idf .|l Ml tiple Unauthorized URL Access from 66. 249. 64. 243 B ock 1
185. 32. 179. 164 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS At ack None 1
. . D stributed Lhaut hori zed URL Access on
46.19. 86. 191 I srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed! reset . css Bl ock 1
37.26.148.169 |[lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
149. 78.111. 233 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
80. 246. 136. 8 I srael 147.237.77.243|nobi l e.idf . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index B ock 1
2.54.184.224 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
109. 253. 211. 131/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i|/1381- he/ dover. aspx B ock 1
. . Unhaut hori zed URL Access to
194. 114. 146. 227|l srael 147.237.72. 166 |aka. i df . i | v aka, i df i 1/si p_storagelfi| es/ 0/ 48590, ] pg B ock 1
. . D stributed Lhaut hori zed URL Access on
46.166. 186. 206 |Netherlands  |147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
107.178.194.87 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i|/1133-22638- he/ dover . aspx. B ock 1
84.94.176.170 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
77.125.5. 28 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
208.115.113.82 |Wiited Sates [147.237.0.34 |ti kshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/sitelgeneral .aspx B ock 1
31.168.196.33 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Ful [w dity Fel fui dth Uni code Encoding on URL/Paraneter(1) gy ooy 1
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