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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3008
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
180.97.106.36  [147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
93.174.93.203 [147.237.77.74 |Netherlands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
993 147 17092 |147. 237 76.30 |ani na hivmsh i df | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
195. 154. 154. 131|147. 237.0. 15  |France kosher-kravi.idf.i|ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1
193.106. 28. 34  |147.237.0.33 |Lithuania idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37  |147.237.8.46 [China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
180. 97. 106. 36  |147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
46.151.52.195 |147.237.77. 227 |krai ne e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 106. 28. 34 |147.237.0.19 |[Lithuania nadi matal .idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 253. 157. 54 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
. . Unhaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | Wi cogat i o i |/si p storagelfi 1 es/ O/ si 2e220x0/ 3410.  pg. St Bl ock 3
66.249. 64. 233 [Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 B ock 3
; ; . -|D stributed Unaut horized LRL Access on
157.55.39. 249 |[wnited Sates |147.237.76.147|chi nuch. aka. i df . i it chi nuch. aka. i df i 1 /404 htm B ock 3
] . . .|D stributed Unaut horized URL Access on
40.77.167. 47 Wiited Sates |147.237.76. 147 [chi nuch. aka. i df . i wan chi nuch. aka, i df i1/ 404, htm B ock 2
120. 34.108. 106 |Chi na 147.237.77.216|dover . i df . i | PHP At t enpt B ock 2
68.180.229.173 |lhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
2.52.18.119 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 128. 249l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . . Unknown Paraneter searchText in
66.249.69.54  |Israel 147.237.76. 200 ei tan. aka. i df . i1 | a1/ 1085 en e tan. asp None 1
176.13.12. 149  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 68. 180. 228. 112 B ock
; ; . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. . Ml tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URL Par anet er (+)
66.249. 64. 233 |l srael 147.237.77. 216 |dover. i df .il £rom 66. 249. 64. 233 B ock 1
31.13.98.118 Irel and 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157. 55. 39. 84 Uhited Sates |147.237.76.31 [nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
’ . . DO stributed Unhauthori zed URL Access on
107.178.194.83 |Lhited Sates |147.237.77.216|dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
183. 206. 164. 35 |Chi na 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to wwv aman. i df.il/includes/fckeditor/editor/ |B ock
40.77.167. 95 Wited Sates |147. 237. 76. 147 |chi nuch. aka. i df . j[P St buted Lhauthorized URL Access on B ock 1
wav chi nuch. aka. i df.il/404. htm
120. 34. 108. 106 |Chi na 147.237.77.216|dover. i df . il Ml ti pl e Uhaut horized URL Access from 120. 34. 108. 106 B ock 1
68.180.228. 112 [Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwyidf.il/error.htm B ock 1
31.13.109.117 |ireland 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39. 116 |[wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . DO stributed Unhauthori zed URL Access on
109. 201. 138. 228|Netherlands ~ |147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/mlitary-police/ B ock 1
185. 32. 179. 109 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46. 19. 85. 210 | srael 147.237.72.166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 64. 239  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-hel at al . aspx B ock 1
31.13.109.122 |[ireland 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
157.55.30.248 |United Sates |147. 237. 76. 147 [chi nuch. aka. i df . j|> St'1 Puted thauthori zed URL Access on B ock 1
wav chi nuch. aka. i df.il/404. htm
109. 201. 190. 58 |Kyrgyzstan 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawnidf.il/ https:/twtter.con B ock 1
66.249.78.160 |[Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
195. 154. 146. 225|France 147.237.77.216|dover . i df . i | Illegal HITP \ersion HITH Bl ock 1
46.19. 86. 229 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
120. 34. 108. 106 |Chi na 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
85. 250. 210. 105 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 47 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
31.13. 113. 69 Irel and 147.237.77. 216 |dover i df .i | D] Stl‘.l but_ed Uhaut hori zed URL Access on waw i df.il/ B ock 1
https:/twtter.con
. - - Unhaut hori zed URL Access to
66.249.78.216 [Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1881 B ock 1
’ . . DO stributed Unhauthori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. - D stributed Lhaut hori zed URL Access on
46.166. 190. 145 |Netherlands  |147.237.77.216|dover.idf . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
31.13.98.113 I'rel and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
157. 55. 39. 36 Lhited Sates [147.237.0.34 |tikshuv.idf.il Suspi ci ous Response Code B ock 1
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