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01-05-2016-05:04:00 to 01-05-2016-06:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3538
71.6.216. 53 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ock_UWp Al _Nets dr op 1




01-05-2016-05:04:00 to 01-05-2016-06:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

182. 50. 130. 136 S ngapor e 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1




01-05-2016-05:04:00 to 01-05-2016-06:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
912 109,57 194 |147 237 77 233 |1 ael atal idh il ET DOS Large anount of TCP ZeroVWndow - Possible Nkiller2 DDos 3
attack
61.149. 161. 186 |147.237.77. 233 |Chi na atal.idf.il GPL SCAN nmap TCP 2
185.130.5.224 |147.237.77.216 dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.8.46 |India e.chinuch.idf.i|ET SCAN NVAP -sS w ndow 2048 1
40.115.58.160 |[147.237.76.34 |lhited Sates yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 [147.237.8.46 |india e.chinuch.idf.i[[ET SCAN NVAP -sS w ndow 3072 1
183. 82. 106. 200 [147.237.8.46 |india e.chinuch.idf.illET SCAN NVAP -f -sS 1
40.115.58.160 |147.237.76.38 |[Wited Sates eeneitav.id.ifET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.8.50 |Uhited Sates |etikshuv.idf.il|ET SCAN NVAP -sS wi ndow 1024 1




01-05-2016-05:04:00 to 01-05-2016-06:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action



01-05-2016-05:04:00 to 01-05-2016-06:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.52.18.119 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 8
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 66. 249, 64. 233 B ock 6
212.199.57.194 [israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 86. 127 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wanidf.il/atal 1/izkor/viewing. asp |B ock 2
: . . D stributed Whaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
213.57. 61. 84 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
} . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 2
m ny-kosher -kravi .id i i
109. 253. 146. 86 | srael 147.237.0. 17 y llegal Paraneter Encoding rnd in . None 1
f.il mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
68.180.228. 112 |thited Sates |147.237.77.216|dover.idf.il Paraneter Type Vol ation PageNumin B ock 1
w i df . i |/ 1395- en/ dover . aspx
. . D stributed Uhaut hori zed URL Access on
66.249. 64.238 |lIsrael 147.237.77.216|dover. i df . i | vow i df i1/ at al /i zkor/ Vi ew i nut op. asp B ock 1
185. 120. 126. 77 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.179.57.105 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
66.249. 64.229 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1234-he/ atal . aspx |B ock 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
m ny- kosher-kravi .id _ _
109. 253. 146. 86 |l srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from 109. 253. 146. 86 None 1
: . . . D stributed Uhaut hori zed URL Access on
68.180.229.31 |lhited Sates |[147.237.76.147|chi nuch. aka.idf.il o chi nuch. aka, i df i1/ 404, htm B ock 1
66. 249. 64. 243 |l srael 147. 237.77. 216 |dover . i df . i | thaut hori zed LRL Access to B ock 1
v i df.i | /atal /i zkor/ vi ew i ngt op. asp
199. 16. 156. 125 |Uhited Sates |147.237.77.216 |dover.idf.i | Ml ti pl e Unaut horized URL Access from 199. 16. 156. 125 B ock 1
. . . DO stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . O stributed Uhaut hori zed URL Access on
66.249.78.111 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
141.212.122. 112|thited Sates |147.237.77. 176 |mat pash. i df . il Ml formed URL proxytest. zmap. i o: 80 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 20 | sr ael 147.237.72. 166 [aka. i df . i 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock !
37.26.149.153 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
} . . Uhaut hori zed URL Access to
199. 16. 156. 125 |Uhited Sates |147.237.77.216|dover.idf.i | v i i 1/5i p_storagel i1 es/ 2/ si ze220x0/ 17882 | pg B ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
212.199.57.194 [israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1246-he/ atal . aspx |Bl ock 1
173.252.89.56 |Wiited Sates |147.237.72.166|aka.idf.il Mitiple Untraceabl e S Sessions from173.252.89.86 (sigdlgs |\ 0 1
DoS At t ack)
74.82.47.2 Uhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . O stributed Unaut hori zed URL Access on
66.249. 75.107  |Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
: . . D stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/ B ock 1
66. 249. 64. 234 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1486- he/ at al . aspx [B ock 1
173.252.90.90 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.176.185. 164 |lIsrael 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ rai | box. aspx None 1
66. 249. 78. 52 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm Bl ock 1
54.152.151. 136 |Wited Sates |147.237.72.166 |aka.idf.il Wnaut hori zed UR. Access to B ock 1

vy aka. i df . i1/sip storagelfil es/ 2/ 60042. pdf
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