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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3122
204. 42. 253. 130 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ock_UWp Al _Nets dr op 2
71.6.216. 46 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237. 76. 200 eitan aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

185. 8. 236. 222 Czech Republic 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country Ste Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
120. 55. 125. 210 147.237.77.176 |hina nat pash. i df . il ET SCAN Potential SSH Scan 1
222.186. 34. 177 147.237.76.148 |China gqcent er . aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
120. 55. 125. 210 147.237.77.121 |China e navy.idf.il ET SCAN Potential SSH Scan 1
222.186. 34. 177 147.237.0.15 Chi na kosher -kravi .i df .i ET SCAN Potential VWNC Scan 5900- 5920 1
120. 55. 125. 210 147.237.77.19 Chi na | awforumidf.il ET SCAN Potential SSH Scan 1
195. 154.154. 131 [147.237.77.216 |France dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
93. 174. 93. 203 147.237.76. 39 Net her | ands nobi | e. nei tav. i df il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 224 147.237.77. 216 dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 218. 246. 103 147.237.76.177 |Russian Federation |ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 55. 125. 210 147.237.77.243 |hina nobi | e.idf.il ET SCAN Potential SSH Scan 1
40. 115. 58. 160 147.237.77.216 |Wnited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 55. 125. 210 147.237.77.233 |hina atal.idf.il ET SCAN Potential SSH Scan 1
120. 55. 125. 210 147.237.77.216 |hina dover.idf.il ET SCAN Potential SSH Scan 1
120. 55. 125. 210 147.237.77.178 |China e. mat pash. i df il ET SCAN Potential SSH Scan 1
222.186. 34. 177 147.237.77.216 |China dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
120. 55. 125. 210 147.237.77.170 |hina naar achot . i df i | ET SCAN Potential SSH Scan 1
222.186. 34. 177 147. 237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
120. 55. 125. 210 147.237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
209.126.116. 147  |147.237.76.199 |Lhited Sates e. nakchal .idf .i ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131  |147.237.76.197 |Canada e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 218. 246. 103 147.237.76.199 |Russian Federation |e.nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 147.237.8. 45 Lhited Sates e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
61.149. 161. 186 147.237.8. 45 Chi na e.eitanidf.il GPL SCAN nmap TCP 1
120. 55. 125. 210 147.237.77.235 |thina sviva idf.il ET SCAN Potential SSH Scan 1
120. 55. 125. 210 147.237.77.226 |hina won charat z. aka. i df . i | ET SCAN Potential SSH Scan 1
120. 55. 125. 210 147.237.77.205 |China prisha idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 244 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 36
208.115.113.88 |thited Sates 147.237.76.86 |[navy.idf.il Ml tipl e Unauthorized LRL Access from 208. 115. 113. 88 B ock 4
Pal estinian Territory, . . Unaut hor.i ze_d Met_hod_O’TI s for_ . )
31.223.182. 168 Qecupi ed 147.237.72.166|aka. i df . i | vy aka. i df . i |/ nai i/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut  |Bl ock 3
huser
109. 253. 201. 1711 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
37.26.147.218 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
213.57.138.182 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
23.254.138.210 [lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 23.254. 138. 210 B ock 2
79.178.71.57 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
79.178.172.151 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df . Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
141.212.122. 112|Wited Sates 147.237.77.74 [lawidf.il Mal formed URL proxytest. znap. i 0: 80 Bl ock 1
85.10.210.199  [Ger nany 147.237.77. 216 |dover . i df .i | pstri d?‘_’ti ?‘; 1?§§f;§ggg?ﬂe>’:;\/§‘ffssp;” Bl ock 1
66.249.64.235 |Israel 147.237.77.216|dover.i df.i |l Unaut hori zed URL Access to 147.237.77.216/ Bl ock
213.57.138.182 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code Qustom Tenporary  [B ock 1
195. 154. 146. 225|France 147.237.77.216|dover.idf .il I11egal HITP \ersion HITH B ock 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ﬂ?tzgo?r.i ;;fjlggl‘egcicffjogn / yoran. asp B ock 1
66. 249. 64,180 I srael 147.237.0. 16 Iny kosher -kravi . i df. | m”;;ml:észﬁllﬁvfcfﬁfsl 1P ot txt Bl ock 1
208.115.113.88 [Wnited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/|istpage/ Bl ock 1
141.212.122. 112|thited Sates 147.237.77.234|hal ag. i df . i | Mil tiple Mal formed LRL from 141.212. 122, 112 B ock 1
99.238.58.173 [Canada 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wa i df.il/english/vol unt eer B ock 1
66.249. 64.238  Israel 147. 237.77. 216 |dover . i df . i | o e A L wover. A xR HBock |1
195. 154. 146. 225|France 147.237.77.216|dover.idf .l PHP At t enpt B ock 1
115. 230. 126. 48 |Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to v atal .idf.il/ckfinder B ock 1
68.180. 228. 112 [United Sates 147. 237.77. 216 |dover . i df . i | ma’iﬁtﬂJ’ﬁe%\fa?'/zl;voer:.:“f&'\“mi n HBok |1
66.249.64.185 [Israel 147.237.0. 16 ny-kosher-kravi . i df. | Uhaut hori zed URL Access to v ny- kosher-kravi.idf.il/ B ock 1

I
' : : D stributed Unauthorized URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover . i df . i | i df.i1/1133- 22638- he/ dover . aspx. Bl ock 1

URL is Above Root Drectory

ww idf.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js
; ] . D stributed Lhaut hori zed URL Access on

107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df . i | Jidf.i1/1133- 22638- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to

66.249. 64. 243 [Israel 147.237.77.216|dover.i df . il vow i df i | /at al 1/ zkor/ vi ew i ngt op. asp B ock 1

195. 154. 146. 225|France 147.237.77.216|dover.i df.il Unaut hori zed URL Access to ww i df.il/wp-trackback. php  |B ock 1

149. 202. 47. 181 |Ger many 147.237.77.216|dover. i df .i | B ock 1

. . . . Unaut hori zed URL Access to
141.8.132.78 Russi an Federation |147.237.77.216|dover.idf.il v i i |/ 894- en/ i dff gdover . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77.216|dover . i df . i | 147, 237.77. 216/ 1133- 12715- he/ dover . aspx B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
212.76.102. 252 |[lIsrael 147.237.72. 166 |aka. i df . i | vaww aka i dff i |/ mai n/ sachar / pi r suneynof et . aspx None 1
} . . Unaut hori zed URL Access to
157.55.39.75  |lhited Sates 147.237.77. 216|dover . i df . i | 147, 237.77. 216/ 1133- 18287- he/ dover . aspx B ock 1
23.254.138.210 [Lnited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
’ . . D stributed Whaut hori zed URL Access on
107.178.194.87 [United Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
66.249. 66. 136 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ j query/ j query. nyronodal  |Bl ock 1
-1.6.2.js
] . . D stributed Unhaut hori zed LRL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
46.166. 137. 193 |Nether| ands 147.237.77. 216|dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
141.212.122. 112|Uited Sates 147.237.0.19 |[nadimatal .idf.il Mal formed URL proxytest. zmap. i o: 80 B ock 1
184. 105. 247. 195|tnited Sates 147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ B ock 1
31.210.187.78 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 253. 147. 131 ]I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qustom Tenporary  |B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 191 |l srael 147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ shar edl ol | ent scr i pt s/ j query/ expand. | s B ock 1
m ny- kosher - kr avi . i
61.135.190. 197 |[China 147.237.0. 17 ny Unaut hori zed URL Access to 147.237.0. 17/ B ock 1

af.il
01-05-2016-03:04:04 to 01-05-2016-04:04:04




