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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country
Canada

Target Address
147.237.77.216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

Device Action
dest - r eset

Count
3084

193. 192. 59. 216

Ger nany

147.237.76. 44

e.refuah.idf.il

Bl ock_Udp All _Nets

drop
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91.218. 246. 103 |147. 237. 76. 200 ?ég:;;”im eitan aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
201.172. 138. 194(147. 237. 77. 234 [Mexi co hal ag.idf.il ET SCAN Behavi oral .Unusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
61.244.49.137 |[147.237.76.39 |Hong Kong nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 187 |147.237.77.212|lUnited Sates  |e. dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147.237. 77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.77.212|thited Sates  |e dover.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
185.130.5.224 |147.237.77.234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.76.30 |China hi mush. i df .i | ET SCAN Potential SSH Scan 1
185. 93 204. 74 |147. 237 8. 28 o robil e ks, idf i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 74 |Canada lawidf.il ET SCAN NVAP -sS w ndow 3072 1
98.119. 105. 221 |[147.237.72.156 |Whited Sates  |anan.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91.218. 246. 103 |147.237.77.19 ?;Z:;;”im law forumidf. il ET SCAN NVAP -sS wi ndow 1024 1
91.218. 246. 103 |147. 237. 76. 196 23::;'}0'1 esvivaid.il ET SCAN NVAP -sS wi ndow 1024 1
201. 172. 138. 194|147. 237. 77. 74 |Mexi co lawidf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 |147.237.77.212|lnited Sates  |e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 224  |147.237.72. 167 i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
109. 228. 33. 167 |147.237.8.46 [United Ki ngdom|e. chi nuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131|147. 237. 76. 34 |Canada yohal an. i df .il ET SCAN NVAP -sS w ndow 3072 1
98.119. 105. 221 |147.237.72.156 |Lhited Sates  |aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 244 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 67
213.57.172.8 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
84.111.82.208 |[Israel 147.237.77.243|nobi l e.i df . i | Dstributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock
185. 32.179. 106 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
] - - D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
68.180.229.173 [lnited Sates |147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
; . . Distributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
. . Distributed Lhaut hori zed URL Access on
150. 70. 173.50  [Japan 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
; . . Distributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216(dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/error. htm B ock 1
. . O stributed Uhaut hori zed URL Access on
193.90.12.87  [Norvay 147.237.77. 216|dover . i df . i | v i dff i 1/ 1133 22638- hel dover . aspx. Bl ock 1
149. 78. 165. 83 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
157.55.39. 248 |lhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter catld in www aka.idf.il/sachar/fag/ outerfag. asp None
; . . Distributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
66. 249. 64. 243  [Israel 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
. . O stributed Uhaut hori zed URL Access on
150.70.97.85  |Japan 147.237.77.216|dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
84.228. 64. 72 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
2.54.166. 115 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
] . Distributed Lhaut hori zed URL Access on
171.25.193.77  [Sweden 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Distributed Lhaut hori zed URL Access on
107.178.194.83 |Lnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
207.46.13.75 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwidf.il/tenplates/articlelylcebown67a B ock 1
. . D stributed Uhaut hori zed URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
94.159.203.94 |Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
40.77.167. 26 Wited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ robots. txt B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.idf.i |l v i df . i1/ hebr ew or gani zat i on/ ar nor ed/ hat i va7/ kkkkkkk=8f 27f 2e3kkkk Bl ock 1
kkk_8f 27f 2e3
’ . . O stributed Unhaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.20  |Uited Sates (147.237.77.176[natpash. idf . i1 |\ 00 7111007 hef cogat . aspx B ock 1
. . O stributed Unhaut hori zed URL Access on
150. 70. 173.50  [Japan 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
- - Distributed Lhaut hori zed URL Access on
95.175.97.229  |FAnl and 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
141.212.122. 112|thited Sates |147.237.76.86 |navy.idf.il Ml formed URL proxytest. zmap. i o: 80 B ock 1
] . Distributed Lhaut hori zed URL Access on
77.247.181.165 |Netherlands |147.237.77.216|dover.idf il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
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