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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
167.114.156.16 Canada 147.237.77.216 dover.idf.il DOS-Tool-SwitchbladG dest-reset 3163

71.6.216.46 United States 147.237.76.30 himush.idf.il Block_Udp_All_Nets drop 1

71.6.216.44 United States 147.237.76.196 e.sviva.idf.il Block_Udp_All_Nets drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

 01-05-2016-01:06:58 to 01-05-2016-02:06:58 



Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

195.34.150.18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

66.102.8.233 147.237.77.216 United States dover.idf.il ET SCAN NMAP -sA (2) 2

180.250.150.194 147.237.77.74 Indonesia law.idf.il ET SCAN NMAP -sS window 2048 1

125.110.242.65 147.237.0.35 China akaws.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

180.250.150.194 147.237.77.74 Indonesia law.idf.il ET SCAN NMAP -sS window 3072 1

180.250.150.194 147.237.77.74 Indonesia law.idf.il ET SCAN NMAP -f -sS 1

109.235.254.181 147.237.72.14 Turkey dover.idf.il(old)ET SCAN NMAP -sS window 3072 1

61.244.49.137 147.237.77.61 Hong Kong e.cogat.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

46.19.86.8 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 38

87.69.104.223 Israel 147.237.0.34 tikshuv.idf.il
Too Many of the Same Response Code (404) in Session from
87.69.104.223

Block 13

109.253.143.30 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

109.253.203.52 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

109.67.160.89 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 3

46.19.86.119 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.54.60.133 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 2

84.228.64.72 Israel 147.237.72.166 aka.idf.il Suspicious Response Code_Custom_Temporary Block 1

93.86.58.204 147.237.77.74 law.idf.il Unauthorized URL Access to www.law.idf.il/xmlrpc.php Block 1

66.249.66.191 Israel 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/sip_storage/files/2/size100x0/3382.jpg

Block 1

204.13.200.200 United States 147.237.77.216 dover.idf.il
Distributed Unauthorized URL Access on
www.idf.il/1133-22638-he/dover.aspx.

Block 1

107.178.194.79 United States 147.237.77.216 dover.idf.il
Distributed Unauthorized URL Access on
www.idf.il/1133-22461-he/dover.aspx.

Block 1

85.130.245.195 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 1

66.249.64.229 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1400-he/atal.aspx Block 1

93.86.58.204 147.237.77.216 dover.idf.il PHP Attempt Block 1

66.249.78.146 Israel 147.237.72.166 aka.idf.il Unknown Parameter docI.. in www.aka.idf.il/main/giyus/general.aspx None 1

2.54.60.133 Israel 147.237.77.243 mobile.idf.il Unauthorized URL Access to mobile.idf.il/nekudot/index Block 1

107.178.194.83 United States 147.237.77.216 dover.idf.il
Distributed Unauthorized URL Access on
www.idf.il/1133-22638-he/dover.aspx.

Block 1

87.69.104.223 Israel 147.237.0.34 tikshuv.idf.il Too Many 404: Response Code per Session Block 1

66.249.64.234 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1398-he/atal.aspx Block 1

149.78.165.83 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 1

93.86.58.204 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/xmlrpc.php Block 1

77.125.150.7 Israel 147.237.77.74 law.idf.il
Unauthorized URL Access to
www.law.idf.il/console/core/doc_mgr/doc_mgr.asp

Block 1

46.19.85.140 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 1

109.66.192.162 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1135-he/atal.aspx Block 1

66.249.64.239 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1444-he/atal.aspx Block 1

192.157.245.129 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/pricing Block 1

94.242.246.24 Luxembourg 147.237.77.216 dover.idf.il
Distributed Unauthorized URL Access on
www.idf.il/1133-22638-he/dover.aspx.

Block 1

79.179.206.60 Israel 147.237.72.166 aka.idf.il SSL Untraceable Connection - Open Mode None 1

93.86.58.204 147.237.77.74 law.idf.il PHP Attempt Block 1

66.249.66.90 Israel 147.237.76.86 navy.idf.il Unauthorized URL Access to www.navy.idf.il/navy/ Block 1

204.13.200.200 United States 147.237.77.216 dover.idf.il
Distributed Unauthorized URL Access on
www.idf.il/1133-22461-he/dover.aspx.

Block 1

2.54.48.95 Israel 147.237.76.39
mobile.meitav.idf.i
l

Parameter Type Violation ctl00$ContentPlaceHolder1$txtPassword in
mobile.meitav.idf.il/templates/login.aspx

Block 1

95.107.162.50 Albania 147.237.77.216 dover.idf.il
Parameter Type Violation lang in
www.idf.il/templates/navmenu/navmenu.css.aspx

Block 1

 01-05-2016-01:06:58 to 01-05-2016-02:06:58 

 01-05-2016-01:06:58 to 01-05-2016-02:06:58 


