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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3163
71.6.216. 46 Lhited Sates 147.237.76. 30 hi nush. i df . i | Bl ock_Udp All _Nets drop 1
71.6.216. 44 Lhited Sates 147.237.76. 196 e.sviva.idf.il |[Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 102. 8. 233 147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
180. 250. 150. 194|147. 237. 77. 74 |I ndonesi a lawidf.il ET SCAN NMAP -sS w ndow 2048 1
195 110, 242. 65 |147. 237 0.35  |cni na akavs.i il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
180. 250. 150. 194|147. 237. 77. 74 |I ndonesi a lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
180. 250. 150. 194|147. 237. 77. 74 |l ndonesi a lawidf.il ET SCAN NVAP -f -sS 1
109. 235. 254. 181|147. 237. 72. 14 |Turkey dover.idf.il (o dET SCAN NVAP -sS w ndow 3072 1
61.244.49.137 [147.237.77.61 |Hong Kong e.cogat.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19.86.8 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 38
87.69.104.223 | srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 13
87.69. 104. 223
109. 253. 143. 30 |l srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 253.203. 52 |Israel 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Gode B ock 3
109. 67. 160. 89 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 3
46.19. 86. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 2
2.54.60.133 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Gode B ock 2
84.228.64. 72 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
93. 86. 58. 204 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
. . Unhaut hori zed URL Access to
66.249. 66. 191 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 2/ si ze100x0/ 3382,  pg Bl ock 1
] - . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216(dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . . O stributed Whaut hori zed URL Access on
107.178.194.79 |[lhited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
85. 130. 245. 195 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs DS Attack None 1
66.249. 64.229 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1400- he/ at al . aspx Bl ock 1
93. 86. 58. 204 147.237.77. 216 |dover.i df .i | PHP Att enpt B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in ww aka.idf.il/nain/giyus/general.aspx |None 1
2.54.60.133 I srael 147.237.77.243|nobi | e.i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
] - . DO stributed Whaut hori zed URL Access on
107.178.194. 83 |Uited Sates |[147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
87.69.104.223 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
66. 249. 64. 234 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1398- he/ at al . aspx Bl ock 1
149. 78. 165. 83 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
93. 86. 58. 204 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
77.125.150.7  |israel 147.237.77.74 |lawidf il tnauthori zed UR. Access to B ock 1
waw | aw i df . il /consol e/ core/ doc_ngr/ doc_ngr. asp
46.19. 85. 140 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
109. 66. 192. 162 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
66. 249. 64. 239 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237. 77. 233/ 1444-he/ at al . aspx B ock 1
192. 157. 245. 129|thited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wawidf.il/pricing B ock 1
. . D stributed Uhauthorized URL Access on
94.242.246.24  |Luxenbourg [147.237.77.216 [dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
79.179.206.60 |[Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None
93. 86. 58. 204 147.237.77.74 [lawidf.il PHP At tenpt B ock
66. 249. 66. 90 I srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wwu navy. i df.il/navy/ B ock 1
] - . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
nobi | e. nei tav. i df. i i
2 54.48. 95 I sragl 147. 237. 76. 39 Pargnet er Typg M QI ation ctl 00$C(_)nt ent P acetbl der 1$t xt Password in 8 ock 1
| nobi | e. nei tav.idf.il/tenplates/|ogin. aspx
95.107.162.50 |Abania 147.237.77. 216 |dover. i df . i | Paraneter Type M ol ation lang in B ock 1

wan i df . i |/t enpl at es/ navnenu/ navnenu. €Ss. aspx
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