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Top Attackers

M dover.idf.il

M nadi matal .idf.i

W aka.idf.il

MW aman.idf.il

M nobi le.idf.il

M navy.idf.il

I tikshuv.idf.il

M refuah.idf.il
lawidf.il

M ncore.idf.il

M 167. 114. 156. 16
2.54.21.82
I 84.111. 165. 15
93.173.145.54
Il 46. 228. 207. 18
Il 80. 74. 123.50
[ 195. 34. 150. 18
M 208. 115. 113. 82
109. 253. 141. 89
M 46. 120. 233. 30




01-05-2016-00:04:00 to 01-05-2016-01:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3176
84.109. 136. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3

66. 249. 69. 93 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
71.6.158. 166 Lhited Sates 147.237. 76. 198 e.yohalan.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count

115. 124. 106. 226 I ndi a 147.237.77.216  |dover.idf.il| |22280. HITP. Jooma Qhject Injection Wil nerability B ock 1




01-05-2016-00:04:00 to 01-05-2016-01:04:00

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91. 201. 236. 114 147.237.0. 15 krai ne kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.228. 207. 18 147. 237.77. 176 Ger many nat pash. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207. 18 147. 237. 76. 201 Ger many e.atal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.228.207. 18 147. 237.76. 198 Ger many e.yohal an.idf il ET SCAN Potential VWNC Scan 5900- 5920 1
46.228. 207. 18 147.237.8. 45 Ger many eetanidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
209. 126. 116. 147 147.237.8.28 Lhited Sates e nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.228.207. 18 147.237.8.14 Ger many e.orchot.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 148 Chi na ggcent er . aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
180. 150. 177. 188 147.237.72. 167 Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 174. 93. 203 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
46.228. 207. 18 147. 237.77. 233 Ger many atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207. 18 147. 237.77. 170 Ger many maar achot . i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
46.228.207. 18 147. 237.76. 199 Ger many e.nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.228.207. 18 147. 237.76. 39 Ger many nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
210. 195. 211. 233 147. 237.76. 177 Ml aysi a ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.228.207. 18 147.237.8.24 Ger many elifestyleidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104. 128. 144. 131 147. 237.76. 177 Canada ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action



01-05-2016-00:04:00 to 01-05-2016-01:04:00

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
2.54.21.82 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 81
84.111.165.15 |[Israel 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 23
93.173.145.54 |[Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut hori zed URL Access from93.173. 145, 54 B ock 19
2.54.21.82 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 18
80. 74. 123. 50 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 9
109. 253. 141. 89 |l srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 3
46.120.233.30 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 4. 38 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
208.115.113.82 [lhited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/sitel/story. aspx B ock 2
37.26.149.170 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 222 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.108.77.141 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
194.72.238. 241 |United Kingdom [147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 194. 72, 238. 241 B ock 1
66. 249. 78. 52 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 1
149. 88.89. 198 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
] . . D stributed Uhauthorized URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover.idf .il v i dff i | / 1133 22461- hel dover . aspx. B ock 1
46.19. 85. 240 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None
89.139.254.73 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Unhaut hori zed URL Access to
2.54.50. 159 I srael 147.237.77.234|hal ag. i df . il 147.237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
208.115.113.82 [lhited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/general .aspx B ock 1
176.13.7.9 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
77.125.94.100 |Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 66. 3 I srael 147.237.76.86 [navy.idf.il navy. i df .i 1/ portal nil Ui rt enpl at es/ i nner . asp Bl ock 1
40.77.167.7 Lhited Sates 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to www anan. i df.il/nodiin/default. Bl ock 1
95. 65. 34, 177 :‘Lt‘fg‘l’i o 147.237.0.19 |nadi matal .idf.il|thaut hori zed LR Access to / Bl ock 1
84.108.150.22 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
194.72.238. 241 |Wnited Ki ngdom |147.237.77.216|dover.idf .il Lhaut hori zed LRL Access to wawidf.il/xyzzy B ock 1
- . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
157. 55. 39. 20 Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Unauthorized URL Access on 147.237.77.216/robots. txt |B ock 1
] . - DO stributed Whaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
46.120.98.156 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
Anonynous - - DO stributed Whaut hori zed URL Access on
93. 115. 95. 202 Proxy 147.237.77. 216 |dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
2 54 156. 231 srael 147.237.77.74 llawidf.il Par anet er Type M ol ation Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
wan | aw i df . i 1/219- hel pat zar . aspx
185. 3.147.185 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None
77.126.213.204 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
. . Unaut hori zed URL Access to
66. 249. 66. 7 I srael 147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
. . . URL is Above Root Drectory
119. 136.81. 18 |China 147.237.77. 216 |dover. i df .i | Wi df i1/ ./ shar ed/ user cont rol s/ header upper/ B ock 1
46. 19. 85. 94 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
95. 65. 34. 177 x;}:&‘ﬁ' o 147.237.77.19 |lawforumidf.i| |thauthorized URL Access to / B ock 1
2.52.161. 214 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
R . . O stributed Uhaut horized URL Access on
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf .il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
157.55.39. 172 |Uited Sates 147.237.76.200(ei tan. aka. i df.i| |Dstributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.78.111 [Israel 147.237.72. 166 |aka. i df . i | D stributed Wauthori zed URL Access on 147.237.72. 166/ robots. txt |B ock 1
] - - DO stributed Whaut hori zed URL Access on
107.178.194. 83 |lhited Sates 147.237.77. 216 |dover. i df . i | v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
2.54.171.233 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
; . . O stributed Uhaut horized URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover.idf . il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
03.172.238.83  |israel 147 237. 72. 156 nidf il gls;ilg)rll)e Untraceabl e SSL Sessi ons from93. 172. 238. 83 (Lhknown SSL None 1
185. 3. 147. 216 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ favi con. i co Bl ock 1
77.127.157.179 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.66. 131 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/ ui /i 18n/j query-ui-i 18n.j s Bl ock !
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