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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

Device Action

Count

|Attacker Country

|Target Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3023
79.182. 147. 27 | srael 147.237.72. 156 anan.idf.il B ock_UWp Al _Nets drop 6
79.182. 147. 27 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
197. 160. 86. 140 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
8. 37.224. 63 Anonynous Pr oxy 147.237.77.216 dover.idf.il F Dover _Unhder Attack Con Htp drop 1
71.6.216. 50 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
2.54.149. 1 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
180. 153. 104. 125 147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
120. 150. 29. 211 147. 237. 76. 147 Australia chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 147. 237. 76. 200 eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
46.228.207. 18 147.237.0.19 Ger many madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
40. 115. 58. 160 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184. 195. 115 147.237.77.176 Russi an Federation nat pash. i df .i ET SCAN Potential SSH Scan 1
194. 165. 155. 114 147. 237.8. 45 Jordan eetanidf.il ET SCAN NVAP -sS wi ndow 2048 1
31.184. 195. 115 147. 237.76. 30 Russi an Feder ati on hi mush. i df . i | ET SCAN Potential SSH Scan 1
180. 153. 104. 125 147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
120. 150. 29. 211 147. 237. 76. 147 Australia chi nuch. aka.i df . i1 ET SCAN NVAP -sS wi ndow 3072 1
93.174. 93. 203 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 147.237.0. 16 Chi na ny- kosher -kravi . i df i ET SCAN NVAP -sS w ndow 1024 1
61. 149. 161. 186 147.237.77. 216 Chi na dover.idf.il GPL SCAN nmap TCP 1
40. 115. 58. 160 147. 237. 76. 148 Lhited Sates gqcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
31.184. 195. 115 147. 237. 76. 39 Russi an Federati on nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
194. 165. 155. 114 147. 237.8. 45 Jordan eetanidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185. 120. 126. 110 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 98
185. 120. 126. 110 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 74
87.69.178.174 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 60
2.54.129. 4 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 41
37.26.149.194 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 6

Lhited . - Unaut hori zed Method CPTI ONS for
209.58.130. 135 Sates 147.237.72.166 [aka. i df . i | wwv aka. i df . i |/ mai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser Bl ock >
79.181.197.47 [Israel 147.237.77.216|dover.idf.i |l Uhaut hori zed URL Access to wawnidf.il/error.htm Bl ock
66.249. 64. 233  [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock

. . . |Uhaut hori zed URL Access to
85. 64. 62. 155 I srael 147.237.0.19 |[madimatal .idf.il naci matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 3
109. 253. 199. 153|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
185. 32. 179. 167 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 253. 140. 223|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
. . - Unhaut hori zed URL Access to

84.228.109. 3 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 2
46. 19. 86. 55 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock
176.13.7.9 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
5.29. 245. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None

Lhi ted . . DO stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
37.142.130.98 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.165. 38 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed Met hod HEAD for wan chi nuch. aka.idf.il/ None
109. 253. 214. 68 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1

Uhaut hori zed URL Access to wwv atal .idf.il/1498-he/ atal . aspx Bv: NN
. . p¥pY, BTy 22 22 D, N... B, N2N?B»bub” b¥p? b° bvD, N?N...
66.249.64.171 [Israel 147.237.77.233|atal .idf .il B® BYE? DYNED, N, P:RED, B° B° B DYRD: B* DUBDYDUNED® B> RED® KIfR| Bl ock 1
D, D%
. . D stributed Lhaut hori zed URL Access on

193.90.12.89  [Norvay 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1

Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |g - oo 147.237.77. 216 (dover. i df .i| Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
85.250.89. 111 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 210 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
183. 206. 172. 35 |Chi na 147.237.72. 156 [aman. i df . i | Adnin Bl ocki ng B ock 1
80.178.195. 236 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
24.37.202.235 [Canada 147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . i |/ hi mush/ sit e/ he/ hi nush. asp B ock 1
149.78.180. 48 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
2.52.45. 41 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
109. 253. 136. 47 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 69. 70 I srael 147.237.76.200|ei tan. aka. i df . i | [Unknown Paraneter searchText in wwueitan. aka.idf.il/1084-en/eitan.aspx [None 1

Lhited . . D stributed Lhaut hori zed URL Access on
208.184.112.74 g 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
93.172.238.83 |Israel 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Gonnection - Unknown SSL Session None
58.8.52.110 Thai | and 147.237.77. 216 |dover.i df.i Dstributed Unaut hori zed URL Access on waw i df.i|/xnirpc. php B ock 1

. . Unknown Paranet er ct| 00$ct | 00$cphMai n$cphSachar $ct| 37 in

37.142.164. 123 |[Israel 147.237.72. 166 |aka. i df . i | aka. i of .11/ nai v sachar/ paysl i ps. aspx None 1
173. 252. 74. 105 g‘;tt:: 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.111. 242. 238 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
5.28.172. 159 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
113.78.220.41 |China 147.237.76.200|ei tan. aka. i df.i| |Miltiple Wnauthorized URL Access from 113.78.220. 41 Bl ock 1
80. 178. 98. 48 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
195. 154. 146. 225|France 147.237.77.216|dover.idf .il I11egal HITP \ersion HITH B ock 1

Lhi ted . . D stributed Unauthori zed URL Access on
107.178.194.83 |g o 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
87.68. 67. 228 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
46.30.167.122 |kraine 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawidf.il/russian/ B ock 1
183. 206. 172. 35 |Chi na 147.237.72. 156 [aman. i df . i | Unaut hori zed LRL Access to waw anan. i df . il /adm n/fckeditor/editor/ Bl ock 1
80. 246. 139. 120 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.26.147.234 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
157. 55. 39. 75 g“;:s 147.237.77.216|dover . i df . i Dstributed Unhaut hori zed URL Access on 147.237.77. 216/ robot s. t xt B ock 1
2.54.21.154 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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