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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3456
82.145. 211. 94 Eur ope 147.237.76. 42 refuah.idf.il B ock_|p VWb In drop 7
157.55.81.9 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

109. 64. 67. 57 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

155. 94. 207. 42 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Bock Wdp All Nets drop 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature |Devi ce Action |Oount |

37.26.148. 245 I srael 147.237.77.176 |mat pash.idf.il |14170: HITP. B ank User-Agent (descriptor but no string) B ock 1




01-04-2016-22:04:05 to 01-04-2016-23:04:05

|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. - ET DC5 Large anount of TCP ZeroWndow - Possible Niller2
80. 246. 130. 132 |147. 237. 76. 30 |l srael hi nush. i df.il 2
DDos attack
Russi an . . .
31.184. 195. 115 |147. 237. 0. 33 . idf.il ET SCAN Potential SSH Scan 1
Feder at i on
115. 182. 249. 11 [147. 237. 76. 38 |Chi na e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
14162117 57 |147. 237 76.31 et skchal i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
. . . . . . et nam Nnakc N N .
Potential Scan or Brute Force
112 241 28.82 |147. 237 76.30 |ahi himsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . I ha | nusn. | N .
Potential Scan or Brute Force
5.39.222.253 |147.237. 77. 212 |Net her| ands e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 181. 95 [147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
198. 154. 60. 27 |147.237.77. 216 |Wited Sates dover.idf.il ET SCAN Potential SSH Scan 1
40. 115. 58. 160 |147.237.76.199 |Lhited Sates e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
192. 186. 95. 178 |147.237.0.15 |Canada kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 4096 1
31. 184. 195. 115 [147. 237. 76. 202 :3;3}0n e halag.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
31.184. 195. 115 |147. 237. 72. 217 | & eid.il ET SCAN Potential SSH Scan 1
Federati on
183.60.48.25 [147.237.76.31 |China nakchal .i df .i| ET SCAN Potential SSH Scan 1
31.184. 195. 115 [147. 237. 0. 34 ?;Z::tnion ti kshuv. i df i ET SCAN Potential SSH Scan 1
117. 25. 155. 164 [147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184. 195. 115 [147. 237. 0. 17 ?;Z:::{‘ion mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
115. 182. 249. 11 [147. 237.0.35 |Chi na akawvs. i df . i | ET SCAN Potential SSH Scan 1
12.139. 41. 189 [147.237.77.235|lhited Sates sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 66. 179. 226 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
87. 68. 44. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.12.39.85 [147.237.76.38 E;j::;”ion eeneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62.75.236.76 |147.237.8.27 |Germany e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
31.184. 195. 115 |147. 237. 77. 227 gzz;;”ion e hanaz.idf.il ET SCAN Potential SSH Scan 1
192. 186. 95. 178 |147.237.0.15 |Canada kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
31.184.195. 115 |147. 237. 76. 147 :3;3}0n chi nuch. aka. i df . ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
31. 184. 195. 115 [147. 237. 72. 156 RF;Z:::SOH aan. i df i ET SCAN Potential SSH Scan 1
117. 25. 155. 164 [147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 78. 182. 144 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Same Response Code (404) B ock 340
109. 66. 106. 70 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 196
149. 78. 182. 144 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 126
109. 66. 106. 70 |l srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 115
149. 78. 182. 144 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 104
176.13.10. 165 |l srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 31
31.210.186. 188 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 15
79.180.138. 44 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 12
93.172.87.209 [Israel 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 4
148. 251. 21. 227 |Ger many 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 4
46. 19. 86. 86 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 4
109. 253. 132. 211 ]I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 2
208.115. 113. 88 gﬁ;ttg: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orum asp B ock 2
66.249. 64. 233  [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 2
87.69.178.174 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.179.216.52 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
2.54. 147. 133 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 2
172. 56. 13. 255 g‘;tt:: 147.237.77.216|dover . i df . il Post Request - Mssing Content Type B ock 2
46.117.197. 1 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
79.176.154. 251 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46.19. 85. 176 I srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
149. 78. 60. 68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.182.195. 227 |[israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
79.177.117.53  |lIsrael 147.237.77.243|nobi l e.idf . il Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index B ock 1
211.123.214.30 |Japan 147.237.0.34 |tikshuv.idf.il |Wauthorized LRL Access to tikshuv.idf.il/wp/ wo-admin/ B ock 1
109. 253. 128. 85 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66. 249.66.75 I srael 147.237.77. 176 [mat pash. i df . i | mUtcgg; .Ziegf .Lﬁ_/ Sggfejlsi rt1foor nat i on/ i dkoni ni pages/ 17012011nasai yot . aspx Bl ock !
185. 120. 126. 49 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
81.218.140. 112 |l srael 147.237.77.216|dover . i df . i eMi | Hoar di ng B ock 1
46.19.86.165 I srael 147.237.72. 166 |aka. i df . i | :)L'rigezjl i?’;geegdsngzgg‘:/;g;kﬁ f/ nai v kapat 2/ [ res Bock |1
149. 78. 182. 144 |lIsrael 147.237.0.19 |madimatal .idf.i Eg;?x;f;ﬁﬁi \,A|o,| ;t,li)ﬂne/c tl'c)gfﬁ?tni?te?fcaesflder 1aSreet in Bl ock 1
5.28.172. 159 | srael 147.237.72.166|aka. i df . i | Lht raceabl e S3 Sessi ons: sigal gs DoS Attack None 1
141.212. 122. 112 ;h;:ee: 147.237.0.34 |tikshuv.idf.il |[Distributed Malforned LR B ock 1
79.180.139. 40 I srael 147.237.77. 234|hal ag. i df . i | ?4? r2'3t7)“t7§d2217:’;23:;2%%&5?2 1(.)2:1i . Bock |1
204.13.200. 200 1€ 147.237.77. 216 |dover . i df .i| [0St Buted lng_tg’é;;f’ﬂeﬁﬁc_fpz” Bock |1
66.249.78.254 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/minmai n/gi yus/ general . aspx B ock 1
54.186. 248. 49 ;“;tteeg 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wa idf.il/1294-he/ waw idf.il B ock 1
176.13.13. 167 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
87.69. 48. 241 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
80.178.195. 236 |[lIsrael 147.237.77.216|dover.idf.il PHP At t enpt B ock 1
46.19. 85. 245 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
149.78.136.21 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
79.178.195. 203 I srael 147.237.72.166 [aka. i df . i | mngkmg. |F:jafra|nleltr$a; rzag;ilfusl/nrmj n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. gi f None !
212.76.123.229 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None
2.52.129. 27 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Unaut hori zed URL Access to
95. 86. 96. 202 I srael 147.237.77.216|dover.idf.il waw i df . i 1/1153- 12512- he/ dover . aspx&sa=u&ed=0ahukewi bt 4pxgj hkahue |B ock 1
ewBkhxi oaj 8gf ggnmak&usg=af gj cnf - yzgkyaer cj cxgkhkwnazj g- yba
66.249.69.50  |Israel 147.237. 72. 166 |aka. i df . i | pstr bured Lt :;rgfgeidyﬁggﬁgfjﬁ - Bock |1
193.53.83.21  [tkraine 147.237.77. 176 |nat pash. i df . i| |Dstributed PH? Attenpt B ock
82. 166. 240. 202 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None
46. 19. 86. 179 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
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