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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address Site Signature Device Action |Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3145
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 4
109. 64. 164. 194 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
37.26.146. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
71.6.216. 37 Lhited Sates 147.237.76. 176 test.ncore.idf.il Bl ock_Ulp Al _Nets drop 1
71.6.216. 39 Lhited Sates 147.237.76. 38 eeneitav.idf.il ock Wp Al _Nets drop 1
105. 198. 225. 227 Egypt 147.237.76. 147 chi nuch. aka.idf.il ock_Udp All _Nets drop 1
185. 35. 62. 171 Sntzerl and 147.237.76. 198 e.yohal an.i df.il Bl ock Wp Al Nets drop 1
105. 198. 225. 227 Egypt 147.237.76. 148 ggcenter.aka.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80, 246. 133. 204|147 237 76.30 |1 st ael hish i df i ET DCS Large anount of TCQP Zer oWndow - Possible Niller2
DDos attack

66.249.93. 145 [147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
109. 253. 193. 204|147. 237. 72. 166 [l srael aka.idf.il GPL SCAN nyscan 2
109. 253. 193. 204(147. 237. 72. 166 || srael aka.idf.il I NDI CATOR- SCAN nyscan 2
95.129. 32. 18 147.237. 72. 166 |I srael aka.idf.il portscan: TQP O stributed Portscan 1
210. 195. 211. 233|147. 237. 77. 226 |\l aysi a vy chamat z. aka. i df . il |ET SCAN NVAP -f -sS 1
80.178.13.119  |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
185.130.5.231 |147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
50.204.188. 142 |147.237.8.14 |lhited Sates e orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 231  |147. 237.76. 39 nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 224  |147.237.8.50 e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176.13. 4. 105 147.237. 72. 166 |I srael aka idf.il portscan: TCQP O stributed Portscan 1
106. 75.199. 173 |147.237.76.34 |China yohal an. i df .i | ET SCAN Potential SSH Scan 1
210. 195. 211. 233|147. 237. 77. 226 | Ml aysi a wwwy chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 2048 1
209. 126. 116. 147|147.237.77.61 |lhited Sates e cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.125.149. 77 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
185.130. 5. 231  |147.237. 77. 235 svivaidf.il ET SCAN Potential SSH Scan 1
50.204.188. 142 |147.237.8.14 |lhited Sates e orchot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
185. 130. 5. 231  |147. 237.76. 39 nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
185.130. 5. 231 |147.237. 72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
185. 45.13. 150 [147.237.77. 176 |Ronani a nat pash. i df i | ET SCAN NVAP -sS wi ndow 1024 1
109. 67. 131. 87  |147.237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
210. 195. 211. 233|147. 237. 77. 226 |Ml aysi a wwwy chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 85. 91 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 166
46.19. 85. 133 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 107
46.19. 85. 133 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 71
46. 19. 85. 91 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 68
80. 246. 136. 117 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 50
. . . Too Many of the Sane Response Code (404) in Session from
77.127.108. 144 |l srael 147.237.0.34 |tikshuv.idf.il 77127, 108. 144 B ock 37
84.228.76.206 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 37
46.19. 86. 34 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 32
37.26.146.197 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 31
176.13.6.110 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 24
58. 20. 71. 151 Chi na 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 58.20. 71, 151 B ock 23
37.26.149.161 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 18
m ny- kosher - kravi . i
77.126.30.203 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 15
m ny- kosher - kravi . i , ,
109. 66. 120. 54 | srael 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 11
79.182.3.69 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 8
. . . Paraneter Type M ol ati on Repeat Password in
109. 253. 132. 139l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i df .1 | / sachar / changepassvor d B ock 7
46.19.85.133  |israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (403) in Session from Bock |5
46.19. 85. 133
185. 3. 144. 52 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
79.176.118. 131 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
2.52.148. 180 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 145. 18 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46.117. 61. 28 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 3
- . Unhaut hori zed URL Access to
212. 143. 85. 205 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai v/ gi yus/ cont rol s/ at uda/ A Bl ock 2
176.13.9. 126 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
46. 19. 85. 195 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
m ny- kosher - kravi . i
46. 120. 46. 55 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
176.13.18.179 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
95. 86. 95. 102 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 95. 86. 95. 102 Bl ock
Unaut hori zed URL Access to
95. 86. 95. 102 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ &sa=u8ved=0ahukewj t zoy055dkahx| uhgkhxyxdeyqf ggi |B ock 2
naa&usg=af gj cnh4ucr 3bgpnkvh4yz9t 7j scut sl oq
176.13. 4. 172 I srael 147.237.0.19 [madi matal .idf.il Dstributed Suspicious Response Code B ock 2
m ny- kosher - kravi . i
46. 120. 230. 39 | srael 147.237.0. 17 df niyl Dstributed |11egal Paraneter Encodi ng None 2
79.176.175.190 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
185. 120. 125. 25 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
Lhited . . D stributed Lhaut horized URL Access on
107.178.194.83 |g o 147.237.77. 216 |dover.idf . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
37.26.146.211 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
85.65.101. 124 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
66. 249. 64. 239 |Israel 147.237.77.233|atal .idf.il D stributed Wauthori zed UR. Access on 147.237.77.233/robots. txt  |B ock 1
2.52.188. 182 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
84.109.90. 4 | srael 147.237.76.86 [navy. idf.il Distributed PH? At enpt B ock 1
217.132.27.101 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.121.96.181 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 147. 34 |l srael 147.237.77.216|dover.idf .i | SSL Untraceabl e Gonnection - Uhknown SSL Sessi on None 1
46.19. 85. 194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . D stributed Lhaut hori zed URL Access on
109. 64. 113. 130 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
. . Paraneter Type Mol ati on ct| 00$Cont ent Pl acetbl der 16t xt Enai | in
201.247.189.22 |H Salvador |147.237.77.216|dover.idf.il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
182.66.14.126 |India 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
37.142.173.232 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 1
89.161.164.10 |Pol and 147.237.72. 167 )i shuri maka.i df .i | Dstributed PHP Attenpt B ock 1
54. 88. 205. 44 g];::: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 1
149. 88. 76. 42 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
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