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46. 19. 86. 137
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46. 19. 85. 252
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I 79. 181. 189. 187
I 46. 19. 86. 113
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2.54.128. 109
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2983
79.181.189. 187 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 23
79.181.189. 187 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 18
79.181. 189. 187 I srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 18

194. 226.176. 101 Russi an Federation 147.237.76. 30 hi nush. i df . i | L4 Source or Dest Port Zero drop 1

95. 9. 150. 134 Tur key 147.237.76. 34 yohalan.idf.il |Bl ock Udp All _Nets drop 1

95. 9. 150. 134 Tur key 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site |Sgnature Devi ce Action |Oount |
185. 130. 5. 224 147.237.0. 34 tikshuv.idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.72.167 |i shuri maka.idf.il |16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.77.216 |dover.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
91.121.112.142 |France 147.237.72.166 |aka.idf.il C1000106: HTTP. maj estic bot B ock 1
185. 130. 5. 224 147.237.77.235 |sviva.idf.il 16634: HITP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.0.19 nadi matal .idf.il |[16634: HITP: Apache HITP Server nod_status Request B ock 1




01-04-2016-19:04:04 to 01-04-2016-20:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large anount of TCP ZeroVWndow - Possible Niller2

80. 246. 133. 204 |147.237.76.30 |Israel hi nush. i df .i | Dhos at t ack 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249.93.142 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
64.233.172.155 |147.237.77.216|lhited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 2
81.218.138.82 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
192.186. 95. 178 |147.237.0.34 [Canada tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
185.130.5.231 |147.237.72.14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
176.12. 145. 221 (147.237.0.19 |israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Qaw 1
46. 19. 85. 249 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
168. 62. 238. 153 |147.237.8.27 |Whited Sates [e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.168.13.78  |147.237.77.216|Israel dover.idf.il portscan: TCP O stri buted Portscan 1
149.78.51. 172  |147.237.72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
2.54.37.52 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 186.8. 9 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 181. 156 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
85. 65. 30. 225 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
185.130.5. 231  [147.237. 76. 30 hi nush. i df i ET SCAN Potential SSH Scan 1
66. 249. 93. 32 147.237.72.166 |Lited Sates  [akaidf.il portscan: TCP Distributed Portscan 1
185.130.5.231 |147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
46.117. 149. 136 [147. 237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
172.98.197. 114 |147.237.77.226 v chanat z. aka. i df . il [ET SCAN NMAP -sS wi ndow 4096 1
46. 19. 85. 157 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.28.171. 49 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 141. 149|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 92. 107. 190 |147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
89.248.174.28 |147.237.77. 243 |Net her| ands nobi l e.i df.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Target Address

Ste

Signature

Devi ce ‘Oount

‘Attacker Qountry

SN retransmt wth different

Action

Qccupi ed

5.29.200.240 |Israel 147.237.76.42 |refuah.icf.il |Bad TCP sequence . noni t or 9
w ndow scal e
109. 253.157.1 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
185. 32. 179. 245 |I srael 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SYNFACK retransmt with monitor |5
di fferent w ndow scal e
e SWNretransnmit wth different .
93.173.230.57 |l srael 147.237.77. 170 |nsarachot .i df .i1{Bad TCP sequence wi ndow scal e nonitor |4
Sreaning Engine: TQP Invalid i i ssi
79. 180. 150. 220 |1 srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
141.0.15.1 Eur ope 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
77.126.83.186 |[lsrael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop
85.114. 125,36 | o eStinian Territory.ly 1o 537 77. 216 |dover.icf.il  |Bad TCP sequence SYNACK retransmt with monitor |2
Cccupi ed di fferent w ndow scal e
84. 228. 210. 246 || sr ael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 1
85. 114. 125. 36 Ecis;i'gc',a” Territory. 147, 237. 77. 176 ratpash.i f i1 |dr op First packet ism't SWN drop 1
115. 230. 126. 48 |Chi na 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [monitor |1
85.114. 125. 36 |AeStinan Territory.ly\7 537 77 176 |matpash.idf.il |SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 137 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 263
46. 19. 86. 137 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 122
46.19. 86. 137 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 104
176. 12. 145. 221 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 101
46. 19. 85. 252 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 96
176. 12. 145. 221 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 75
46.117.197. 1 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 72
46.19. 86. 113 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 47
46.19. 85. 252 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 22
2.54.128.109 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
109. 253. 221. 80 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 8
46.19. 86. 113 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 6
5.28.183. 196 | srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 4
. . Paraneter Read Qnly Molation in
85. 65.230. 110 [l srael 147.237.72. 166 [aka. i df . i | v aka i df . i 1/ mai n/ sachar /£ or got passwor d. aspx None 4
46.117.139. 164 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wwtikshuv.idf.il B ock 3
46.19. 85. 33 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.138 [Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 130. 23 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.54.140. 103 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 2. 54.140. 103 B ock 3
185. 120. 126. 37 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.13.251 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 3
46.121.199.91 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod Bl ock 3
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 233 B ock 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed UR. Access to wanidf.il/error.htm B ock 2
46.19. 85. 79 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 86. 34 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79. 180. 150. 220 I srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in None 2
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
m ny- kosher -kravi . id
176. 13.6.85 | srael 147.237.0. 17 f inly DOstributed |11 egal Paraneter Encodi ng None 2
46.121.199.91 |Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthori zed URL Access from 46. 121. 199. 91 B ock 2
; ] ] O stributed Lhaut horized URL Access on
204.13.200.200 |[Whited Sates |[147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2
79.176.37.148 |Israel 147.237.0.34 |tikshuv.idf.il D stributed Unaut hori zed HTTP Met hod B ock
79.176. 138. 6 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
206.253.226.22 [lhited Sates [147.237.77.216(dover.idf.il Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
. . . Unaut hori zed URL Access to
66.249.93. 117 |l srael 147.237.0.34  |tikshuv.idf.il wiw ti kshuv. i df i1 /sip storage/ il es/ 8/ si ze220x0/ 2128. | pg Bl ock !
. ] ] Unhaut hori zed URL Access to
186.82.43. 207 | Col onbi a 147.237.77. 216 [dover . i df . i | vy i df . i 1/ resour ce/ user f ol | ow esour ce/ creat ef Bl ock !
40.77.167. 37 Uhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-he B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194. 87 |lLnited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
93. 136. 47. 47 CQoatia 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 1
50.62.208.87  [lited Sates |147.237.72. 156 |aman.idf.il Distributed Lhaut hori zed URL Access on Bl ock 1
waw anan. i df . i |/ xn rpc. php
5. 29. 254. 121 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
2.54.37.52 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
82.81. 81. 146 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS A tack None 1
. - . DO stributed Lhaut horized URL Access on
212.199.57.193 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | o chi nuch. aka. i df i | /404 htm Bl ock 1
149. 88. 26. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 1
] . . O stributed Lhaut hori zed URL Access on
109. 253.192. 71 |l srael 147.237.77.243|nobi | e.i df . i | obil .1 df i |/ sachar/ i ndex Bl ock 1
79.176.37.148 [Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 79. 176. 37. 148 B ock
195. 154. 194. 111 |France 147.237.77.216|dover. i df .i | PHP Att enpt B ock
- . Unhaut hori zed URL Access to
37.26.146.230 |[Israel 147.237.77.216|dover . i df .i | v i 1/ hi mush/ si t ef he/ hi nush. asp Bl ock 1
95. 86. 125. 247 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
] . . O stributed Lhaut horized URL Access on
176.13.16. 136 |l srael 147.237.77.243|nobi | e.i df . i | obi | 6.1 df i |/ sachar/ i ndex Bl ock 1
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