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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3282
79.178.11. 107 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 6

8. 37.225.18 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 2

66. 249. 78. 102 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1

107. 150. 98. 131 Lhited Sates 147.237. 76. 86 navy.idf.il |Bock Wdp All Nets drop 1

66. 249. 78. 95 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count |
126. 61. 247. 3 Japan 147.237.77.216 |dover.idf.il C1000108: HTTP. Trying to | ocate existing FQkeditor B ock 70
126. 61.247.3 Japan 147.237.77.216 |dover.idf.il 0854: HTTP. upl oad* Access B ock 24
185. 130. 5. 224 147.237.76.39 |nobile. neitav.idf.il [16634: HTTP. Apache HTTP Server nod_status Request B ock 1
185. 130. 5. 224 147.237.77.216 |dover.idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
209. 126. 116. 147 147.237.76. 38 Wited Sates e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
107. 167. 112. 101 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
79.182. 52. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 93. 180 147.237.72. 166 Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
46.117. 195. 164 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
2.54.172. 244 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
222.186. 56. 42 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
213.8.204. 74 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
207.232. 28. 187 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 120. 126. 73 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
77.127. 206. 160 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62.90. 167. 133 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 229 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
222.186. 56. 42 147.237. 76. 147 Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1




01-04-2016-15:04:01 to 01-04-2016-16:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
136. 173. 162. 129|Bel gi um 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 248
8.37.225. 18 g”&;ymus 147. 237. 77. 216 |dover. i cf . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 119
8.37.225. 18 g”&;y”ous 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 113
212.76.127.10 |l srael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |54
s SN retransmt wth different .
212.143.80.40 |[lIsrael 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e moni t or 39
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 32
107.167.112. 101|Wited Sates [147. 237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 31
126.61.247.3  |Japan 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpli ant Fai led to handl e connection data  |nonitor  [30
. . SN retransnmit wth different .
193.105.199.1 |[Israel 147.237.77. 170 |marachot.idf .il |Bad TCP sequence Vi ndow scal e noni t or 28
Sreamng Engine: TQP Invalid i i ssi
2.54.191. 28 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 24
Ret r ansni ssi on Packet dropped.
. . SN retransnmit wth different .
213. 8. 204. 67 | srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Vi ndow scal e noni t or 23
212.76.127.44 |lIsrael 147.237.76.30 |hinush.idf.il Bl ock HITP Non Conpl i ant Failed to hand e connection data |nonitor |21
212.76.127.111 |l srael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor |21
R SN retransmit wth different .
80.179.37.165 |[lsrael 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence wi ndow scal e noni t or 16
84.111.37.230 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransnit with different monitor  [16
W ndow scal e
66.102. 9. 83 Lhited Sates |147.237.0.15 |kosher-kravi.idf.ildr op Frst packet isn't SYN drop 15
213.8.241.210 | srael 147.237.77. 170 |msarachot.idf.il  |Bad TCP sequence S retransmt with different monitor  [15
w ndow scal e
Vb Server Enforcenent HTTP Deni
207.241.229. 71 |Wited Sates  |147.237. 72. 166 |aka i df .i | . Véb Servers S ow HITP Denial of | 14
Mol ation Service
109. 64.177.15 |l srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
5.29.64.35 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46.19.85.6 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
31.177.36.114 [Netherlands  [147.237.77.170 |mearachot.icf.il |Bad TCP sequence S retransmt with different monitor  [10
w ndow scal e
5.29.64.35 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber alert 10
R SN retransmit wth different .
87.71.4.25 I srael 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence wi ndow scal @ noni t or 10
79.176. 58. 141 | srael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 9
Sreaning Engine: TCP Invalid i i ssi
109. 253. 215, 141 I srael 147. 237.77. 243 |nobil e.i df .i 9 =9 Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dr opped.
109. 253. 143. 218|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber monitor |7
. . SN retransnmit wth different .
31. 168. 169. 234 |l srael 147.237.77. 170 |marachot.idf .il |Bad TCP sequence Vi ndow scal e noni t or 7
5.102.254. 183 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |7
46.121.75.50  |Israel 147.237.77. 170 |nmarachot .if .il  |Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
R SWNretransmit wth different .
192. 114. 91. 244 |l srael 147.237.77. 170 |naarachot .idf.il |Bad TCP sequence wi ndow scal @ monitor |7
Sreaming Engine: TCP Invalid i i ssi
62.90.182. 117 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber monitor 6
84.108.99.164 |l srael 147.237.72.166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber monitor 6
212.143. 80. 40 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 86. 206 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
80. 246.130.53 I srael 147.237.77. 170 |mmarachot.idf il |Bad TCP sequence SN retransnit with different monitor (6
W ndow scal e
Sreaning Engine: TQP Invalid i i ssi
212. 150. 66. 161 || srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 110. 131 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o, 6
Ret r ansmi ssi on Packet dropped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
192. 114. 105. 254 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop
185.27.107.82 |Israel 147.237.77. 170 |nmarachot .if .il  |Bad TCP sequence S retransmt with different monitor |6
w ndow scal e
212.143.80.40 |lsrael 147.237.77. 234 |hal ag.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
31.168.157.83 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
80.178.13.191 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
94.159.155.26 I srael 147.237. 77. 216 |dover . i of i Bad TCP sequence SINAXK retransmt with different 1oooiior o
W ndow scal e
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
77.127. 240. 177 |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 26 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
176.13.9.167  |israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 115 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 78
109. 66. 112. 121 |l srael 147.237.0.34 |tikshuv.idf.il Igcs;.'\s?yno; tlgi Sane Response (ode (404) in Session from Bl ock 75
46. 19. 86. 150 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 36
126.61.247.3 Japan 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 126. 61.247.3 B ock 29
2.52.9.65 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 29
185. 32.179. 186 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 25
80. 246. 138. 159 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 13
46.19. 86. 148 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 9
185.32.179.55 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 6
80.246.136.52 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.52.10. 201 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
31.168.93.54 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
81.218.251. 250 |[lIsrael 147.237.77.216|dover.idf .i | Distributed Whaut horized URL Access on wwvidf.il/error. htm Bl ock 3
2.54.177.195 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
80. 246. 137. 156 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
204.13.200.200 [United Sates|147. 237.77. 216 |dover. i df .i | m:idkf"ftﬁc; gg‘;_t;gzgfﬂeﬁvﬁc_zspzn Bock |2
84.111.165.10 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 253. 192. 82 |l srael 147.237.0. 17 g; .niyl_ kosher -kravi .| Ostributed |11 egal Paraneter Encoding None 2
204.13.200. 200 |United Sates|147. 237. 77. 216 |dover . i df . | e 1) 1155, 25650 nel dover. aume Bock |2
2.54. 145. 247 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
107.178.194. 83 |Uhited Sates|147. 237. 77. 216 |dover . i df . | D stri Buted 1?;?;;259%%\/?25‘;” Bock |2
2.52.33.6 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal . i df.il/894-he/ nakhal . aspx) |HB ock
176.13.13.249 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock
84.95. 199. 42 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 84.95.199. 42 Bl ock
DOstributed Paraneter Type Mol ation on
89. 87. 35. 168 France 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-hel ref uah. aspx par anet er Bl ock 2
ct| 00$Cont ent P aceHol der 1$t xt Last Nane
46.117.58.146 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None
126. 61. 247.3 Japan 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt Bl ock
185.3.147. 174 |l srael 147.237.72. 166 [aka. i df . i | V\U:\x;a\zuz;li:ri Id?.e?I /l\,::atajhn(;dgi 333 gj\:shefr::ri cat i onser vi ce. asnx/ get aut huser Bl ock 2
199. 16. 156. 125 |Uhited Sates[147. 237. 77. 216 |dover . i df . i | mult Qfo_ri'lzli? pf;of‘;;;sfi |t§s/ 2 5 2622080) 17882 pg Bl ock 2
2.54.1.197 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
185. 32.179. 233 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
176. 13. 18. 56 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock
176.13.7.128  [Israel 147. 237.77. 243 |nobi | e. i df . i | m;ﬂt:?r(;fsz , gegpgfytef,},ﬁ s/ 1 st chi | cdocument s/ 1152 Bl ock 2
31.168.221.35 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
89. 163. 146. 245 |Ger many 147.237.72. 156 [anan. i df . i | PHP At t enpt Bl ock 1
79.182.174.26 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from79.182. 174. 26 Bl ock 1
141.212.122. 112|Uhited Sates|147.237.76.42 |refuah.idf.il Miltiple Milformed URL from141. 212, 122, 112 Bl ock 1
66.249.79.234 I srael 147.237.0.34  |ti kshuv.idf.il o Zed oS {0 o user detal| o. asox Bock |1
120. 61. 9. 244 I ndi a 147.237.77.74 |lawidf.il PHP Att enpt B ock
2.54.10.134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
185. 89. 217. 225 147.237.76.42 |refuah.idf.il Vﬁv Ier ﬁgf);faﬁ’faf F: |r7.c.t/oirr{ages/ shar ed/ hore. prg Bl ock 1
46.163.68. 111 |Germany  |147.237.77.216|dover.idf.il mult (;‘fo_ri'lz/ic:]at‘:a/ﬁngizn:fol o header upper B ock 1
109. 186. 164. 109l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
84.94.119. 65 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.13.22. 124  |israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
80.246. 136.58 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
173.252.73.106 |lhited Sates|147.237.72.166|aka.idf .il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 86. 29 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
107.178.194.79 |Wited Sates|147. 237. 77. 216 |dover. i df . i | D stri bt oc 1?;;}:%;;?&%&?25‘)2” Hock |1
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