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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3183

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 478
141.0.14.73 Eur ope 147.237.76. 86 navy.idf.il JIMPurple Gon Limt Htp drop 3
81.218. 241. 26 | srael 147.237. 72. 156 anan. i df.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 3

8. 37.224. 130 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
141.0.14.73 Eur ope 147.237.76. 86 navy.idf.il JLM Under _Attack _Con Htp drop 2

106. 75. 199. 186 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

185. 32. 179. 243 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
180. 150. 177. 188 147.237.77. 243 hi na nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
172. 98. 200. 238 147.237.0. 19 madi matal .idf.il ET SCAN NVAP -f -sS 1
89. 228. 27. 16 147.237. 72. 166 Pol and aka.idf.il portscan: TCP O stributed Portscan 1
84.111. 112. 107 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.178. 101. 168 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.121.37. 67 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stri buted Portscan 1
37.26.147. 181 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 130. 5. 224 147.237. 76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
172. 98. 200. 238 147.237.0. 19 madi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
103. 31. 80. 226 147.237.76. 176 Paki stan test.ncore.idf.il ET SCAN Potential SSH Scan 1
84. 228. 184. 244 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
80. 178. 98. 162 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.121.121. 167 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 208 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
5. 39. 222. 253 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

2.54.61.76 I srael 147.237. 77. 243 |nobil e.i df .i | > dro 159
Ret r ansmi ssi on Packet dr opped. P
o SYNretransmt wth different .
109. 64. 149. 185 |l srael 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence wi ndow scal & noni t or 70
8.37.224.130 g”&;ymus 147. 237.77. 216 |dover. i df . i | drop First packet isn't SWN drop 61
8.37.224. 130 é{”;(’;ym’us 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 56
193.105.199.1 [Israel 147.237.77. 170 |maarachot . i of .1 |Bad TCP sequence SWretransmt with different monitor |40
W ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
109. 65. 107. 186 |l srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SN retransnmt wih different monitor |28
W ndow scal e
C e SYNretransnit wth different .
213. 175. 183. 170|Lebanon 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence i ndow scal noni t or 23
132.74.211.4  |israel 147.237.77. 170 |maarachot . i df i1 |[Bad TCP sequence S retransnt wih different monitor |22
W ndow scal e
204.118.135.32 |lhited Sates |147.237.77.176|natpash.idf.il drop Frst packet isn't SN drop 21
185. 79. 100. 61 147.237.77. 243 |nobil e.i df . il dr op First packet isn't SYN drop 19
Sreaning Bngine: TQP Invalid i i SSi
82.81.37.75 I'srael 147.237.76.31 |nakehal .idf.il 9 =g Invalid segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dr opped.
2.54.144. 211 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
Sreaning Engine: TQP Invalid i i SSi
89.138. 110. 141 |israel 147.237.76. 200 |ei tan. aka. i of .| 9 =g nvalid segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
62.180. 231. 212 |Europe 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 16
Sreaning Engine: TGP Invalid i i SSi
79.177.223. 224 |israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segent retransmssion. drop 15
Ret ransm ssi on Packet dropped.
109. 160. 166. 139|I srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 15
72.37.140. 43 Italy 147.237.72. 166 |aka. i df . il drop SAMrul e drop 14
109. 160. 166. 139 srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo |14
W ndow scal e
31.168.23.179 |[Israel 147.237.77. 176 |natpash.idf.il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 13
80.179.13.39 [ srael 147.237.77. 170 |maarachot . i df i1 |Bad TCP sequence S retransmt wth different monitor |13
W ndow scal e
Sreamng Engine: TCP Invalid ' i ssi
212.143.36. 118 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
192.114.23.209 |Israel 147.237.77. 170 |maarachot . i df i1 |Bad TCP sequence S retransmt wth different monitor |12
W ndow scal e
Sreamng Engine: TCP Invalid ' i ssi
85.130.130.44 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
109. 160. 179.3 |l srael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 12
Sreaning BEngine: TQP Invalid i i SSi
192.118.11. 120 |Israel 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
o SYNretransmt wth different .
217.194. 195. 181 |l srael 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence wi ndow scal @ noni t or 11
37.26.147.211 |lIsrael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 11
62. 0. 200. 108 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
141.0.14.73 Eur ope 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 10
81.218. 241. 26 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 10
C e SWNretransnit wth different .
109. 64. 189. 134 |l srael 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence i ndow scal e noni t or 10
2.54.179. 149 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TCP Invalid ' i ssi
46.19.86.212  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
132. 74. 216. 147 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
31. 168. 227. 26 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
46.19. 85. 124 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
62. 0. 200. 108 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 7
2.54.52.33 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
5.102.254.214 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
132. 64. 214. 207 |Israel 147.237.77. 170 |maarachot . i of .1 |Bad TCP sequence SWretransmt with different monitor |6
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
37.26.148.170 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
37.26.146.160 | srael 147. 237.77. 243 |nobi l e. i f i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 162. 40 i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
213.8.81.94 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 24 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 124 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert
. . SWNretransmit wth different .
46. 117. 244. 214 |l srael 147.237.77. 170 [naarachot .idf .i| [Bad TCP sequence vi ndow scal e noni t or 6
Sreaning Engine: TGP Invalid i i SSi
80.178.189.20 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 181 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 98
37.26.148.162 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 93
37.26.148.162 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 88
176.12. 144.9 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 60
46.19. 85. 21 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 38
46.19. 85. 56 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 35
46.19.85.7 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 34
185.32.179.30 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 33
109. 253. 200. 97 |l srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 32
46. 19. 86. 181 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 28
46. 19. 85. 229 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 25
37.26.146.146 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 23
185.32.179.77 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
80.246.139.10 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 12
80.178.160.13 I srael 147.237.72. 167 |i shuri m aka. i df . i | qo0 Wany O 1he Sane Fesponse (ode (404) Tn Session from g oo 12
46. 19. 85. 229 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 6
46.19. 85. 135 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 6
2.52.154. 59 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 4
209. 88. 173. 130 |l srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/$$$8282$$$ B ock 3
80. 246. 139. 103 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
77.126.69.60  |Israel 147.237. 72. 166 |aka. i df . i | MR ® hethort zed Method Tor Known LRL from Bl ock 3
185.32.179.76 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
176.13. 7. 227 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 204. 243 |1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
37.26.146.160 |Israel 147.237.77.243|nobi | e. i df . i | ,?;D;t .r;_ti"i}f_’?l ,L';Zﬁ:ﬂriinﬁii o feess on Bl ock 3
192.118.11.120 |israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 192.118. 11. 120 B ock

109. 253. 136. 12 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock
107.178.194.79 |Uhited Sates [147.237.77. 216 [dover. i df .i w11 1155, 25650 nel dover. aum B ock 2
176.13.17. 147 |israel 147.237.0. 17 r’rlllrry kosher-kravi.idf |\ @\ red I11egal Parameter Encoding None 2
46.19.86.52  |israel 147.237.77. 243 |nobi | e. i df . i | Dot buted thadthor zed UL Access on Bl ock 2
107.178.194.83 [Uiited Sates |[147.237.77.216 |dover. i df .i | D stri utec 1?;;}2;;5?&%\2‘??:‘);” Bl ock 2
37.142.147.184 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs oS Attack None 2
81.218. 154.183 |Israel 147.237.72. 166 |aka. i df . i | m“;gri'dzf?l ﬁm ﬁlcgzssart/(: s m ashx B ock 2
192.114.2.35  |Israel 147.237. 72. 166 |aka. i df . i | chaut hor zed W n/jcsccflszt ;fcss3pi o e Bl ock 2
79.182. 164. 187 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock
84.111.248.7 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
204.13.200.200 |Uited Sates [147.237.77. 216 |[dover.idf .il w11 1155, 25650 nel dover. aum B ock 2
185.32.179. 110 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :cl’r(;fz‘f? ; Cu;eggrcﬁi?ptl o es/ i stehi | ddocunent s/ 1071 Bl ock 2
109. 65. 34. 87 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
192.118.11. 120 [Israel 147. 237.72. 166 |aka. i df . i | m“;;:riidf?l ﬁ; f;fne;; nt/ZeI et usertype. asp B ock 2
46.19. 85. 225 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
80. 179. 202. 129 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
109. 65. 107. 186 |l srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion B ock 1
5.29.101. 17 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i/ matash/| ogi n/+ B ock 1
80. 246. 136. 162 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
185.32.179.31 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for wwwe aka. i df . i/ main/gi yus/ B ock 1
176. 13. 3. 108 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1133-he/ at al . aspx |Bl ock 1
2.52.156. 160 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
80.178.136.70 | srael 147. 237.77. 216 |dover . i df . i | mult Qfo.rii IZ/e:i nﬁhfsciffh;/%i msh ssp Bl ock 1
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