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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3011
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y- TLS renegoti ati on-d i dest - r eset 151
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 113

185. 35. 62. 252 Swi t zerl and 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1

183. 159. 68. 105 Chi na 147.237. 76. 147 chinuch. aka.idf.il |Bl ock Udp All _Nets drop 1

37.26. 146. 146 | srael 147.237.0. 19 nadi matal .idf.il |TGP handshake violation, first packet not syn |drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Country Ste \Signature

80. 246. 137. 195 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
50. 57. 188. 15 147. 237.76. 86 Lhited Sates navy. i df.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 147. 237.8.50 Lhited Sates e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
199. 191. 56. 188 147.237.8.28 Lhited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
192. 186. 95. 178 147.237.72. 156 Canada aman.idf.il ET SCAN NVAP -f -sS 1
192. 114. 23. 208 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 88. 242. 60 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 65. 65. 44 147.237. 72. 166 I 'srael akaidf.il portscan: TP D stributed Portscan 1
79.177. 138. 54 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.146. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.193. 122 147.237. 72. 166 I 'srael akaidf.il portscan: TCQP D stributed Portscan 1
199. 191. 56. 188 147.237.8.28 Lhited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
192. 186. 95. 178 147.237. 72. 156 Canada aman. i df il ET SCAN NVAP -sS w ndow 2048 1
192. 117. 162. 62 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
185. 130. 5. 224 147.237.0. 17 mny-kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 197. 205 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46. 19. 86. 229 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 197
s SWNretransnit wth different .
80. 246. 130. 180 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal noni t or 175
94. 159. 156. 135 |l srael 147. 237. 72. 166 |aka.i df .i | drop SAMrul e drop 139
. . SWNretransmit wth different .
132.74.56.194 |Israel 147.237.77. 170 [naarachot . idf .i| [Bad TCP sequence vi ndow scal e noni t or 104
Sreaning Engine: TGP Invalid i i SSi
109. 64. 196. 198 | srael 147.237.76. 200 |ei tan. aka.i df . i 9 =9 Invalid segent retransmssion. drop 96
Ret ransm ssi on Packet dropped.
8.37.226. 217 g”;(’;ymus 147.237.77. 216 |dover. i df . i | dr op First packet isn't SWN drop 79
8. 37. 226. 217 g”;(’;ymus 147. 237.77. 216 |dover.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 74
. . SWNretransmit wth different .
132.68.4.85 | srael 147.237.77. 170 [naarachot .idf .i| [Bad TCP sequence i ndow scal e noni t or 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.178.117.69 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different monitor |34
W ndow scal e
2.52.185. 157 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 33
109. 224. 63. 2 Iraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
Sreamng Engine: TCP Invalid ' i ssi
2.54.191. 53 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
37.26.147.191 |israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
. . SWNretransmit wth different .
185. 110. 110. 118 147.237.77. 234 |hal ag.i df il Bad TCP sequence vi ndow scal e noni t or 17
195. 95. 183. 254 |Israel 147. 237.77. 170 |maarachot . i df i1 |Bad TCP sequence S retransmt wth different monitor |16
W ndow scal e
37.26.148.184 |Israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence Invalid AGK nunber noni t or 16
R SYNretransmt wth different .
212.179.21.194 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndow scal e noni t or 15
132.74.58.46  |Israel 147.237.77. 170 |maarachot . i of .1 |Bad TCP sequence SWretransmt with different monitor |15
w ndow scal e
o SYNWtACK retransmit with different .
109. 160. 166. 139! srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal noni t or 13
109. 160. 166. 139l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
Sreamng Engine: TCP Invalid i i ssi
109. 253. 144. 22 |Israel 147. 237. 77. 243 |nobi l e.i df i | g =g Invalid segnent retransmssion. |, ) 12
Ret r ansmi ssi on Packet dr opped.
37.26.148.184 |lIsrael 147.237.72. 166 |aka.idf il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 11
. . SWNretransmit wth different .
132.74.58.146 |Israel 147.237.77. 170 [naarachot . idf .i| [Bad TCP sequence i ndow scal e noni t or 11
2.54.22.8 | srael 147.237.77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
176.13.18.199 |Israel 147.237. 77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber noni t or 10
37.46.39. 119 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 10
Sreaning Engine: TGP Invalid i i SSi
217. 194. 199. 176 i srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 9
Ret ransmi ssi on Packet dropped.
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 9
84.228.162.42 |lsrael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 9
37.26.148. 184 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 9
79.180.12.109 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 9
Sreanming Engine: TCP Invalid i i ssi
2.54.25. 162 I srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
79.180.12.109 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 82 I srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 9
Ret r ansni ssi on Packet dr opped.
2.52.9.151 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.61.11 I srael 147.237. 77. 216 |dover . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
o SYNretransmt wth different .
132.72.63. 19 I srael 147.237.77. 170 [mearachot . i of .i1 [Bad TCP sequence wi ndow scal e noni t or 8
37.26.148.184 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 8
C e SYNretransnit wth different .
132.68.5.79 I srael 147.237.77. 170 [mearachot . i of .il [Bad TCP sequence “i ndow scal noni t or 8
37.26.148.150 |l srael 147.237. 72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.52.185. 157 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 7
46.19. 85. 178 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.52.185. 157 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 7
176.13.18.199 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid ACK nunber aert 7
2.54.30.211 | srael 147. 237. 77. 243 |nobi l e.i df . | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54. 20. 240 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.52.188.178 I srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
2.52.185. 157 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
5.102. 254. 94 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
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2.54.50. 189 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 246
2.54.24.136 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 152
2.54.50. 189 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 110
2.54.24.136 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 63
46. 19. 85. 56 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 52
109. 253. 204. 243|I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 39
2.54.50. 189 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (403) B ock 33
46. 19. 85. 229 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 27
46.19. 86. 66 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 24
109. 253. 136. 12 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 18
109. 253. 203. 40 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 12
2.54.24.136 I srael 147.237.0.19 [madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) Bl ock 11
84. 95. 199. 42 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 84.95.199. 42 B ock 10
176.228.128.6 |lsrael 147.237.0. 17 g; niyl_ kosher -kravi .| Miltiple Illegal Paraneter Encoding from176.228.128.6 None 9
37.26.146.146 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 6
46. 19. 86. 89 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
109. 253. 144. 22 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 4
2.52.37.251 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
Dstributed Paraneter Type Mol ation on
62. 0. 54. 152 I srael 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-hel ref uah. aspx par anet er Bl ock 3
ct| 00$Cont ent P aceHol der 1$t xt Last Nane
37.26.147.191 |[Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Qode B ock
46.19. 86. 37 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock
109. 253. 215. 2391 srael 147.237.76.39 |nobi | e. nei tav.idf.il gﬁ?; tzf?d\fﬂ. ?II 7:;2;' g;g;ﬁrﬁ;? acerbl der 1txt Passvord in gy 3
2.54.173. 37 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
2.54.153. 123 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
2.52.10. 201 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 188 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
2.54.62. 144 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df .i|/1086- 23059- he/ dover B ock 2
107.178.194. 83 |United Sates|147.237. 77. 216 |dover . i df . i | D stri bt oc 1?;;_?;2;;?&%\/2‘??:&” Bock |2
93.172.163.112 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
77.127.218.33  |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
199.203.215.1 [l srael 147.237.72.166 |aka. i df . i | m;z"iﬁd_ iﬂa#;ihrf;'si azciirc‘:azc.’isgir Known LRL on Bl ock 2
79.180.12.109 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
46.19. 85. 135 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
212.76.102. 170 | srael 147.237.0.15 |kosher-kravi .idf.il t’;sﬁ;rlokrr'afff’i dLﬁ‘i I'A/Cs?eps_ssttm?ag /111 es/ 3 si 263380/ 1773, pg Bl ock 2
46. 19. 86. 94 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 150. 203|l sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.54.182. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
79. 180. 53. 32 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
187. 45.193. 153 |Rrazil 147.237. 76. 147 |chi nuch. aka. i df . i | Unknown Paraneter author in waw chi nuch. aka.idf.il/ None 1
2.54.54. 124 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
68. 180. 229. 239 |lhited Sates|147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/mluinitenpl ates/ B ock 1
176.13.12.3 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 85. 185 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
107.178.194.79 |Wited Sates|147. 237. 77. 216 |dover. i df . i | D stri bt oc 1?;;}:;2;;?&%&?25‘)2” Hock |1
84.108.29.112 [Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t rz'?,g“t?;’dZﬁfftnggg;iﬂaﬁ/ﬁﬁﬁ 1‘_’; . Bock |1
212.76.116.57 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx  |H ock 1
176.13.1. 10 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
37.26.148.253 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
31.168. 196. 156 || srael 147.237.72.166 |aka. i df . i | mnaﬁ’(‘f:i ;a.ri"’l";en;je;/ sgc\:mﬁ?;ima;? on. asp None 1
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