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01-04-2016-11:04:01 to 01-04-2016-12:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 4774
167.114. 156. 16 Canada 147.237.77.216 dover. i df.il|DCS- Tool - Swi t chbl adG dest - r eset 3558

66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 1034
62.219. 224. 61 I srael 147. 237.72. 166 aka.idf.il |Block Udp All Nets drop 6

216. 145.17. 190 Lhited Sates 147.237.77. 216 dover.idf.il|bl ock-sp-trafl drop 1




01-04-2016-11:04:01 to 01-04-2016-12:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
51. 255. 36. 86 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
62.212.73.211 Net her | ands 147.237. 72. 166 aka.idf.il C1000106: HITP. maj estic bot B ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C103: HTTP. User Agent Sogou+web+spi der Bl ock 1




01-04-2016-11:04:01 to 01-04-2016-12:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
2.52.154. 196 147.237.77.216  [Israel dover.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 6
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il [Tehila - Perl LWP with fake user agent 2
164. 138. 117. 39 147.237.72.166  [Israel aka.idf.il portscan: TCP DO stributed Portscan 1
94. 230. 84. 19 147.237.77.216  [Israel dover.idf.il |portscan: TCP O stributed Portscan 1
79.180. 12. 109 147.237.72.166  [Israel akaidf.il portscan: TCP O stributed Portscan 1
46.116. 152. 184 147.237.72.166  [Israel aka.idf.il portscan: TCP DO stributed Portscan 1
198. 20. 69. 98 147.237.76.202 |lhited Sates e.halag.idf.il [ET DROP DBshi el d B ock Listed Source 1
172.98. 197. 114 147.237. 76. 202 ehalagidf.il |[ET SCAN NMAP -sS wi ndow 3072 1
131. 109. 15. 15 147.237.77.216  |United Sates dover.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
85. 250. 56. 175 147.237.77.216  |[Israel dover.idf.il [portscan: TCP O stributed Portscan 1
77.126. 99. 63 147.237.77.216  [Israel dover.idf.il |portscan: TCP O stributed Portscan 1
2.54.183. 80 147.237.72.166  [Israel aka.idf.il portscan: TCP DO stributed Portscan 1




01-04-2016-11:04:01 to 01-04-2016-12:04:01

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
37.26. 149. 180 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op First packet isn't SN drop 55
C e SWNretransnit wth different .
132. 74. 58. 46 I srael 147.237.77. 170 [mearachot. i of .il |Bad TCP sequence i ndow scal moni tor |47
94. 159. 156. 135 |l srael 147.237.72. 166 |aka. i df il drop SAMrul e drop 46
66.249.81.175 |Lhited States 147.237.77. 233 |atal .idf il drop First packet isn't SW drop 46
Sreanming Engine: TCP Invalid i i ssi
2.52.39. 225 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 36
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
212.235.31. 129 | srael 147. 237.72. 166 |aka i of .11 9 =g Inval i d segnent retransmssion. |, ., 33
Ret r ansni ssi on Packet dr opped.
217.194. 203. 216|I srael 147. 237.77. 170 |maarachot . i df il |Bad TCP sequence S retransmt with different | onvor |27
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46. 19. 86. 98 | srael 147.237. 72. 167 |i shurimaka. i df . i g _g nval i d segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dr opped.
37.26.149.180 |lsrael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invalid ACK nunber noni t or 26
. . SWNretransmt wth different .
193.105.199.1 |[Israel 147.237.77. 170 |naarachot . idf .il [Bad TCP sequence wi ndow scal e noni t or 17
Sreaning Engine: TGP Invalid i i sSi
176. 12. 143. 146 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. | 16
Ret ransmi ssi on Packet dropped.
. . SWNretransmit wth different .
31.154.179.171 |lsrael 147.237.77. 170 naarachot .idf .il [Bad TCP sequence wi ndow scal e noni t or 16
e SN retransmt wth different .
87.68.254. 14 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 16
Sreanming Engine: TCP Invalid i i ssi
79.176.25.122  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
37.26.149.180 |lsrael 147.237.72. 167 |i shurimaka.idf . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 13
37.26.149.180 |Israel 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence SYNACK retransmt wth monitor |13
different w ndow scal e
o SYNretransmt wth different .
31.154.180. 151 |Israel 147.237.77. 170 [mearachot . i of .i1 |Bad TCP sequence wi ndow scal e moni tor |13
66.249.81.183 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SN drop 13
37.26.149.180 |[lIsrael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber alert 13
Sreaning Engine: TGP Invalid i i sSi
109. 66. 66. 147 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
93.172.186.97 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
79.180.12.109 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 12
79.180.12.109 |lIsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 12
o SWNretransnit wth different
194.90. 83.233 |l srael 147.237.77. 170 [mearachot. i of .il |Bad TCP sequence wi ndow scal alert 12
192. 116. 231. 161l srael 147. 237.77. 170 |maarachot . i df .i1 |Bad TCP sequence S retransmt with different | pnvor |11
W ndow scal e
212.106. 72. 51 (F;ajcis;i';'ja” Territoryds 47, 237. 77. 176 |nat pash.if il |dr op First packet ismt SWN drop 10
46.19. 85. 23 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TCP Invalid i i ssi
192.114.2.38  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
213.8.204.39 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 9
213. 8. 204. 39 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
s SWNretransnit wth different .
109. 64. 97. 244 |l srael 147.237.77. 170 [mearachot. i of .il |Bad TCP sequence “i ndow scal monitor |8
94.159.166.71 |[lIsrael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
188.92.58.122  |Netherl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
o SYNretransmt wth different .
109. 64. 189. 134 |l srael 147.237.77. 170 [mearachot . i of .i1 |Bad TCP sequence wi ndow scal monitor |8
185. 3. 147. 237 |Israel 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber moni tor |8
. . SYNWtAXK retransmt with .
94.159.166. 71 |l srael 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence different vi ndow scal e nonitor |8
46.19.86.9 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
109. 186. 134. 205! srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber monitor |7
185.3.147.237  |Israel 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |7
82. 80. 196. 44 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
82.80.198.164 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
Sreanming Engine: TCP Invalid i i ssi
176.13.10.196 | srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
109. 186. 134. 205! srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
79.179.19. 154 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
94.159.146.35 I srael 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNACK retransmt with monitor (6
different wndow scal e
78.55. 67. 207 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
5. 29. 236. 20 I srael 147. 237.77. 170 |marachot..i df i1 |Bad TCP sequence SNretransmt with different ooy o
W ndow scal e
. . SWNretransmit wth different .
217.132.60.40 |lsrael 147.237.77. 170 |naarachot .idf .i| [Bad TCP sequence i ndow scal e noni t or 6
212.235.105.53 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker ‘ Devi ce

Attacker Address Target Address |[Site Sgnature

‘Count

Count ry Action
94. 159. 156. 135 || srael 147.237.72. 166 |aka. i df . i | ;Z(.)l'\\gfylsél tlgg Sane Response Qode (403) in Session from B ock 350
37.26.146.225 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 226
46.19. 85. 244 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 139
37.26.146.225 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 124
46.19. 85. 244 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 104
2.52. 147. 220 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 102
2.54.23.69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 57
46.19.85.244  |israel 147.237.0.19 |nadimatal .idf.il 12(_’1':':33’5_0; 4flhe Sane Response (ode (403) in Session from Bl ock 57
176.12.141. 101 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 47
109. 253. 196. 23 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 41
46.19. 85. 115 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 41
37.26.148.212 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 36
2.54.135. 213 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 32
109. 253. 212. 125]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 31
2.52.147. 220 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 31
2.54.149. 102 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 25
149. 78. 31. 43 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 17
46. 19. 86. 34 I srael 147.237.77.243|nobi | e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 17
176.13.19.70 [ srael 147.237.0.17 g;nlyl kosher-kravi. i |, ple I1legal Parameter Encoding from176.13.19.70 None 10
2.54.153. 123 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 9
37.26.149.255 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
109. 253. 200. 82 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
2.54.15. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 4
176.13.4.38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
132. 66. 237. 251 |l srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 3
2.54.179. 64 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
2.52.4.41 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
207.46.13.75 Uhited Sates|147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm Bl ock 2
176.13.2.133  [Israel 147.237.72.166 |aka. i df . i | \;P;rwa';;e: d'?"ﬁ' /?T:jy n/\As;)(I:sIair??egii et o zar dl st ep3, aspx None 2
2.52.143.7 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
79.180.12.109 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
176.13.10.196 [l srael 147. 237.77. 243 |nobi | e. i df . i | m;ﬂt:?r(;fsz , gegpgfytef,},ﬁ s/ 1 st chi | ddocument s/ 1152 B ock 2
77.127.218.33 |israel 147.237.72. 166 |aka. i df . i | m;’kgﬁ zfd_ mﬁﬁgaﬁﬁﬂgﬁf&ﬂ&? Jardivegister. aspx paramster |01 2
66.249.78.166 |lsrael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 166 B ock
95. 86. 83. 227 I srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhaut hori zed LRL Access from 95. 86. 83. 227 B ock
176.13.2.133  [Israel 147.237.72.166 |aka. i df . i | v[?ﬂ;\tzraik:.ﬂied(:‘.ljalr/arn::i;sziir(l)}lgr;)?p?sis%r 4. aspx_ par anet er None 2
46. 19. 85. 210 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
37.142. 64. 30 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock
109. 253. 211. 204/l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
176.13.2.133 | srael 147.237.72.166 |aka. i df . | \;T;\Iwafaeir df???/?a:iil\;la?:lhjrllorggilsqrali onw zar d/ r egi st er. aspx None 2
192. 116. 177. 210]I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/main/scripts/css3pie htc |B ock 2
Ostributed Paraneter Type Mol ation on
62. 0. 54. 152 I srael 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 2
ct1 00$Cont ent P aceHol der 1$t xt Last Nane
46.19. 86. 34 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
95.86.103.234 |[Israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Lhaut horized URL Access from 95. 86. 103. 234 Bl ock 1
2.54.147. 72 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
79.182.203.72 |lsrael 147.237.77.243|nobi | e.i df . i | Distributed Uhauthorized LRL Access on nobi | e.idf.il/sachar/index B ock 1
176. 13. 6. 69 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
46.19. 85. 155 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
217.194. 194. 104l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
77.125.122.176 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
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