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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3402
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 574
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 87

147. 236. 238. 250 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
77.247.178.132 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1

66. 249. 78. 254 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1

107. 150. 98. 131 Lhited Sates 147.237.76. 38 e.eneitav.idf.il ock Wp Al _Nets drop 1
71.6.167.142 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
117.240.241.1 Indi a 147.237.8. 24 e lifestyle.idf.illlnvalid TP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
80.82.69.146 |147.237.76.44 |[Netherl ands e.refuah.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
52.48.37.125 |147.237.76.176|Whited Sates |test.ncore.idf.ifET SCAN NVAP -sS w ndow 3072 1
50.204. 188. 142 (147.237.77. 179 |Wnited Sates |e.nmazi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
14.37 178 233|147 237 0.33 |Korea Republic | o ET SOAN Behavi oral Uwsual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
168. 62. 238. 153 [147.237.76. 42 |lnited Sates |refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.203 |147.237.76.42 |[Netherlands refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 [147. 237. 77. 233 |krai ne atal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
78.48.26.152  |147.237.77. 216 |Ger many dover.idf.il portscan: TCP DO stributed Portscan 1
52.48.37.125 |147.237.76.176|lhited Sates [test.ncore.idf.i|ET SCAN NVAP -sS w ndow 1024 1
46.19. 85.103  |147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
168. 62. 238. 153 [147.237. 76. 196 |Lhited Sates |e.svivaidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il  |portscan: TCP D stributed Portscan 1
91. 201. 236. 114 [147. 237. 77. 233 | kr ai ne atal .idf.il ET SCAN NMVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TP Invalid i i ssi
192.117.105. 73 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 45
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.3.213  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 40
Ret r ansn ssi on Packet dropped.
5.22.129. 137 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
91.207.90.206 [Israel 147. 237.72. 166 [aka. i o . | Bad TCP sequence SN retransmt wth different moni tor (17
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109. 186. 118. 1651 sr ael 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.146.210 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
81.218.241.26 |Israel 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop
109. 160. 160. 8 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert
109. 160. 160. 8  |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
. . SYNPAXK retransmit with different .
109. 160. 160.8 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence wi ndow scal e noni t or 7
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber alert 6
r N ine: TCP Invali i i ssi
2.54.0. 160 I srael 147.237.77. 243 |nobile. i f . Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansnm ssi on Packet dropped.
o SYNtAXK retransnmit with different .
46.19. 86. 127 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal @ noni t or 6
46. 19. 85. 90 I srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or
2.52.185. 152 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
176.13.19. 121 |israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
2.52.185. 152 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
172.56.31. 72 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
79.180. 148. 171 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
85. 250. 24. 96 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
5.22.129. 137 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber alert 4
84.108.13.237 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
80. 246. 139. 100 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.52.185. 152 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber alert 3
Sreaming Engine: TGP Invalid i i sSi
109. 160. 164. 136 i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TAP Invalid i i ssi
109. 65. 166. 167 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
2.52.185. 152 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
84.94. 185. 49 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i ssi
192.117. 105.73 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
199.30.25.110 |wnited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
2.52.185. 152 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or
. . SYNtAXK retransnmit with different .
84.94. 185. 49 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TGP Invalid i i ssi
40.77.167.67  |UWited Sates |147.237.77.243|nobile.idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.5.161 I'srael 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
46. 19. 86. 140 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
; . . SYNPAXK retransmit with different .
199.30.25.110 |lLhited Sates |147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 3
109. 253. 134. 153|I srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 140 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
. . SYNtAXK retransmit with different .
37.142.64.124 |Israel 147. 237.77. 216 |dover.i of .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i ssi
79.177.134.2  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
199. 203.77. 232 |Israel 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
2.52.185. 152 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
77.125.122. 112 |israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
217.132.1.102 i srael 147.237.77. 170 |nmarachot . i df i1 [Bad TCP sequence SN retransmt wth different monitor |2
w ndow scal e
46.19. 85. 73 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or
5.22.131. 66 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
185.3.147.222 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46.19. 86. 175 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 259
2.54.51. 94 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 186
46.19. 86. 175 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 164
46.19. 85. 218 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 139
46. 19. 85. 218 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 106
2.54.51.94 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 104
46.19. 86. 175 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 93
176.13. 14. 64 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 72
2.54.51.94 I srael 147.237.0.19 |nadimatal .idf.il 2024'\";? g‘j the Sane Response Code (403) in Session from B ock 61
109. 253. 215. 81 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 50
176.13. 1. 88 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 39
80.246.139.51 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 31
213. 8. 204. 35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 13
2.54.51.1 | srael 147.237.77. 243 |nobi | e. i df . i | Emiflr;_?ﬁ??lg:s;:ﬁri'nzg WAL Access on Bl ock 13
91.207.90.206 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 10
176. 13. 23. 86 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.54.143.15 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
91.207.90. 206 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 91. 207. 90. 206 Bl ock

2.54. 40. 84 I'sr ael 147.237.77. 243 |nobi l e. i df . i | m;ﬂt : cl’rc;fz‘f? /t’;egpgfytezm S es/ i stehi | ddocument s 1071 Bl ock 4
2.54.144. 228 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.2.100 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
138. 134. 102. 15 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/ 2/ B ock 3
46. 19. 86. 207 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
82.118.24.206 |Sweden 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 82.118. 24. 206 B ock 3
2.54.0. 160 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
91.207.90.206 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/ U Bl ock 3
37.26.147.191 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
176.13.19. 121  |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 14. 207 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80. 246. 136. 2 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
46. 19. 86. 66 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/atal 1/izkor/viewing. asp |B ock 1
216.218.206. 66 |Lhited Sates |[147.237.76.39 [nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ B ock 1
100. 253. 202. 48 |Israel 147.237.77. 243 |nobi | e. i df . i | Emiflr;_?ﬁ??lg:s;:ﬁri'nzg WAL Access on Bl ock 1
82.166.61.61  |Israel 147.237.72. 166 |aka. i df . i | m”;E;rii jfeldi I'\f;a??]‘j Sﬁr;ﬁ;s aspx B ock 1
199. 16. 156. 124 |Lhited Sates |147.237.77.216 |dover.idf.il m: Lfb_ﬂtlidsif;‘:toﬁcgeﬁ?l ;’:/‘B/A‘S’icjzgzg):‘w 5196, pg Bl ock 1
79.178.199.34 [Israel 147.237.72. 166 |aka. i df . i | Unhtraceabl e S3. Sessions: sigal gs oS Attack None 1
37.26.149.168 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
208.184.112. 74 |United Sates [147.237.77. 216 |dover. i df .il D stri buted 1?;;};;;;;?&%\/?222” B ock 1
91.207.90.206 |[lIsrael 147.237.72. 166 |aka. i df . i | VEB-1 1S _vti_inf access B ock 1
176.13.19. 121  |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
80.74.100.131 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
66.249. 78.246 | srael 147.237.72. 166 |aka. i df . i | ﬂ?f“zg‘;r.i7zze.d16L2Lgi'°§S§/stotrz i aspl showf or um asp B ock 1
176.13.4.29 I srael 147.237.0. 17 ][n in|y- kosher-kravi.. T Irrllln:/g—]i]os?erra—nlztgi Elngl?d: F?a: r::\?(/icrr‘ eat ecapt chai nage. aspx None !
216.218.206. 68 |Wnited Sates |147.237.0.17 ;nlnly kosher-Kravi-id |\, hori zed (R Access to 147.237.0. 17) B ock 1
109. 253. 210. 113]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
85. 250. 24. 96 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS A tack None 1
5.22.129. 137 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl el shared/ text . css |B ock 1
199. 16. 156. 125 |United Sates |147.237.77.216|dover. i df .| pstr ;fb_“itﬁdsi%“;‘f;‘;gej‘:?lLe’:/‘;;‘fzgzgfw 5196, pg Bl ock 1
79.179.5.162 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
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