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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3193
222.186. 30. 233 Chi na 147.237.76. 196 e.sviva.idf.il JIMPurple Gon Limt Htp drop 3

59. 41. 80. 84 Chi na 147.237.77.170 naarachot.idf.il |Frk Under Attack Con Tcp drop 2
222.186. 30. 233 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under Attack Con Htp drop 2

66. 249. 81. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2

8. 37.237.35 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under Attack Con Htp drop 2
77.247.178. 132 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
103. 28. 120. 17 Bangl adesh 147.237.76. 38 e.e.neitav.idf.il |L4 Source or Dest Port Zero drop 1

66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
111. 40. 86. 154 Chi na 147. 237. 76. 196 e svivaidf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




01-04-2016-06:04:09 to 01-04-2016-07:04:09

|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
185. 32.179. 233 |147.237.0.19 |[Israel nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
114. 226. 241. 65 |147.237.76.30 [China hi nush. i df . i | . 1
Potential Scan or Brute Force
91.201.236. 113 [147.237.76.34 |Wraine yohal an. i df il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 77. 234 |Whited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 186. 95. 178 |147. 237. 72. 166 |Canada aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
185.130.5.224 |147.237.77.235 svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
175. 161. 98. 170 |147.237.76.31 [China nakchal .i df . i | . 1
Potential Scan or Brute Force
117. 25. 155. 164 |147.237.76. 44 |Chi na e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
117. 25. 155. 164 |147.237.76. 44 |[Chi na e.refuah.idf.il ET SCAN NVAP -f -sS 1
, , o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
110. 52. 185. 161 |147.237.8. 28 Chi na e.nobile-ks.idf.il . 1
Potential Scan or Brute Force
5.39.222. 253 147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
192. 186. 95. 178 |147. 237. 72. 166 |Canada aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
185.130.5.224 |147.237.77.74 lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
117. 25. 155. 164 |147.237.76. 44 |Chi na e.refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
8.37.237.35 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 87
66.249.81.212 |lLhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 36
: C e Unexpect ed post SYN packet - RST
66.249.81.212 |lhited Sates |147.237.77.216 |dover.idf.il drop or SYN expect ed drop 36
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 36
66.249.81.212 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 36
Russi an C e Unexpect ed post SYN packet - RST
66. 249. 81. 215 erati on 147.237.77. 216 |dover. i df . i | drop or SYN expect ed drop 23
66.249.81.218 |lLhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 23
66.249.81.218 |lWited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 23
66.249. 81, 215 |SSIan 147. 237. 77. 216 |dover. i of . Bad TCP sequence Invalid ACK nunber aert 23
Federation
66.249.81.218 [lhited Sates  |147.237.77.216 |dover.icf.il  |drop thexpected post SYN packet - RST |4 o, 23
or SYN expect ed
66.249. 81, 215 |SSIan 147. 237. 77. 216 |dover. i of . Bad TCP sequence Invalid ACK nunber monitor |23
Federation
31.168.149.92 |[lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 19
reamng Engi ne: TCP Invali i i ssi
2.54.143. 15 I'srael 147.237.0.19  |madimatal icr i1 |2 €4 NG Engine: TCP Invalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
46. 19. 85. 45 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 12
46. 19. 85. 45 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor |12
192.0.81. 17 Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data monitor |11
46.19. 85. 146 I srael 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber noni t or
r eam n ine: TCP Invali i i ssi
5.22.131. 40 I srael 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TGP alid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
194.90.89. 5 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
84.229.198.7  [Israel 147.237.77. 170 |nmarachot . i f .il |Bad TCP sequence S retransmt with different monitor (6
w ndow scal e
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
46. 19. 85. 62 I srael 147.237.77. 216 |dover.i df .| Bad TCP sequence Invalid ACK nunber alert
. . SN retransnmit wth different .
79.181.149.97 |lsrael 147.237.77. 170 |mearachot. i of .il [Bad TCP sequence i ndow scal e noni t or 4
Sreanming Engine: TCP Invalid i i ssi
66.249.66.63  |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmission. drop 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |4
Sreamng Engine: TCP Invalid i i ssi
2.54.168. 28 I srael 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
192.0.101.201 |Wnited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |3
Sreaning Engine: TGP Invalid i i ssi
79.176.200.78 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Russi an . o Streaning Engine: TCP Invalid |invalid segment retransmission.
5. 45. 254. 226 eration 147.237.0.34  |tikshuv.idf.il Ret r ansmi ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
66.249.79.123 |United Sates  |147. 237. 77. 243 |nobi le. i df . i1 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.120.28.83  |israel 147.237.77. 170 |nmarachot . i df .i1 |Bad TCP sequence SN retransnit with different monitor |3
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
79.177.191.94 |israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
50.18.94.121  [Wited Sates |147.237.77. 216 [dover.idf.il B ock HTTP Non Conpli ant Fai | ed to handl e connection data nonitor |2
Sreaning Engine: TGP Invalid i i ssi
66. 249. 66. 3 Wited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 234 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
54.151. 42. 39 Wiited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Fai |l ed to handl e connection data monitor |2
131.253.36.202 |Wited Sates [147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
46. 19. 85. 146 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
s SN retransnmit wth different .
79.183.149.53 |l srael 147.237.77. 170 |n@arachot .i df .il |Bad TCP sequence wi ndow scal e moni tor |2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
54.241.198.78 |Uited Sates  |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data monitor |2
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
84.108.88.213 [lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i sSi
189. 122. 197. 177|mrazil 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 28 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 2
109. 253.137. 75 |Israel 147.237.77.170 |nmarachot . i df .i1 |Bad TCP sequence SN retransnit with different monitor |1
w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
185. 32.179. 233 |Israel 147.237.0.19 |madi matal .idf.i|Too Many of the Same Response Code (404) in Session from 185.32.179.233 |B ock 136
2.54.143. 15 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |66
185. 32. 179. 233 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 63
93.173. 43. 26 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 52
2.54.143. 15 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bock |22
2.54.168. 28 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 22
185. 32. 179. 233 |Israel 147.237.0.19 |madi matal .idf.i|Too Many of the Same Response Code (403) in Session from 185.32.179.233 |B ock 19
93.172. 251. 238 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |8
Lhited . . D stributed Lhaut hori zed URL Access on
199.16.156.126 g 5 os 147.237.77. 216 |dover . i df . i v i df i /i p storagel fil es/ 6 si ze220x0/ 5196. ] pg Bock |3
109. 253. 136. 204|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.51.57 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
104. 199. 141. 224 ?attee: 147.237.77. 216 |dover.i df .i | Miltiple Ml formed URL from 104. 199. 141. 224 Bock |2
Lhited - . D stributed Lhaut hori zed URL Access on
204.13.200.200 g o 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Block |2
104. 199. 141. 224 g‘;tt:: 147.237.77.216|dover.i df .i | Mil tiple Unknown HTTP Request Method from 104.199. 141. 224 Bl ock 2
Lhited - . D stributed Lhaut hori zed URL Access on
199.59.148. 211 |g o o 147.237.77.216|dover.i df .i | Wi df i1 /si p, storagel il es/ 6/ si 6220x0/ 5196. ] pg B ock 2
31.168.149.92 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
Lhi ted ] ] D stributed Lhaut hori zed URL Access on
199.16.156. 125 Sates 147.237.77. 216 [dover . i df . i | viwy i df . il /sip storage/fil es/ 6/ si ze220x0/ 5196. j pg Bl ock !
68.180. 229. 121 g;:: 147.237.76.200(ei t an. aka. i df . i | [unknown Paraneter PageNumin v ei tan. aka. i df.il/1103-en/ ei t an. aspx None 1
. . Uhaut hori zed URL Access to
66. 249.78.97 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
. . D stributed Lhaut hori zed URL Access on
109. 201. 138. 237|Nether| ands |147. 237. 77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. Bock |1
37.26.146.231 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
82.118.24.206 |Sweden 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/test/wp-admn/ B ock 1
176.13.11. 254 |lIsrael 147.237.77. 243 |nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
. ; D stributed Lhaut horized URL Access on
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
46. 19. 86. 60 | srael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to ww i df . il/1086- 23059- he/ dover B ock 1
Il1egal Byte Qode Craracter in URL [[#O]][[#0]][[#0]][[#5]][[#0]] a€sa€za€
Lhi ted ; ; i OAAA[HON [[#0]] [[#LA] T [[#2]1%[#01 1 [[#O]1[[#O1 1 [[#10]1[[#0] ] [[#O]1[[#O1]1[[#
104. 199. 141. 224 147.237.77.216|dover . i df .i | ! Aearsars o A R Bl ock 1
Sates 7]1[[#0]] a€sa€za€i O A4 [#0] ] [[#01] [[#21] ] [[#1]1%[#011[[#0]]1[[#0]]
[[#O][[#O]] [[#0]] [[#O]]
68. 180. 230. 226 gq;:eeg 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/robots. t xt Bl ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
] ] D stributed Lhaut horized URL Access on
109. 201. 154. 130|Net her | ands |147. 237. 77. 216 |dover . i df . i | v i df i | / 1133 22638- he/ dover . aspx. Block |1
37.26.146.235 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
Lhi ted . . D stributed Unauthori zed URL Access on
208.184.112.74 o 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Block |1
66.249.79.102 [israel 147.237.0.34 [tikshuv.idf.il [Wauthorized LRL Access to tikshuv.idf.il/main/giyus/ general . aspx B ock 1
Lhi ted . . D stributed Unauthori zed URL Access on
107.178.194.83 |g . o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bock |1
46.120. 168. 193 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/main/. aspx B ock 1
104. 199. 141. 224 g‘;:ﬁ 147.237.77. 216 |dover.i df .i | I11egal HITP \ersion HITR 2.0 B ock 1
79.182.116.58 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Lhited - . Unhaut hori zed URL Access to
199.59.148.210 |g o o 147.237.77.216|dover.i df .i | Wi df i1 /'si p_storagel fi 1 es/ 6/ si ze220x0/ 5196, ] pg Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 146 B ock 1
NULL Character in Method
[[#HO I [T#O ] [[#6] TL[#A11[[#O01 1 [[#0] 1 [[#OI1[[#O1]1[[#O1]1[[#0]1[[#4]] @[#O11[[#1][[]
OlTL[#OI ] [[#OTTT[#8]1[[#6]1[[#O1 1 [[#OIT[[#O11[[#O11[[#O1]1[[#OI1[[#O]1[[#O1]1[[#0]]
Lhi ted ; ; HOLT[[#O ] [[#O ] [[#O1 1 [[#O1 1 [[#O11[[#41] [[#8]1[[#0]1[[#O1]1[[#01][[#0]][[#0]] @[#(
104. 199. 141. 224 147.237.77.216|dover.i df .i | B ock 1
Sates 1110#0]1[[#011[[#01] [[#O]] & [#1]]1%[#011[[#0] [[#O]] [[#1]1[[#0]1[[#O]][[#01][[#0]
[ [#0] ] AAATARNALAEAA AUR?GS [ #3]] */ *zA?A% i AASA AE
WipA- < [[#7] ] [[#31] 1 [[#0]] [[#01 1 [ [#11]1[[#1]]%b[#Q1] [[#01] [[#O]1[[#3]]1[[#O1]1[[#
Ol [[#0]] [[#1]1[[#01] AAAEA
37.26.149.188 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
68. 180. 228. 112 g‘;:ﬁd 147.237.77. 216 |dover.idf . il D stributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
107. 178. 194. 83 g;:: 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df .il/1133-22461- he/ dover . aspx. B ock 1
54.183. 191. 180 LSqulatt:s 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ Bock |1
5.102.228.113 [Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for ww aka. i df . il/ishuriniexanpcert/ B ock 1
Illegal R Path Encoding [[#0]]1[[#0]][[#0]][[#5]][[#0]]&€sa€za€
Lhi ted ; : i OAAA[HO N [[#01] [[#LU T [[#1]%[#01 1 [[#O1]1 [[#O]1[[#1][[#O11[[#O1]1[[#O]][[#
104. 199. 141. 224 147.237.77. 216 |dover.i df . i | ! Aear v AR Bock |1
Sates 7]1[[#0]] a€sa€za€i O ALA[#0] ] [[#01] [[#21] 1 [[#1]]1%[#011[[#0]1[[#0]]
[[#O ] [[#O]] [[#O]1[[#O1]
82.118.24.204 |Sweden 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
66.249.78.159 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/error. htm B ock 1
121.200. 231. 194|Australia  [147.237. 72. 166 |aka. i df . i | Unknown Parameter ctl003ct| 00ScphMai n$cphSachar $enpl oyment Stateshonth | |y
in ww aka. i df.il/nai n/ sachar/ paysl i ps. aspx
NLLL Character in URL [[#0]][[#0]]1[[#0]][[#5]][[#0]] a€3a€25€
Lhi ted ; : i CAAALHO ] [[#0]] [ (LU ] [[#U][#01 T [[#]1 [[#01] [[#AU][[#O1[[#O1][[#O]]1[[#
104. 199. 141. 224 147.237.77. 216 |dover.i df . i | ! Aear v AR Bock |1
Sates 7]1[[#0]] a€sa€za€i O ALA[#0] ] [[#01] [[#21] 1 [[#1]]1%[#011[[#0]1[[#0]]
[[#O ] [[#O]] [[#O]1[[#O1]
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