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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3021

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 34
77.247.178. 132 Net her | ands 147.237.76.176 test.ncore.idf.i|B ock Np Al Net drop 1
77.247.178. 132 Net her | ands 147. 237. 76. 196 esvivaidf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94.20.219.161 |[147.237.0.15 |Azerbaijan kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
66.249.78.146  [147.237.72.166|Whited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
94.20.219. 161 |147. 237. 76. 147 |Azerbai j an chi nuch. aka. i df . il ET SCAN Potential SSH Scan 2
94.20.219.161 |[147.237.8.50 |Azerbaijan e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
194. 165. 155. 114|147. 237. 77. 205 |Jor dan prisha idf.il ET SCAN NVAP -sS wi ndow 3072 1
194. 165. 155. 114|147. 237. 76. 34 |Jordan yohal an.i df .il ET SCAN NVAP -sS w ndow 3072 1
88.249.106.23 |[147.237.0.16 [Turkey ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
94.20.219.161 |147.237.77. 233 |Azerbai j an atal.idf.il ET SCAN Potential SSH Scan 1
94.20.219.161 |147.237.77. 212 |Azerbai j an e. dover.idf.il ET SCAN Potential SSH Scan 1
94.20.219.161 |147.237.77. 176 |Azerbai j an nat pash. i df . i | ET SCAN Potential SSH Scan 1
94.20.219.161 |147.237.76.38 |Azerbaijan eenetav.idf .il ET SCAN Potential SSH Scan 1
200,225 21. 91 |147. 237 76.34 |Mexi co yohal an.i df. i ET SGAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.20.219.161 |147.237.76.30 |Azerbaijan hi nush. i of . i | ET SCAN Potential SSH Scan 1
194. 165. 155. 114|147. 237. 77. 205 [Jordan prisha.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
94.20.219.161 [147.237.0.200 |Azerbaijan . i df i | ET SCAN Potential SSH Scan 1
194. 165. 155. 114|147. 237. 77. 178 [Jordan e. mat pash. i df . il ET SCAN NVAP -sS w ndow 3072 1
93.174.93.203 |147.237.77. 178 |Net her | ands e. nat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
185.32.179. 233 [147.237.0.19 |[lIsrael nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
80. 82. 69. 146 147.237.0.15 [Netherl ands kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
94.20.219.161 |147.237.77.216 |Azerbai j an dover.idf.il ET SCAN Potential SSH Scan 1
94.20.219.161 |147.237.77. 179 |Azerbai j an e.mazi.idf.il ET SCAN Potential SSH Scan 1
94.20.219.161 |147.237.76. 202 |Azerbai j an e halag.idf.il ET SCAN Potential SSH Scan 1
94.20.219.161 |147.237.76.44 |Azerbaijan e.refuah.idf.il ET SCAN Potential SSH Scan 1
94.20.219.161 |147.237.76.31 |Azerbaijan nakchal . i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
158.69.52.102 |Uhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 53
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
107.167.108.68 |Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
37.26.147.139 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid Jimvalid segnent retransission drop 18
Ret r ansni ssi on Packet dr opped.
31.210.187.21 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
24.171.140.55 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |moni tor
157.55.39.129 |wited Sates |147. 237. 72. 166 |aka i df .il Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
181. 66. 3. 98 Peru 147.237.72. 167 |ishurimaka.idf.il |dr op Frst packet isn't SN drop 5
66.249.81.212 |Uhited Sates [147.237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow monitor |4
46. 19. 85. 143 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
195.34.150. 18  |Austria 147.237.77. 216 [dover. i df . il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  [monitor |4
46.19. 85. 143 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
79.183.240.17 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
37.46.39. 179 | sr ael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
79.181.176. 185 |Israel 147.237.77. 170 |naarachot.idf.il  [Bad TCP sequence mdzitvrsac'znlt Wth different moni tor  [2
8.37.235.225 |lnited Sates |147.237.77. 216 |dover.idf.il veb Ser ver Enf or cenent Véb Servers S ow HITP Denial of ) oo 2
Mol ation Servi ce
65. 19. 138. 34 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
40.77.167.47  |Uited Sates [147. 237, 76. 200 |eitan akaicr. i1 || €M NG Engine: TP Invalid finvalid segnent retransnission. | 2
Ret r ansni ssi on Packet dropped.
158.69.52.102 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 85. 181 | srael 147.237.72. 167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 224 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 1
100.33.83.189 |Wited Sates [147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
68. 3. 160. 42 Wited Sates |147.237.72. 167 |ishurimaka.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 98 |[lhited Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
184.105. 139. 92 [thited Sates |147. 237. 76. 148 [gqcenter. aka i df.i | [dr op drop 1
108.27.52.163 |Wited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
79.182.18.221 |l srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 224 147. 237. 72. 156 |anan. i df .i | drop SAMrule drop 1
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
101.198. 159. 31 |Chi na 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.22 Lhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-| ocati on inbound enf orcenent |dr op 1
216.218. 206. 110|Lhited Sates [147.237.76.31 |[nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 124|UWhited Sates [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
14.121.183.173 |China 147.237.76.200eitan. aka.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
149. 78. 186. 228 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 1
185. 130. 5. 224 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
173. 54. 56. 233 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
103. 41. 63. 11 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47. 36 Lhited Sates [147.237.76.176|test.ncore.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 124|lhited Sates [147.237.76.202|e.hal ag.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
184. 105. 247. 203|Uhited Sates [147.237.76.198|e.yohalan.idf.il |Geo-1 ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
24.163. 36. 30 Lhited Sates |147.237.76.42 (refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 1
82.118.236.248 |Rilgaria 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo-| ocati on inbound enf or cenent |dr op 1
66.249. 81. 215  |Israel 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
173.54.56.233 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
103. 41. 63. 11 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mﬁsgfmmt wthdifferent | onitor |1
74.82. 47. 46 Wited Sates |147.237.77. 235 [sviva idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 251 |Wited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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Too Many of the Same Response Code (404) in Session from

Action

‘Count

185. 32. 179. 233 [l srael 147.237.0.19 |[madi matal .idf.i 185. 32, 179. 233 B ock 120

185. 32. 179. 233 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 107

109. 253. 156. 92 || srael 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code B ock 3

73.22.155.10 |Wited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/newsitelenglish/ B ock 2
. . . D stributed Unhaut hori zed LRL Access on

107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2

68.180.228. 112 |Whited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wa i df.il/1381- he/ dover. aspx B ock 2
) . . D stributed Unhaut hori zed LRL Access on

204.13.200. 200 [Wited States |147.237.77.216 |dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2

79.179.34.18 [Israel 147.237.72. 166 [aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1

66.249.79.234 |lsrael 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to wa tikshuv.idf.il/nain/giyus/general.aspx |B ock 1
. . . D stributed Unaut hori zed LRL Access on

208.184.112. 74 |Lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

. . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)

149. 88. 168. 188 [l srael 147.237.77. 216 |dover.idf . il from 149. 88. 168. 188 B ock 1

68.180.230.29 |[lnited Sates |147.237.77.176|nat pash.idf.il |Paraneter Type Mol ation PageNumin wan cogat. i df.il/901- he/ cogat . aspx |Bl ock

14.121. 183. 173 |Chi na 147.237.76.200|ei tan. aka. i df . i | |tnaut hori zed Method HEAD for wwwu eitan. aka.idf.il/ None

185. 32. 179. 233 |l srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session Bl ock 1
. . . D stributed Unaut hori zed LRL Access on

107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

66.249. 81. 212 |Israel 147.237.77. 216 |dover . i df . i | LR i's Above Root Drectory . B ock 1

wwidf.il/../../inmages/infocenteritenbrowser.png

157.55.39. 129 |lhited Sates |147.237.72.166|aka.idf.i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . . . |Uhaut hori zed URL Access to

14.121.183. 173 |Chi na 147.237.76.200|ei tan. aka. i df . il vowy ei tan. aka. i df . i 1/ shar edf user cont rol s/ header upper/ B ock 1

157.55.39. 160 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1

79.176. 185. 164 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/mai n/ sachar/ mas. aspx B ock 1

. . Uhaut hori zed URL Access to

66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | vawn aka. i o i 1/ val t and nai v per sonal ent r ance. asp B ock 1
. . . D stributed Unaut hori zed LRL Access on

204.13.200. 200 [Wited Sates |147.237.77.216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
) . . D stributed Uhaut hori zed URL Access on

107.178.194. 87 |Wnited States |147.237.77.216|dover.idf . il wiw i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

68.180.228.112 |thited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1815- he/ dover. aspx B ock 1
. . . Uhaut hori zed URL Access to

157.55.39. 205 [Wnited Sates [147.237.72.166|aka.idf.il vow aka, i of i 1/1i brary/ nanagel r esour ce/ get i | econt ent . hh. asp B ock 1

79.178.104.11 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1

66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ general . aspx  [Bl ock 1

68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error. htm B ock 1
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